PHKO «ITPOMCBA3ZBUHBECT» (O0O)

03.08.2020 r. r. Maxaukana

«MudopmupoBaHme KIHEHTOB CHCTEMBI
AMCTAHUHMOHHOI0 DAHKOBCKQro
obcayxnBaHua «iBank2» o mepax
3aluThI 32 MK0Jb 2020 r.»

B cBs31M ¢ HEOOXOOUMOCTBIO CHUKEHUS PUCKOB BO3AEHCTBUS BPENOHOCHOIO KOJa, PUCKOB
UCIIOJIB30BAHMUS  YS3BUMOCTEH  HPOrpaMMHOro  obecrnedyeHust U HOBBIIEHHS  YPOBHSA
6e30MmacHOCTH MU paboTe C CUCTEMOM JUCTAHIIMOHHOrO GaHKoBCKoOro obcykuBanus «iBank2y»
(UntepHeT-6ankom) Komurer no UHGOPMALIMOHHON 0€30MacHOCTH PHKO
«ITPOMCBSIBBUHBECT» (OOO) pexkomeHOyeT It-CIELMANMCTaM — HAlMX — KJIHCHTOB
(oprauvsalMii ¥ WHAMBUAYAIBLHBIX TpeANpUHUMATEei) TpUMEHATh B CBOell pabote
peKOMEHIalUHU 110 3aumMTe uHbOopMallnK, ykazaHHele B [Ipunoxennu 1 k naHHomy nmucemy. B
cilydyae BO3HMKHOBEHHS BOIPOCOB IO NMPUMEHEHHIO PEKOMEHJAUMH NpocuM Bac no3BoHUTH B
KomuteT no uHpopMalMoHHo# 6e3onacHocTy no HoMmepy 8 (8722) 51-70-44.

5 K.A.AGaypaxmaHoB



IMpunoxenne Ne |

K MTHPOPMALHOHHOMY NUCLMY
«NndopmupoBaHHe KIUEHTOB CHCTEMbI
ANCTAHUHOHHOr0 6aHKOBCKOr0
obcnyxuneanusa «iBank2» o mepax
3awuThl 32 H0ab 2020 r.»

ITo undopmannn @UHIEPT (ueHTpa MOHHTOPHHIA M pearHpPOBaHHUS HA KOMUBKTEPHbIE
aTaku B KpeIUTHO-PUHAHCOBOH cdepe, CHENHATLHOrO CTPYKTYPHOro TOApa3ieeHMst
Banka PoccuM) 'y4yacTHIHMCh CITydad paclpoCTPaHEHWs BPENOHOCHOTO MPOrpaMMHOIO
obecneuenus cemeiictea «RTM». OpHEHTHPOBAHHONO Ha KIHEHTOB KpeaUTHO-(PHUHAHCOBBIX

OpraHu3alui, SBIISIFOLIMXCS FOPUANYECKUMHU MULIAMHU 144 MHIMBUYaNbHBIMU
TIpeANPUHUMATENAMHU.
URL-azapeca u [P-ajipeca, | 45.61.138.109
peKOMeHAyeMbIe K GJIOKUPOBKE it- | 157.245.243.44
| creLManucTaMy Opranu3anui u | blockchain.info
MHIMBH Y albHbIX | 104.16.54.3
npeanpuHUMaresiell yepes ceteBele | 104.16.55.3
3KpaHbl, OpaHaMayspbl, CETEBOE api.blockcypher.com
| obopyaoBaHUE 104.20.21.251
104.20.20.251
milebgd.mycpanel.rs
94.127.7.174
167.172.200.71
| 45.61.136.144

fssspdocs.ru
- hxxp://www.fssspdocs.ru/Ispolnitelniy_List 218417004
| 45.10.88.247

| 51.77.235.233

‘ 142.202.188.249

. 142.202.188.251

: 185.92.222.127

| 172.105.59.15
172.105.162.174
172.105.59.15
172.105.162.174
51.38.94.172
139.180.165.173
139.180.128.156
51.38.94.172
137.74.153.125
95.179.243.62

| 45.76.18.240
45.77.63.37

| 149.28.50.148

' 45.79.126.239

i 45.79.121.184
140.82.0.67
191.200.102.242




45.79.126.239
45.79.121.184
172.105.48.152
172.105.63.133
45.61.136.126
45.61.139.113
45.61.139.50
45.61.138.66
139.180.214.192
45.61.136.140
91.200.102.113
: 45.61.136.140

) 45.61.1394

[Ipu pabGoTe ¢ 3MeKTPOHHOU MOYTOM OpraHM3aLUsAM M MHAWBUAYAIbHBIM [pPEANpHHUMATEISAM
ClIEYET YUUTHIBATH, YTO YYACTHIIMChH CIydaH OTIPABKH 10 3JIEKTPOHHOW MOYTE JIOKHBIX NHCEM
OT MOUIEHHUKOB. llebio MaHHBIX MHCEM SBIETCS paclpoCTpaHeHne BPEAOHOCHOIO kojaa ¢
1ebI0 KPaXH JIEHEKHBIX cpeacTB. [lonoOHeie mucema coaepxat Qakibl co ClenyourMH
UMEHaMU:

Vozvrashchenie tovara za proshlyj mesyac.exe
3anpoc kanenta 0013709.r00

Mpodt I'pynn Poccus - 3anpoc kinenta 0013709 - SKBMT-07-30-2020-115-img00251.exe
Dolg 29e iyulya.exe

Ucenoanureanubiii auer Ne218417004.scr
HUcenoanurenbublii aucet Ne218417004.scr

Vse dokumenty konec iyunya.exe

Dlya sverki 27.07.exe

«Dokumenty 23.07.exe

Akty sverki za ves' iyun'.exe

Dokumenty 23e iyulya.exe

Dokumenty konec iyulya.exe

Dokumenty konec iyunya.exe

Sverka 23.07.exe

Sverka konec iyunya.exe

Dlya sverki konec proshlogo mesyaca.exe
Oplatit' 21.07.exe

Dlya oplaty 21.07.2020.exe

Paket dokumentov dlya oplaty 21.07.2020.exe

Na oplatu 21.07.exe

Na oplatu konec iyulya.exe

Oplatit' za iyun'.exe

Paket dokumentov dlya oplaty za iyun'.exe

Paket dokumentov dlya oplaty za etot mesyac.exe
Dokumenty na oplatu 21.07.2020.exe

Paket dokumentov dlya oplaty 21e iyulya.exe
Pasportnye dannye sotrudnikov ponedel'nik.exe
Paket dokumentov za proshlyj i za etot mesyac.exe
Vse dokumenty za proshlyj mesyac.exe
Dokumenty obshchee za 17.07.exe

Dokumenty za proshlyj i za etot mesyac.exe
Sluzhebn.zapiska za proshlyj i za etot mesyac.exe



Vse dok-ty na 17.07.exe

Dokumenty na obespechenie kontrakta iyun'-iyul'.exe

Sluzhebn.zapiska na 17.07.exe
Dokumenty na oplatu.exe
Paket 15.07.exe
Paket dokumentov vtornik.exe

Akt sverki 13.07.exe

Sluzhebn.zapiska za etot mesyac.exe
Zadolzhennost' konec iyunya.exe

Paket dokumentov za proshlyj mesyac.exe
Sverka za proshlyj mesyac.exe

Dokumenty za konec iyunya.exe

Perechen' dokumentov 30 iyunya.exe
‘Dokumenty zakryvayushchie za iyun'.exe

[Tpu o0HApy)KeHHH BO BXOJAIIMX MHUCbMAax CBOCH 3IEKTPOHHOW MOUTHI MUCEM C daiiamMu ¢
[10/J00HBIMH UMEHK HE PEKOMEHyeTCst OTKPBIBATH Takne (Bhaiibl U Takne NHUchbma.

Ha kommerortepe,

«iBank2»,

C MCIIOJB30BAHUEM KOTOPOrO ocyllecTrisiercss pabora B cucteme JbO

HE PCEKOMECHAYCTCA YCTaHaBIIMBATL IIPOrpaMMHOC O6CCH€‘I€HI/I€, HMCIOIICC

Y3BUMOCTH C KPUTUYHBIM YpOBHeM omacHOCTH. K TakoMy HpOrpaMMHOMY OO€CICUCHHIO
OTHOCHTCS TPOTPaMMHOE 0OecIieueHne, yKa3aHHOE B TaOIMIE HUXKeE.

i Ne Haumenosanu | Haenruduwar [ Onucanue YA3BHMOCTH JaTa CCbLIIRA HA HCTOUHHKH Haanume
| ¢ ymsumoro | op BLIABICHY 00HOB.ICHI
NporpaMMHor | yA3IBUMOCTeEH fl it
0
O0GecneyenHuns
1. CentOS: 7 MITRE: CVE- | Oxcnayatauus yaiBumoctn | 30 wwas | htrps:/lists.centos.org/pipermail/centos- Ectb
2020-10757 no3BoJisieT nokaabHomy | 2020 r. announce/2020-July/035780.html
3JI0YMBIIIEHHHKY NOBBICUTH
NPpUBU/IETHH B LeNleBOl  cucTeme.
Ya3BuMoCTb o0ycnoneHa
HEROPPEKTHOIH 06pABOTRONA 1aHHBLIX
dopmaTta DAX Huge Pages
- KOMMOHEHTOM mremap. - -
)i Red Hat | MITRE: CVE- | Jkcnayataunus yaiguvoctu | 29 wioas | hetps://access.redhat.com/errata/RHSA- EcTb
Process 2020-9512 no3BoasieT yaaaeunomy | 2020 r. 2020:3197
Automation 3A0yMbIIIEHHUKY BbI3BATH 0TKAl B
Manager: 00CYy;KMBAHHH Y UENEBOH CUCTEMDI
7.0.0, 7.1.0, NOCPEACTBOM OTNPABKH CEUHANLHO
7.2.0, 7.3.0, chopmupoBannbix  HTTP-naketos.
7.4.0, 7.5.0, YA3BUMOCTD ofycJioB/1eHA
7.6.0,7.7.0 HeKoppekTHOI oOpaGoTkoit HTTP/2-
I 3anpocoB. - -
3. Mozilla MITRE: CVE- | Jkenayatauus yazeumoceTn | 28 uwan https://www.mozilla.org/en- EcTh
Thunderbird: 2020-15656 no3BoARET yvaaaenHomy | 2020 r. US/security/advisories/mfsa2020-33/ |
60.0,  60.2.1, 310YMbILLTEHHUKY BbINOTHHTD https://www.mozilla.org/en-
60.3,  60.3.0, | Npon3BOALHLIA  KOA B ueneBo# US/security/advisories/mfsa2020-35/
60.3.1, 60.3.2, CHCTEME  M0CPeIcTBOM  OTNPABKH
60.3.3, 604, cNeuHalbHO chopMHUPOBAHHBIX
60.4.0, 60.5, AAHHBIX NPUIOKEHHI. YSI3BHMOCTH
i 60.5.0, 60.5.1, ofycaoBaena HEKOPPEKTHBIM
60.5.2, 60.5.3, QYHKUMOHNPOBAHUEM  KOMNOHEHTA
60.6.0, 60.6.1, lonMonkey.
60.7.0, 60.7.1,
60.7.2, 60.8.0,
60.9.0, 60.9.1,
68.0,  68.1.0,
68.1.1, 68.1.2,
68.2.0, 68.2.1,
68.2.2, 68.3.0,
68.3.1, 068.4.1,
68.4.2, 68.5.0,
68.6.0, 68.7.0,
| 68.8.0. 68.8.1,




68.9.0, 68.10.0,
1780 - __ 8

4. TYPO3: MITRE: CVE- | DkenayaTauuns yssumocTu | 28  mwasa | https:/www.cybersecurity- Ectb
6.2.16, 6.2.17, | 2020-15086 no3gonneT yaaiaeHdomy | 2020 r. help.cz/vdb/SB2020072812
6.2.18, 6.2.19, | CVE-2020- 1T0YMbIULTEHHHKY NOBLICHThL https://typo3.org/security/advisory/typo3-psa-
6.2.20, 6.2.21, | 15099 NPUBHJIETUH B UETEBOH CHCTeMe 2020-001/

6.2.22, 6.2.23, NOCPeACTBOM OTNPABKH CNEUHAIBHO
6.2.24, 6.2.25, chopMUPOBAHHbBIX 3anpocos.
6.2.26, 6.2.27, YA3IBUMOCTD 00yca0BACHA
6.2.28, 6.2.29, HEKOPPEKTHBIM npuMeHeHuemM
6.2.30, 6.2.31, OrpaHHYeHNH 6e3zonacHocTh
6.2.32, 6.2.33. BHYTPEHHHUM MEXAHHIMOM NPOBEPKH
6.2.34, 6.2.35, u cybkomnouneHTom elD APL.

| 6.2.36, 6.2.37, '

6.2.38, 6.2.38

ELTS, 6.2.39, |

6251 ELTS | | - -

S. Google MITRE: N/A | JkennyaTauus ya3BumocTH | 27  uiwaa | https:/chromereleases.googleblog.com/2020/07/s | Ecres
Chrome ao | N/A no3BoaseT yaanennomy | 2020 . table-channel-update-for-desktop_27.html
v84.0.4147.104 310YMBILIIEHHHUKY BbIMOIHHTh https://crbug.com/1105318

npou3BoibHLIN  KOA B  UeneBOH https://crbug.com/1102408
CHCTEME  NOCPEeACTBOM  OTKPLITHA https://crbug.com/1102054
| noJh30BATEIEM CNEUHATbHO https://crbug.com/1096677
cHOpMNPOBAHHOI BPEAOHOCHOH BeD- https://erbug.com/1104061
‘ CTPaHHUBL. YA3BUMOCTD https://crbug.com/1105635
[ o0ycnoBaena HeKOPPEKTHOH https://crbug.com/1106773
' 00paboTKOH  JAHHBIX topmarta
| HTML.
6. | RVIIOW MITRE: CVE- | Jkcnnyarauun yaseumoctu | 15 wmoan | https:/tools.cisco.com/security/center/content/Ci | EcTn
Wireless-N 2020-3323 no3posseT yaaaeHHomy | 2020 r. scoSecurityAdvisory/cisco-sa-rv-rce-AQKREqp
VPN Firewall: | CVE-2020- ayTeHTHHHLUHPOBAHHOMY https://tools.cisco.com/security/center/content/Ci
1.2.2.5  Cisco | 3331 3MOVMBIIIEHHMKY BbLINOAHUTL scoSecuritvAdvisory/cisco-sa-code-exec-
Small Business Npou3BOALHLIA  KOA B LeTeBO# wH3BNFb
RVI130 Series cHCTeMe  MOCPEACTROM  OTNPABKH https://tools.cisco.com/security/center/content/Ci
VPN Routers: CneuHaabHo c¢HOpMUPOBAHHOIO scoSecurity Advisory/cisco-sa-rvl10w-static-
1.0.0.21, BPEACGHOCHOTO HTTP-3anpoca. cred-BMTWBWTYy
1.0.1.3, 1.0.2.7, YazsumocTh obycnoBaeHa
1.0.3.14, HEKOPPEKTHOI NPOBEPKOH BXOAHLIX
1.0.3.16, B BeO-uHTepdeiice ynpasBieHus.
1.0.3.22,
1.0.3.28,
1.0.3.44,
| 1.0.3.45,
1.0.3.51,
1.0.3.52,
| 1.2.2.5, 1.2.2.8
| RVI3OW SRR e— L
W GLPI 1o v | MITRE: CVE- | Dkenayatauns ysizBumocTn | 21 monsa | https://www.eybersecurity- Ectb
9.5.1 2020-15108 no3sonseT yaajgeHHomy | 2020 r. help.cz/vdb/SB2020072220
3M10yMBILLTEHHHKY BBINOJHHTE https://github.com/glpi-
Npou3BOJILHLIA SQL-3anpoc k Gase project/glpi/releases/tag/9.5.1
AAHHBIX  YA3BUMOIO  MPHJIOKEHHR
NoCpe1cTBOM OTNPABKH CNEUHATHLHO |
c¢hOPMHPOBAHHOLO lanpoca.
YA3BHMOCTL obycaosiaena

| HEKOPPEKTHOH npoeepkoi
Npel0CcTABICHHbIX  [M01b30BaTE/IEM

| AAHHBIX.
8. RVII0W MITRE: CVE- | DkcnayaTtauus ynzgumocTh | 1S mwoas | https:/tools.cisco.com/security/center/content/Ci | EcTe
Wireless-N 2020-3145 no3posneT yaanennomy | 2020 r. scoSecurityAdvisory/cisco-sa-rv-rece-
VPN Firewall: | CVE-2020- ayTeHTHGHUMPOBAHHOMY [ m4FEEGWX
1.2.2.5 Cisco | 3146 3N0YMBILLIEHHHKY BbINOTHUTH https://tools.cisco.com/security/center/content/Ci
Small Business NPOH3BOALHLI K01 B ueieBoi scoSecurityAdvisory/cisco-sa-rv-auth-bypass-
RV130 Series CHCTEME  MOCPEICTBOM  OTNPABKH c¢GVIEruzZ
VPN Routers CNeUHAIBHO cPOpPMHPOBAHHOT O | https://tools.cisco.com/security/center/content/Ci
BPEAOHOCHOTO HTTP-3anpoca. scoSecurity Advisory/cisco-sa-cmd-shell-
YA3BUMOCTH 00y ClloBIeHA injection-9;0Qn9Dy
HEKOPPEKTHON NpPOBEepPKOA BXOAHBIX
JAHHBIX B peO-uHTepdelice
ynpaBJ/ieHus.

9. Adobe MITRE: CVE- | Dxcnayatauus ysaiguMocTH | 21 wmwoas | https://www.cybersecurity- EeTh
Photoshop: 2020-9684 no3BoJser vaanenHomy | 2020 r. help.cz/vdb/SB2020072118
20.0,  20.0.1, | CVE-2020- INOYMBIJIEHHHKY BBLINOIHHTD https://helpx.adobe.com/security/products/photo
20.0.2, 20.0.3, | 9685 CVE- | npou3BoabHBIi KOl B  UeleBOH shop/apsb20-

20.0.4, 20.0.5, | 2020-9687 CUCTEME  MOCPEACTBOM  OTKPLITHA 45.html
20.0.6, 20.0.7, noJtb30BaTe 1eM cneuuanbHo
20.0.8, chopmupoBaHHOTO dariaa,
20.0.8.5, YA3IBUMOCTD 00VCI0BIEHA




20.0.9, 21.0.1,

onpeieieHuem

HEKOPPEKTHBIM
21.0.2, 21.1, rpanuu dydepa namaru.
20.1.1,21.2 - -
10 | Cisco RV340 | MITRE: CVE- Jkenayarauns yassumoetn | |5 wioan | https://tools.cisco.com/security/center/content/Ci | Ecto
Dual WAN | 2020-3357 no3souisier yaaiaenHomy | 2020 1. !scoSecurit)Advisory/cisco-sa-sb-dos-
Gigabit VPN 310YyMBIILTEHHHKY BLINQIHHTL | ZNSGVNH7
Router: - MpOU3BOJILHBLIA KON B UeNeBOit https://tools.cisco.com/security/center/content/Ci
1.0.3.17 Cisco CHCTEME  NOCPeacTBOM  OTNPABKH scoSecurity Advisory/cisco-sa-sb-ree-dos-
RV340W Dual CNeunaiLHO copMUPOBAHHOCO 9ZAjkx4
WAN Gigabit HTTP-3anpoca. YA3BUMOCTD
Wireless-AC 00yc10BACHA HeKOPPEKTHOI
VPN Router: nposepkoii BXOAHbIX AAHHBIX
1.0.01.16, KomnoHenTom SSL VPN.
1.0.01.17,
1.0.01.18,
1.0.01.20,
1.0.02.16,
1.0.03.15,
1.0.03.16.
1.0.03.17 Cisco
RV345  Dual
WAN  Gigabit
VPN Router: -
, 1.0.3.17 Cisco
RV345P Dual
WAN Gigabit
POE VPN
Router: -
1.0.3.17 S )
11 | Cisco SD- | MITRE: CVE- | Dxcnavatauns vasgumocru | IS wnwas | https://tools.cisco.com/security/center/ Ecrte
WAN Solution | 2020-3351 noiBoARCT yiadenuomy | 2020r. content/CiscoSecurityAdvisory/cisco-sa-sdw-
20 vl7.2.7, 110YMBIMLIEHHHKY BbI3BATHL 0TKA3 B dos-KWOdyHnB
18.3.0 00CAYXKUBAHUM  LIETEBON  CHCTeMBbL
NoCpeACTBOM OTNPABKH CNEUUATLHO
copMHPOBAHHOrO BPEJOHOCHOT O
UDP-coofwennsn. Yaszpumocts
o0yc./10B/1€HA HEKOPPEeKTHOI
| NpoBepKOil BXOAHbIX AaHHbIX. — -
12 | Windows MITRE: CVE- | Dkenayarauus yazsumoctu | 14 wmwossa | https://research.checkpoint.com/2020/resolving- | Ectsn
Server: 2008 | 2020-1350 no3Bo.TaCT vaaleHuomy | 2020 r. | your-way-into-domain-admin-exploiting-a-17-
SP2, 2008 R2 310YMBIULICHHUK)Y BLINONWTL year-old-bug-in-windows-dns-servers/
SP 1, 2012, NPOM3IBOALHBIIA K01 B UeIeBoOW https://portal.msre.microsoft.com/en-
2012 R2, 2016, CHCTeMEe  MOCPeACTBOM  OTNPABKH US/security-guidance/advisory/CVE-2020-1350
2019, Bepcuu crieuManbHo chopmMuUpoBaHHOTO https://github.com/tinkersec/cve-2020-1350
1909, Bepcun BPEAOHOCHOTO DNS-3anpoca.
1903, mBepcum YaipumMocTh obycaoBaeHa
2004 HeKOppexkTHOi  paboToli  dyHkunu
B BbiaeeHnsa namaTu DNS-cepsepa. )
13 | Oracle MITRE: CVE- | Jxcnnyarauus yasgumoctd | 15 wmionn | https://www.oracle.com/security- Ecre
WebLogic 2020-2967 no3soaset yaazennomy | 2020 r. alerts/cpujul2020.htm!
Server pepcuit L10YMBHILTEHHUKY noayunrs HC Tk https://mww.cybersecurity-
10.3.6.0.0, AAHHBLIM B UEJICBOH  CcHCTeme help.cz/vdb/SB202007 1683
12.1.3.0.0, NOCPE/ICTBOM OTAPABKH CTEUHA. ILHO
12.2.1.3.0, chopmMHpOBAHHOIrO  3anpoca  npo
12.2.1.4.0, npoToKoy 1HOP. Ya3BumocTh
14.1.1.0.0. 06yc/I0B/IeHA HEKOPPEKTHOM
NpOBEPKOH  BXOAHBIX [JAHHBIX B
KOMIOHEHTe BeG-CayxObl.
14 | Mozilla | MITRE: CVE- | Dkenayatauus YA3BUMOCTH | 9 nioaa | https://nvd.nist.gov/vuin/detail/CVE-2020-12419 | Ecto
Firefox ESR | 2020-12419 no3Bonner yaanennomy | 2020 r. https://www.cybersecurity-
a0 v68.10, 3JI0YMBIULTIEHHUKY BLINOTHHUTH help.cz/vdb/SB20200716124
Firefox 10 v78 MPOM3BOJLHBLIH  KOQ B LeIeBOi
" cHeTeMe  MOCPeACTBOM  OTKPbLITHS
Thunderbird 0.6 30BaTEIEM CMEUHATLHO
a0 v68.10.0. c(hOPMUPOBAHHOI BPEAOHOCHOI Beb-
CTpaHHUbI. Ya3BumocTn
obycioBena HEKOPPEKTHBIM
o0HyJIeHUeM yKazaTeleit HA A4elkH
6ydepa mnamaTn npu  o6paGorke
00paTHbIX BLI3OBOB. - ]
15 | Windows: 10, | MITRE: CVE- | dxenayaraunn yaigumoctu | 30 wmwona | https://www.cybersecurity- Ectb
10 1709, 10 | 2020-1457 no3soJser yaagenHomy | 2020 r. help.cz/vdb/SB2020063027
1803, 10 1809, | CVE-2020- 310YMBILTTEHRUKY BbINOJTHUTEH https://portal.msre.microsoft.com/en-
10 1903, 10 | 1425 NpPOM3IBO/AbLHLIAE  KOA B ueleBOW US/security-guidance/advisory/CVE-2020-1457
1909, 10 2004 CHCTEME  MOCPEICTBOM  OTKPLITHS https://portal.msrc.microsoft.com/en-
Windows noNb3oBaTesemM CNEUHATBLHO US/security-guidance/advisory/CVE-2020-1425
Server: 2019, ¢HOPMUPOBAHHOTO BPEAOHOCHOH |
2019 1709, tdaiina njobpaskennsn. Ya3BUMOCTH |




20.09, 21.0.1,
21.02, 211,

HEKOPPEKTHBLIM onpeaeeHuem
rpanuu 6ydepa namsTu.

21.1.1,21.2

10 | Cisco RV340 | MITRE: CVE- Ikenayatauma ya3Bumoctn | 15 wnwas https://tools.cisco.com/security/center/content/Ci | Ecrh

| Dual WAN | 2020-3357 no3Boaser yaaienwomy | 2020, scoSecurity Advisory/cisco-sa-sh-dos-

Gigabit VPN 3JT0YMbIUICHHUKY BbINOJIHUTL ZINSGVYNH7

Router: - NMPOM3BO/LHLIA  KOA B ueeBO# https://tools.cisco.com/security/center/content/Ci
1.0.3.17 Cisco CUCTEME  MOCPEACTBOM  OTNPaBKU scoSecurityAdvisory/cisco-sa-sh-ree-dos-
RV340W Dual CNEUHANBHO ¢hopMHPOBAHHOTO 9ZAjkx4

WAN  Gigabit HTTP-3anpoca. Ya3BHMOCTh

Wireless-AC obycaoBaeHa HEKOPPEKTHOM |
VPN Router: NpoBepPKOii BXOQHBIX DAHHBIX

1.0.01.16, KoMnonenuTom SSL VPN,

1.0.01.17,

1.0.01.18,

| 1.0.01.20,

1.0.02.16,

1.0.03.15,

1.0.03.16,

1.0.03.17 Cisco

RV345  Dual

WAN  Gigabit

‘ VPN Router: -

., 1.0.3.17 Cisco

RV345P Dual

WAN Gigabit

POE VPN

Router: 3

1.0.3.17 B 5 ) o
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