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«O iipivioci aBieHNN peKoMeHaaLNii
ans knveuros cuerembl AHO «iBank2»»

B cBAU C HeEOOXOAMMOCTbIK CHWDKEHMS PUCKOB BO'MENCIBMA BPEAOHOCHOrO Koga W
HOBLMHEHMSI YpOBHSA 6e3onacHocTU npu paboTe € CUCTEMOW AUCTaHUMOHHO!O 6aHKOBCKOMO
obcnyxmBaHnst «1Bank2» (MHTepHeT-6aHKOM) KOMUTET HO MH(OPMaLMOTHION 6e30MmacHoCTU
ITNKO « ITOMCBA3BUNNBEC'T» (OOO) mHdopmupyc!" K .iiicimiit cHc'iemi>i JABO «Mank2» o
Hco6\o;uiNU)C TH !1pHMEHEHHS PCKOMCH.YaUH/A HO 3aliMTe LUMKOPMaLHM OT BO3.TelicTBUA
Bpc.ToMocHoro ko.ta (MpwunoxeHue | K gaHHOM)' HHCbM\). li ci\yae BOSHHKTH/\eUHSI BOMPOCOB
HO MPUMEHEHWUIO pekomeHgaumin npocum IKic 1HO'?BoHMn, B KomuTc! HO WH(|)opmaLMoHHo
6e'!OHacHoc'TM HO HoMepy 8 (8722) 51-70-44.
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MNMpunoxeHwne 1

K iiii(])op\iauHomio\iy Huebmy

«O llpenoelaBneHlln pekomeHgauunmn
ans K iiieiMOB eiieievibi bO «iBank2»»

PekomeHpauuun
Knunentam PHKO «MPOMCBA3bUWHBECT» (OOO) no yawutc nHhopmMmaumnun
npyv Nonb30BaHUN CUCTEMOWN AUCTAHLMOHHOI 0 6aHKOBCKOI0 06CIy>XMBaHUA
«i Bank2»

PekoMeHylaunm HO 3awmTe MHGQopMaLum oT BO3AecrBMa BPeAOHOCHOro Koa

B cetm VIHTepHeT nonyyunu LWIMPOKOE pacnpocrpaHeHne a leuna.BM3mMpoBaHHbIe
BPeflOHOCHble  MporpaMmmbl  (TPOSiHbI), o06ecrneyMBaroLiMe BO3MOXHOCTb  MOXULLEHUA Y
1lon!>30bineniell cucteM NMCTAHLMOHHOIO 6aHKOBCKO10 06CNVLKTMUTSA (|)aibiOB C CEKPeTHbIMK
Knwyamm Nnek'TpoHHo noguwmeH ()'1) w» naponu. 1posiHbl  paciipoci paHsSiKrTcs  yepes
NNEKTPOHHYO MNOYTY, MO KaHanam CepBMCOB MIHOBEHHOW nepefjayn uWHGpopMauuu, uYepes
npuHagnexatwme 310yMbllUINEHHUKAM CaiTbl. [pyu TTOM 310>MbITAEHUUKN HOXMLLAKN’ KOYM
311 naponu gocTyna, 4YTO MO3BO/IAET COBepLlUaTh onepayun oT UMEHWN KNeHTa.

Mpn paboTe C 3MEKTPOHHON NOYTOW He OTKPbIBalWTe NUCbMa W BNOXellMs K HUM.
Mofly4YeHHble OT HEW3BECTHbIX OTMpaBU3eNeil. He MNepexoauTe MO COAEpPXalwMMca B Takux
nucl,\lax ccolnkam.

i lonb3\ MTecb nepcoHanbin>MM Komu!>toTepamll € yCiaHOBMENHbIM MLEH3NOHHbIM
lipo!pamm!IPim obec neyeH nem.

CBOeBpeMeHHO  06HOBNAM Te  YC TaHOB/IEHHOE  MporpaMMHoe  obecrneyeHue U
onepaunoHHY cucTeMy (ycTaHOBKa Kpy TUYHbLIX OGHOBMIEHWIA).

O653aTeNlbHO YyCTaHOBMUTE M CBOEBPEMEHHO OGHOBMANTE HAa KOMMbIOTEpe aHTUBUPYCHOE
nporpaMMHoe obecrneyeHne, HO mnoMHUTE, uyTo 100% 3aWmUTbl He o6GecneymMBaeT HU OfHa
nporpaMmma.

AHTUBUPYCHOE MporpaMMHoe ob6ecrneyeHne [LO/HDKHO 3aH\CKaTbCA aBTOMaTUYECKMU, C
3arpyskoi  onepaumoHHOW cuc Tembl. [A'KOMeHA\e'lcs MOMHas  eXxefjHeBHas  rgosepka
KOMMNbIOTEPA Ha HaaMyme BUPYCOB, WHOK BPeAoOHOCHO! 0 iipoi pa.Mm!toro ob6ecneyeHus.
VcKnounTs ncnofib3oBaHWe 3apaXeHHOK KOMMbKOTEpa, BMA03b A0 MOSIHOTO W3f1IeYeHus oT
BMPYCOB.

Mpn Bbixofde B WHTepHeT MCNONb3yiTe ceTeBble 3Kpalnni. paspewwnB AOCTYH TONMbKO K
L0BEpPEeHHbIM pecypcam cetu HTepHer.

Mpn pabote B ceTu MuwepHeT He cornawantTecb nNa YC3TWOBKY KakKux-m6o
COMHMU TeflbHbIX Mporpamm.

BosgepxuBaintecb 0T  WUCNONb30BaHWMA  iipoi paMM  OH/MalHOBOro  06WeHWA  Ha
KOMMbIOTEPE, WCHOMNb3YIOTUEMCA AN  paboTbl B CUCTEME /NUCTaHUMOHHOTO 6GaHKOBCKOro
06CNY XnNBaHUA.

Wcknounte BO3MOXHOCTb Yc3aHOBKM HOC TOpOMNMNUMH nvuamu (rocta.mu.
MOCETUTENAMM) Ha KOMMbIOTEP CMeunanbHbiX « THUOHCKUX» nporpaMm. 15 4aCTHOCTW, XopoLuei
NpakTUKOW sBnNfeTca paboTa Ha KOMMbKOTEpe OF MMeHW nonb3osBatens. llc umetowero
MOMHOMOYMI afilMUHUCTPATOpA.

PekoMeHLyeM OrpaHuWynMTb WHMOOPMAaLNOHTNAN o06MeH B ceTu WHTepHeT TONbKO
HagexXH) M  MHpopmaLUMOHHbIM!! Hop3anamMnm WU NPOBEPEHHbIMWM  KOpPPEecrnoHAeHTamMu
bIEKTPOHHOW MOYTbI.



lie>KHO  watb. 4T0 HaféXHbIM  CpeACcTBOM  06ecrneyvyeHus MOL/MHHOCTM  ABMSETCA
3/IeKTPOHHas MOAMNuCb, a He CTpOKa afgpeca Opay3epa WUAM TNEKTPOHHOM Mo4Tbl. YacTto B BuAe
MHTEPECHON CCbINKW» B MUCbME OT SAIKOOGbl 3HAaKOMOro MNPUXOAMT BpefOHOCHas nporpamMmma.
YacTto BpefoOHOCHas nporpamma CKpbIBaeTCs NOA BCM/IbIBAOWMUM OKHOM PEK/IaMHOI CCbIKM Ha
cali Te. |KI)KHO 'WaTb, YTO HM OAHA atn uBMpycHas nporpamma He obecneuymsaeT 100% 3alimTbl.

Mpy NoAO3peHUsX Ha Ha/Myne BUPYCOB Ha MepPCOHa/IbHOM KOMMbiOTepe (B YaCTHOCTH,
HEOXMAAHHbIX «3aBUCAHUAX», Nnepe3arpyskax, CeTeBOW aKTMBHOCTK), MOSHOCTbI BO3A4EPXaTbCs
OT WCMONb30BaHNA CUCTEM AUCTATLMOHHOTO 6GaHKOBCKOro 06CN\KMBaHWUA W NPOBeLEeHUs
niaTeXxxein 4o UCMpasieHnUs CUTyauuu.

Pek'omeHgauMn Mo 3almTe nHgpopmaumm oT HecaHKLMOHMPOBAHHOINO AOCTyna
NnyTEM MUCMO/b30BaH1?s1 NOXHbIX (haNbCUPULMPOBaAHHbIX) PEcypcoB CeTU VHTepHeT

Mpocum Bac OTHECTUCb C 0COObIM BHMMaHMEM K pacyetaMm B ceTu WHTepHeT. bypabte
15HAMATC.H.HbI: CaiA'MYl MOLLEHNMKOB MOryn' Gbif. MOYTU TOYHOW KOMWeil Tex. Yepe3 KoTopble Bbl
H;laHHpOBasM OCYLLeCTBUTL nnateXX. OHM co3faHbl CHCUMAH.HO [And nofiyvyeHus Baiumx
nepcoHa.Hu! bX faHHbIX.

Benm  Bbl  oGHapyxunu B ceTm  WHTepHeT  noxHblit ~ Web-cant  PUKO
«MPOMCBA3bBUNHBECT» (O0O0), oTanyHbliA oT https:WAwww.psib.ru. unn ¢ Bamu nbiTatotcs
CBA3aTbCA MO 3/IEKTPOHHOM Mo4YTe WM  WHbIM CnocoboMm fivua, € TpeboBaHMAMM O
HPesiocTaBNeHNn MePCOHa/IbHbIX  W.JIEBHTUPMKATOPOB A0CTyna K CUCTeMe AUCTaHLMOHHOIO
6aHKOBCKOro 06C.Ny)XMBaHWUSA. HPOCY.68 HCME.YNICHHO coo6hul'ti, 06 3TOM B OfE.J1 BHELPEHUSA ©
COMPOBOXAEHUST nporpammHbix cpeacte  IMIKO  «11POMC'1MASBUMBECT» (O00) no
Te.nedhoHy: 8 (8722) 62-16-94.

B uenom, paspaboTka W peanu3aums  KOMmrjekca .Mep N0 06ecrneyeHuo
NH(OPMAaLMOHHON 6e30MacHOCTM - CNOXHasA 3afjadva, Tpebytouwas HenpepbiBHOW paboThl
KBanMPUUMPOBaHHbIX  creuynanuctoB. OpfHako, CO6MOAEHNE  MepPeynCNeHHbIX  MPOCThbIX
«TUTUEHNYECKNX» Mep MO3BOJIAET CYLECTBEHHO CHU3WUTb PUCKW, CBA3aHHbIE C UCMO/Ib30BAHWEM
CUCTEM AWUCTAHLMOHHOIO 0aHKOBCKOK OOC.NyXMUBaHWSA. C OCYLLECtit.ichhcm MIATEXeNW B CETM
VH TepHEeT 1. B KOHEYHOM Wsiore. |l pe.sion Bpas U ii> XWLLeHNe Balimx [eHeXHbIX CPeACTs.

PeKoMeHaaLMn Mo CHMXKEHUIO PUCKOB MOJTyYeHUs1 HECAHKLIMIOHVUPOBAHHOIO
[OCTyna K 3awuuaemoin MHopmaLumn ¢ Lesnbio oCyLLeCTB/IEHUSI NepeBooB
[EeHEXHbIX CPeACcTB NMLUaMu, He 06/1a4aloWKMMN NPABOM PacrnopsXKeEHUS 3TUMMI
NEHEXHbIMU cpeAcTBaMm

Mpn NOAKMYEHUN K CeTW MnTepnen' BeNvKa BEpPOS/HOEN/, 3apaKeHUs WCMOo/b3yeMoro
060opyaoBaHMs  BPEAOHOCHbIMM  MPOrpamMamu, KOTOPbI  pacHpPOCTPaHeHbl B CETU U
NCMOMb3YITCA 3.I0YMbILUIEHHKAMW A1 KpaXkn Yy MOnb3oBaTeneli CUCTEM AWUCTaHLMOHHOIO
6aHKOBCKOro 006CNyXunBaHUA (aiiioB C CEKPETHLIMU KNKYaMU 31eKTPOHHOW nognucy (M) u
naponei. Mcnonb3oBaHWe NULEH3NOHHOTO aHTUBUPYCHOK HPOrpa.MMHOro o6ecrneyeHus €O
CBOEBPEMEHHbIM aBTOMaTUYeCKMM OOGHOB/IEHMEM MO3BOMUT CYLLECTBEHHO CHU3UTb PUCKM
noTepu 3awyiiaemMoin uHpopmaumun. [lonic3oBaTenisiM cUCTe.M .TUCTAHLMOHWOIO 6GaHKOBCKOr0O
06CcN\KMBaHNA HeOOXOAMMO MCNOMb30Bas b AOHONHUIENbI/IbIE  Opi @aHW3ALMOHHbIE Mepbl MO0
06ecneyeHmno MHHOPMaLIMOHHON 6e30MacHOCTH:

I) K.itouyeBble HOCUTENN CUC TeMbl AHe TaHLMOHHOro 6aHKoOBCKOL0 o6cnyxumBaHmsa (usb-Token)
[O/DKHbI  XpaHUnbCca B celidie, JOCTYN K KOTOPOMY [O/MKCL, ObiTb CTPOrO OFpaHuyeH u


http://www.psib.ru

NpefoCcTaBNATLCA TOMbKO YMOSIHOMOYEHHbIM nuuaM. Xopolwei NpakTUKON SABNAeTCH XpaHeHue
BblLUeCKa3aHHbIX HOCWUTeNenl B ceilpe B oneyaTaHHOM KOHTeilHepe. LlenocTHocTb nedyatu
(nnomb6bl) LOMKHA eXefHeBHO, B Hadvasne paboyero AHA. KOTPONMPOHATDKA pyKOBOAMTENEM
opraHusauuMm Wan ynoaHOMOYeHUbIM nuuoM. lMocne 3asepliellns paborbl KHOYeBOW HOCUTENb
MoMeLlaercs B KOHTeHep ¥ 3aHOBO OHeyarbiBaercs (NNOMOGUPYTCSH) YNOAHOMOYEHHbLIM NULOM.
2) He pekomeHfyeTCs WCMNO/Mb30BaTb KOMMbIOTEP, Ha KOTOPOM pasBepHyTa nporpamma
OVUCTAHULMOHHOITO 6aHKOBCKOro o06cnyxuBaHus (ganee - KOMMNbiOTEp), A9 nNpocmoTpa
MOCTOPOHHMUX (He OTHOCAWMXCA K CUCTEME AUCTAHUMOHHOrNo 6aHKOBCKOro 06CNyXWBaHUA)
WNHTepHeT cainToB, paboTbl C 3/1€EKTPOHHON NOYTON (0COOEHHO 4Yepe3 06WEeAOCTYNHbIE NOYTOBbIE
cepsepa, Hanpumep. Mail.ru). yctaHaBnmBaTb Urpbl 1 N0bble npol'pammbPl ¢ NMPATCKMX AUCKOB,
npocmarpw”™al b BugeopuabMbl. cnl\lnar My3blK) . 3arp)Xxan> 1 ycnanasnamearb nporpaMmmMbl U3
VN repneT. OTKpbIBaTb W pefakTupoBaTb HenpoBepeHHble aHTUBUpycom DOC. XLS. PDF
thaiinsbl.

3) B cnyyae BpeMeHHOro nepepbiBa B paboTe ¢ KoMNbOTepoM (coBeuiaHue, obes) Heo6Xo0aMMO
3aBeplWmnTb paboTy C NpPOrpaMmoil AMCTaHUMOHHOrO 6aHKOBCKOro 06CNyXuBaHMA, ybpaTb B
ceith KNYEBON HOCUTENb, BbIKAKOYUTb KOMMNbIOTEP WMAM 3a6N0KMPOBaATb €ro KnaBuatypy MU
3KpaH nyTeM HaxaTtus knasuw (‘Ui-Alt-Del.

4) 3anpelwaetca 3anucbiBaTb Mapoin Ha OGyMaXKHbIX NMTKax (MAM B TEKCTOBbIX (ainax Ha
KOMMbIOTEPE), OCTaBNATbL WX B JICAKOAOC TYMHbLIX MecTax (rna paboyem cToNe), nepepaBathb
Heynon}oMOYEeHHbIM nuuyam. Ecnm eclb HEO6XOAMMOCTb  XpaHMTe BCe Mapony 3anmMCaHHbIMM
Ha O4HOM N1CTe, B Ceiihe, B onevyaTtaHHOM KOHBepTe.

5) B cny4yae no6biX KagpoBbIX MepecTaHOBOK /INL, MMEBLUNX AOCTYN K KOMMbIOTEPY M KAto4vam,
npu  NOLO3PEHUM B  HECAHKUMOHMPOBAHHOM  gocTyne  (N0KanbHO  MAXM MO  CETW)
HEYNO/THOMOYEHHbIX MWL, K KOMMbKOTEPY, KA4Yam, nporpamme AMCTaAHLWOHHOIO 6aHKOBCKOIO
06CNyXXnBaHMA, NaponsiM WAW [PYTUX cAyyasax KOMmMpomeTarwy CUCTeMbl AUCTAHLMOHHOIO
6aHKOBCKOro o6cnyxuBaHns Bam Heo6Xx0oAMMO CBA3aTbCA CO CheunanucTtamm KpeguTHOM
opl'ann3auun. coobwn'te HasBaHne Baluei opraHm3aynmn, HOMeEp cyTa W AeTa’3bHO onucaTb, 4TO
npousow/so. 3TO MO3BOMIUT HaM OMepaTMBHO 3ab/M0OKMpOBaTb JOCTYN K Bawemy cueTy uepes
CUCTEMY AUCTAHLMOHHOIOo 6aHKOBCKOIo 06CNyXuBaHuMA.



