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«AndopmMupoBaHHE KIHEHTOB CHCTEMbI
AHCTAHIHOHHOTO GAHKOBCKOI0O
obcayxuBanus «iBank2» o mepax
3aIMThI 32 OKTAOpPL 2020 r.»

B cBsi3u ¢ HEOOXOOUMOCTBIO CHHIKEHHUS PHCKOB BO3IEHCTBHS BPETOHOCHOIO KOJIa, PUCKOB
MCTIOIB30BANNS YASBUMOCTEH NPOrPaMMHOIO OGECTIEUCHHS] W NOBBINICHMS YPOBHS 3AIATHI
uHdopManun npu paboTe ¢ CHCTEMOM AUCTAHIMOHHOTO GAHKOBCKOTO o0city)xuBaHus «iBank2»
(Mureprer-6ankom) cmyx6a wundopmamuoHHOM GesomacHoct PHKO  «[IPOMCBSI3b
WUHBECT» (OOO) pexkoMenayer it-cmempanmcraM HAIIMX —K/IMEHTOB (opramuzanuii  u
HHIMBHYaIbHBIX TPEANPHHUMATENCH) IPHMEHSTE B CBOCH paboTe peKOMEHIAIUK MO 3ALUTE
uHOpMaLMK, ykasanHble B IIpmioxennu 1 k gaHHOMY MHCBMY. B ciydae BO3HMKHOBEHHS
BOIIPOCOB 110 MPUMEHCHHIO PEKOMEHAUH TpockM Bac n03BOHUTE B Ci1yx0y UH(DOPMALHOHHOMN
6esonacHocTy 1o HoMepy 8 (8722) 51-70-44.
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[Mpuaoxenne Ne 1

K HH)OPMALMOHHOMY NHCLMY
«HMudopmupoBaHue KJIHEHTOB CUCTEMbI
AUCTAHUMOHHOTO 6AHKOBCKOIo
oGcayxuBannst «iBank2» o mepax
3aLUNUThbI 32 OKTAGPL 2020 r.»

ITo undopmanmn @UHIIEPT (menTpa MOHHTOPMHIA H PeardHpoOBAHHS HA KOMIbLIOTEPHbIE
aTAaKH B KPEAMTHO-QHHAHCOBOH cdepe, CHENHAIBHOTO CTPYKTYPHOrO MOApPA3de/IeHus:
banka Pocemm) yuactunucs cnydam pacmpocTpaHeHHMs BPEJOHOCHOTO — ITPOTPAMMHOLO
obecnieycHus cemelictBa «RTM», OpHEHTHPOBAHHOTO HA KIHEHTOB KpeAMTHO-(DMHAHCOBBIX
OpraHuzalyi, SBJISFOLUXCS IOPUANYECKUMU JIHLIaMU %4 HHIMBUAYaJIbHEIMU
[IpEAIPUHAMATEIIAMH.

URL-anpeca u IP-anpeca, pexomeHIyeMBbIC K 68.183.128.248
OJIOKMPOBKE it-CIIEIMATHCTAMHU Oopranusanuii u | 206.166.251.189
UHUBUYa/IbHBIX IPEATIPUHAMATENCH Yepes 206.166.251.147
CETEBBIE DKPAHBI, OpaHAMAaydPhl, CETEBOE 91.200.102.242
obopynoBanue 206.166.251.204
77.208.157.70
hxxps://yadi.sk/d/Xz0Ip4HIxs9A0Q
172.86.75.45
142.93.196.20
206.166.251.6
142.93.120.99

IIpu pabote ¢ 31€KTPOHHOH MOYTOH OPraHU3aIMAM U HHAUBUALYATBHEIM IIPEIIIPHHIMATEIIIM
CJICAYET YUMTHIBATh, YTO YYACTHIINCH CIIy4ad OTIIPABKH 110 IJEKTPOHHOM IOYTE JIOKHBIX THCEM
OT MOIUCHHHKOB. [[e/Npr0 NaHHBIX MHUCEM SBISCTCS PACIIPOCTPaHEHHE BPENOHOCHOrO KOAa C

HEJbI0 KPaXXd ACHEKHBIX CpeicTB. [logoOHEle mucbMa comepikaT (aiiel €O ClIeNyIOIUMH
UMEHAMHU:

Dok-y na oplatu za sentyabr'.exe

Dokumenty 9.10.2020.exe

Sverka 12e oktyabrya.exe

TpedoBanne ®HC.rar

DnexTpoHHOE HaloroBoe TpedoBanue Ne933900900233998.rar
DJIeKTPOHHBIH J0roBOp AeHe:kHOro 3aiiva Ne 189887338883773.exe
Kopii dokumentov 13.10.exe

Obespechenie kontrakta za proshlyj i za etot mesyac.exe

IIpu oOHapyskeHMH BO BXOAAIIMX MUCBMAX CBOEH 9JIEKTPOHHOM MOYTHI TTHCEM ¢ (aitmaMu
C OJIOOHBIMH MIMEHAMH HE PEKOMEHYETCSI OTKPHIBATh Takue (Bailyibl U TAKHE ITUCHMA.

Ha xoMmbroTepe, ¢ HCIOIB30BaHHEM KOTOPOTO OCYLIECTRISETCS padoTta B cucteme J]BO
«iBank2», HE PpEKOMEHIYeTCs YCTaHABJIMBAThH MpPOTpaMMHOE oOecledyenne, HMeEIolIee
YA3BUMOCTH C KDUTUYHBIM YpPOBHEM omnacHocTH. K TakoMy NporpaMMHOMY 00eCIe4eHHIO
OTHOCHTCS MTPOrpaMMHOE oOeclieueHre, yKa3aHHO€e B Ta0JIMIEe HUXKE.,




Ne | Haumenosanne HpentHduxar Onncanue ya3BUMOCTH Hara CceblIKa HA HCTOYHHKH Hannuue
YA3BHMOTO op BbISIBJT 00HOBJIEHY
nporpaMMHOro yA3BHMOCTEI 3 i
OGecrieuenun

1. Brinonnenne MITRE: CVE- | Jxenayarauus ya3suMocTu | 12 https://www.cybersecurity- Ectb
NPOH3BOJTLHOIO 2020-26867 Mo3BOJIAET yaanenHomy | oktabp | help.cz/vdb/SB2020101206 https://ies-
koga B ARC 3/10YMBILTEHHRKY BBINOAHUTL | A 2020 | cert.kaspersky.com/advisories/klcert-

Informatique NPOU3BO/bLHBIN  KKOA B  LeaeBol | T, advisories/2020/10/09/klcert-20-015-remote-
PcVue CHCTEME  NOCPeACTBOM  OTNPABKH code-execution-in-arc-informatique-pcevue
cneuHanbHO copMHPOBAHHBIX
AAHHBIX, YA3BHMOCTL 00yC/I0BAEHA
HEKOPPEKTHOH  npoBepkoil  mpu
o0paboTie CePHATH30BAHHBIX
JAHHBIX.

2, Muoxecreennbie | MITRE: CVE- | DkcmtyaTauns ysizBuMocTu | 30 https://cert.vde.com/de-de/advisories/vde-2020- Ectb
YHA3BMMOCTH B | 2020-12506 no3BoJneT yaanenHomy | centa6 | 027  https://cert.vde.com/de-de/advisories/vde-
KOHTpONIepax 3JI0YAbILIJIEHHHKY H3MeHuTs | pb 2020 | 2020-028
WAGO HACTPOHMKH HA UeJIeBOM ycTpoiicTBe | T.

NOCPeacTBOM OTNPABKH CMEUHAJIBHO
¢(hOpPMHPOBAHHOTO 3anpoca,
YA3BUMOCTD 00ycJ10BJIeHA
HEKOPPEKTHOH NpoBepKoil BXOAHLIX
JAHHBIX B BeO-uHTepeiice
YNIPaBJICHHUA.

3. YnanenHoe MITRE: CVE- | Dxcnayarauus ysa3BUMOCTH | 7 https://tools.cisco.com/security/center/content/Ci | EcTb
BLITIOJIHEHHE 2020-3544 NO3BONIAET  JOYMBIUWIEHHUKY U3 | OKTAGp | scoSecurityAdvisory/cisco-sa-cdp-rcedos-
woga B Cisco CMEIKH O ceTh BLINOAHUTL | 1 2020 | mAHRS8vVNx
Video NPOH3BOJILHLIH KOA MWJAM BbI3BATH | T,

Surveillance 0TKa3 B 00CayKHBAHHH [1eJI€BOrQ
8000 Series YCTPO#HETBA MOCPEACTBOM OTNPABKH
CITEUHATBHO cpOpMHDPOBAHHOIO
CeTeBOro  nakera,  YA3BHMOCTb
o0ycJsioB/IeHa HEKOPPEKTHOH
obpaboTkoif CeTEBbIX NaKeTOB
npotokoJa Cisco Discovery Protocol.

4, Yaanennoe MITRE: CVE- | JkenayaTtauns ya3BuMocTh | 13 https://www.cybersecurity- EcTh
BBINOJTHEHHE 2020-16957 no3BossieT yaasenHomy | oktabp | help.cz/vdb/SB2020101368
Kkona B Microsoft 3/I0YMBILILTCHHHKY BbINOJHUTL | A 2020 | https:/portal.msrc.microsoft.com/en-

Office Access NpoU3BONLHLI  KOA B WeNeBoi | T, US/security-guidance/advisory/CVE-2020-16957
Connectivity CHCTEME TNOCPEACTBOM  OTKPBITHS
Engine noab30BaTeIeM CMeUHATBHO

c¢popMHpPOBAHHOrO  BPELOHOCHOTO

hadina. Yazeumocts ofycioBnena

HEKOPPEKTHBIM onpeaesieHHeM

rpavnu Oydepa nmamsarn  npu

yHKunOnnpoBanuHy ysi3sumoro 1O,

5. O6xoa MITRE: CVE- | Dkcnayatauus ySI3BHMOCTH | 7 https://tools.cisco.com/security/center/content/Ci | EcTb
asTopu3auun B | 2020-3467 no3BoaseT yaaseHnomy | oktalp | scoSecurityAdvisory/cisco-sa-ise-auth-bypass-
Cisco  Identity ayTeHTHPHUHPOBAHHOMY A 2020 | WdWqLTZM
~Services Engine 3MTOYMBILIEHHHRY,  o0gagalomemy | T.

npusBnjerusimn  yposus Read-Only
Administrator, WIMEHUTh
KOH(UTYpaUNOHRbIE HACTPOIHKH
ueJeBoli  CHCTEMbl  MOCPEACTBOM
OTTIPaBKH CMeUHAJIBHO
chOpMHPOBAHHBIX CETEBLIX MAKETOB,
Ya3BuMocTb obyc/10BIeHa
HEKOPPEKTHLIM

GYHKUHOHMPOBAHHEM  MexaHU3Ma
RBAC BeG-unTepdeiica
YNpaBJeHuUA.

6. Ilogmena DLL- | MITRE: CVE- | Dkcnayarauus ya3BHMOCTH | 7 https://tools.cisco.com/security/center/content/Ci | EcTb
tpaiinos B Cisco | 2020-3535 no3BoJisger JNoKaTBHOMY | okTAGp | scoSecurityAdvisory/cisco-sa-webex-teams-dll-
Webex  Teams AYTEHTHPHUHPOBAHHOMY a 2020 | drsnH5AN
Client for 3JI0YMBILLIEHHUKY BLINOJHUTL | T.

Windows NPOH3BOJILHLIK  KOA B  ueneBoit
CHCTeME MOCPeACTBOM pa3MeLleHHs
CneuHaTbLHO copMupoBaHHOrO
BPENOHOCHOTO DLL-¢aiina B
OMpeaeeHHOM MecTe. YA3IBHMOCTb
o0ycJsioBaena HEKOPPEKTHLIM
(YHKUHOHHUPOBAHHEM  MeXaHW3Ma
3arpyskn DLL-daiinos.

7o Ynanennoe MITRE: CVE- | Qkenayarauus yasBuMocTH | 22 https://www.mozilla.org/en- EcTb
BBINOJIHEHHE 2020-15683 no3BOJIAET ynaneuomy | oxtsbp | US/security/advisories/mfsa2020-47/

Kxoga B Mozilla 3JIOYMBILTEHHHKY BbIIOJIHUTE | f1 2020
Thunderbird NpoM3BOJLHLI  KOA B  1eneBoi | r.
CHCTEMEe MOCPEACTBOM  OTKDbITHSI




noNb30BaTe/IeM CneunaibHo
CO31aHHOH BPEAOHOCHOH Be0-

CTPaHHLBIL. Ya3sumocrs

ofycaioBJieHa HEKOPPeKTHLIM

onpefeeHUeM rpaHAL NaMATH NpH

0o0padoTike HTML-conepsxumoro,

8. MuosecTeennsie | MITRE: CVE- | Dxkenayarauns yaszsumoctn | 21 https://www.cybersecurity- Ectb
yazsumoctn B | 2020-16001 NO3BOJIAET yaanenHomy | oxtaGp | help.cz/vdb/SB2020102102
Google Chrome CVE-2020- 3JoymMbimNeHHuKy noayyurs HC k | 1 2020

16002 uesieBOA  cHCTeMe  MOCPEACTBOM | T.
OTKPBITHS noJib30BaTe/IeM
cnennaabLHO copMHpoBaHHOH
BpeA0HOCHOI Be0-CTpaHHLUbI,
YA3BHMOCTD o0yc/ioBJieHa
HEKOPPEKTHbIM
DYHKIHOHHPOBAHHEM
MEeAUgKOMIOHEHTA B Google
Chrome.

9. Boinonyexue MITRE: CVE- | Jxenayarauus yazpumoctu | 21 https://helpx.adobe.com/security/products/indesi | Ects
NpoU3BOILHOTO 2020-24421 no3BoJifgeT yAanennomy | okTa6p | gn/apsb20-66.html  https:/www.cybersecurity-
koaa B Adobe 3/10YMBILVIEHHHKY BbINOJIHHTL | 1 2020 | help.cz/vdb/SB2020102120
InDesign NPOH3BOJILHLIH  KoA B  wLeseBoii | T.

CHCTEME  NOCPeACTBOM  OTKPLITHSA

noJib30BaTe1emM cneuHabHO

CO3/IaHHOr0  BpEeAOHOCHOTO  ¢aiima

¢opmara .indd. Ysa3BumocTtn

obycnossiena  ownbkoli  rpaHuHu
| NAMSATH,

10. | Buimoaueune MITRE: CVE- | Dkcnayarauns ysassumoctu | 21 https://helpx.adobe.com/security/products/premi | Ects
NpoU3BOJILHOTO 2020-24424 no3BoJseT yaaseHuomy | okTaGp | ere_pro/apsb20-64.html
xona B Adobe TIOYMBILLIEHHHKY BLINOTHUTE | 1 2020 | https:/www.cybersecurity-

Premiere Pro NPOH3BOILHBIE KOX B  LeJeBOH | T. help.ez/vdb/SB2020102117

cucTemMe  NOCPEACTBOM  OTKPbLITHSA
n01bL30BaTe/1eEM CTEeUHAIbHO
CO3JAHHOI0 BpeAOHOCHOro (aiiia,
Yazsumocrs obycJioB/ieHa
OTCYTCTBHEM KaBbl4eK B NYTH K
ncnosiHseMomy (Gaiily B HeCKOALKHX
cayxdax.

11. | BbimoaHenue MITRE: CVE- | JkenayaTauns ys3BuMocTH | 21 https://helpx.adobe.com/security/products/photo | Ecte
[POU3BOJILHOTO 2020-24420 No3BOJIfAET yAanenHomy | okrsGp | shop/apsb20-63.html https://www.cybersecurity-
koaa B Adobe 3IOYMBILLTEHHUKY BLINOTHHTL | 7 2020 | help.cz/vdb/SB2020102118
Photoshop NPOH3BONLHBLIA KO B ueTeBoii | T,

CHCTEME  MOCPEACTBOM  OTKPLITUSA
noNIb30BaTeIeM CNEHHANbHO
CO3AAHHOI0 BpeaOHOCHOrO aiina,
Ya3BumocTh ofycioBnieHa
OTCYTCTBHEM KABbIYEK B NYTH K
ucnosinaeMomy haiiny B HeCKOIbKUX
caykbax.

12. | Yaanennoe MITRE: CVE- | Jxcnayarauus yazsumocTH | 13 https://portal.msrc.microsoft.com/en- Ecre
BLINOJIHEHHE 2020-1047 no3soJser JiokaabLHOMY | okTaGp | US/security-guidance/advisory/CVE-2020-1047
koaa B Mierosoft JTOYMBIIICHHHKY noBbICHTE | #2020 | https://nvd.nist.gov/vuln/detail/CVE-2020-1047
Hyper-V [IPHBUJIErHH B 1eJeBOH cHCTeme, | T.

YazBumocrs o0ycs0B/IeHa
HEKOPPEKTHOI o6paboTkoii
00beKTOB B NMaMATH HA OCHOBHOM
cepeepe Hyper-V.

13. | Beimoanenue MITRE: CVE- | Jxcnsyarauus ysizBumoctu | 20 https://nvd.nist.gov/vuln/detail/CVE-2020-11984 | Eeten

NPOH3BOILHOTO 2020-11984 Mo3BOIAECT yaajaenuomy | okrabp | https://www.oracle.com/security-
Koaa B 310YMbILICHHUKY BBIMONHATE | 7 2020 | alerts/cpuoct2020.html?504207
npogyKTax NPOH3BOILHLIH KO B  weleBO#H | T. https://www.oracle.com/security-
Oracle, CHCTEME  NOCPEACTBOM  OTNPABKH alerts/cpuoct2020verbose.html#BGDG
HCTIOJTb3YIOLIHX cneuxanbLHo chopmupoBannoro

Apache HTTP- 3anpoca Ha BeG-cepBep. YS3BUMOCTB
cepBep ofycnoeiesa  ownGkoii  rpanun
NamMaATH B Moayae od_proxy uwsgi.

14. | Hecaukunonupo | MITRE: CVE- | Jkenayarauus YA3BHMOCTH | 20 https://nvd.nist.gov/vuln/detail/CVE-2020-10683 | Ectb
BaHHbIH  poctyn | 2020-10683 no3BosseT yAaanennomy | oktaGp | https:/www.oracle.com/security-

B npoayKTax 3aoymuiwmaenuuky nostyuuts HCLk | a 2020 | alerts/cpuoct2020.html?504207
Oracle, YA3BUMOMY MPHJIOKEHHIO | T, https://www.oracle.com/security-
HCNOIb3YIOLAX MOCPEACTBOM OTNPABKH CHEUMANBLHO alerts/cpuoct2020verbose.html#BGDG
H6ubdanoTexy CO3MAHHOr0 BpeAOHOCHOTO daiina,
domd;j Yazeumocrs o0ycioBieHa

| HEKOPPEKTHBLIMH HACTPOHKAMH no

L YMOJTHAHNIO,




