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«MAHpopMHpOBaHHE KIIMEHTOB CHCTEMBI
AUCTAHIHOHHOI0 0AHKOBCKOIO
obcay:;xupanug «iBank2» o mepax
3alUUThI 32 anpeab 2022 r.»

B cBa3u ¢ He0OXOAUMOCTBIO CHIDKEHHS PHCKOB BO3JCHCTBHS BPEJOHOCHOIO KOId, PHCKOB
WCIOJIB30BaHMs yA3BMMOCTEH IIpOrpaMMHOr0 oOecreueHHs W IIOBBIMICHHS YPOBHS 3allAThI
nH(popMalui npu pabore ¢ CHCTeMOH JTUCTAHIIMOHHOTO OaHKOBCKOTO 0OCITyKHBaHHA «iBank2»
(MuTepHeT-0aHKOM) cyxba HHpOPMAITHOHHOH 0e30macHOCTH PHKO
«ITPOMCBA3BMHBECT» (OOQO) pexkoMeHOyeT it-CHEIIHATHUCTAM  HAIIHX  KIHEHTOB
(opraHm3anuii M HHAMBHAYaIbHBIX TNpEeANpUHHUMATeNnei) NpHMeHATHL B cBoed paborte
pPEKOMEHIAIMK T10 3aIlluTe HHpOpMaluy, yKazaHHble B [Ipumoxenuu 1 k nanHomy mucemy. B
cllyyae BOZHHKHOBEHHS BOIIPOCOB IO IPHMEHEHHWIO peKOMEHIAIMi MpocHM Bac 1MO3BOHHTEH B
cnyx0y uHpopmalHoHHo# Ge3onacHocTH 1o HoMepaMm 8 (8722) 67-72-75, 8(8722) 62-16-94.
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Mpuaoxerne Ne 1

K HH)OPMALHOHHOMY NHCLMY
«HudopmupoBaHne KJIHEHTOB CHCTEMBI
AUCTAHLUHOHHOT0'6aHKOBCKOI0
obGeny:xuBanus «iBank2» o mépax
3auIuTel 3a anpeas 2022 r»

Ha koMIIbIoTepe, ¢ HCIIOIB30BAHHEM KOTOPOTo ocyliecTriseTcs pabota B cucteme 1O
«iBank2», He pEKOMEHJyeTcs yCTAaHABIMBATh NpPOrpaMMHOE obecrevueHue, HMEIoIee
YS3BUMOCTH ¢ KPHTHYHBIM YpOBHeM onacHocTH. K Takomy mHporpaMMHOMY o0ecrieyeHuo
OTHOCHTCS IPOTPAMMHOE 00€eCIeYeHHE, YKa3aHHOe B TadIuIle HUKE.

Ne | HanmenoBauue Haentudu | Onucanue ya3BHMOCTH Hata CeblIKA HA HCTOYHHKH ’ Hannu
ySI3BHMOTO KaTop BBISIBJIEHNS He
NpOrpaMMHOTO YA3BHMOCT - o0HOB
OGecnevenus eit neHuii

1. BeinosHenue MITRE: DKCNIyaATAUMA ya3sumocTH | 20 anpens http://confluence.atlassian.com/display/JIRA/ | Ecrtb
MPOU3BOJLHOTO CVE-2022- | no3poasieT yaanennomy | 2022 r. Jira+Security+Advisory+2022-04-20
Koaa B Jira 0540 3I0YMBIILTEHHHKY BLINOJIHHUTE http://jira.atlassian.com/browse/JSDSERVER

NpoM3BOABLHBIH  KOA B HeJeBoi -11224 -
cHCTeMe  TOCpeAcTBOM  OTINPABKH http://jira.atlassian.com/browse/JRASERVER
CTeNHuAIbHO ¢(hOpMHPOBAHHOIO -73650

HTTP-3anpoca. 3arpy3KH.

Ya3BUMOCTD o0yc/10B/IeHA

nekoppexTHoii  pafoToli  mpouecca

AYTeHTH(PUKAUHH.

2 Boinosnenue MITRE: IKenayaTAUHA yszgumocrn | 07 anpenn https:/fwww.tweert.org.tw/tw/ep-132-5972- Ecthb
NPOH3BOIBHBIX CVE-2022- | mospossier  3a0yMbimuteHHnky w3 | 2022 c259%-1.html
komana B D-Link | 26670 CMEKHOF ceTH BBLIMOJIHHTL
DIR-878 NpoH3BOAbLHbIE KOMAH/bLI B leeBoi

cHcTeme. YA3BHMOCTL 00YC/I0BJIeHA
HEKOPPEKTHOIl NpoBepKOii BXOAHBIX

JAHHBIX.

3. Buinonnenue MITRE: DKCIIYATALHA yassumoctn | 12 anpens | http://portal.msre.microsoft.com/en- EcTb
NpOH3BOJLHOTO CVE-2022- | no3ponasieT yaaneHHomy | 2022rT. US/security-guidance/advisory/CVE-2022-
koga B Microsoft | 26809 3/10YMBILLTEHHHKY BBINOJIHHTE 26809
Remote NpOH3BOJILHBIH KOA B UeJIeBOi
Procedure Call cHCTeMe  MOCPeacTBOM  OTNPABKH
Runtime CMenHaAlILHOro c¢(OpMHPOBAHHOTO

RPC-Bb130Ba. Ys3BUMOCTD
00ycioBeHa HEKOpPeKTHOH
NpoBepKOii BXOAHBIX AaHHBIX.

4. Muowxecreennsie | MITRE: DKCnIyaTaAuHA ya3BuMocTH | 15 anpens http:/chromereleases.googleblog.com/2022/04/ | EcTe
YA3BHMOCTH g | CVE-2022- | no3Boaser yaanennomy | 2022 r. long-term-support-channel-update_15.html
Google 1131 3JI0YMBILLTEHHHKY BBLIMOJTHHT
ChromeOS Npou3BOALHBI Koo B UeleBoii

cucTemMe  MOCPEACTBOM  OTKPBITHS
NnoJL30BaTEIEM CHennanLHO
CO3XAHHOI BPENOHOCHOI Bel-
CTPAHUULL Ya3umocTtsb
o0yc/10B/IeHA omnoKoi
HCNONBIOBAHUSA nocJe
0CcBOOOKICHNA. .
CVSSv3.0:

AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:
H/A:H/E:U/RL:O/RC:C
CWE-416: HWcnonb3oBanne nocie
0cBOOOKAEHHA

PexoMengauun N0 YCTPAHEHHIO:
Jdannasi ys3BUMOCTL YCTpaHueTcs
oHIHATLHBIM naTdeM Bexaopa. B

CBSI3H co caAoKHBIIEHCA
00cTAHOBKOI H BBEJCHHBIMH
cankuuamu  npotue  Poceniickoii
Pepepauuu peKOMeHAYeM
YCTAHABJIHBATE o0HoBIEHHS

nporpaMmMHoro ofecnedeHHdA TOJLKO
nocjae OUEHKH BceX CONyTCTBYIOUIHNX

PHMCKOB.

5. Muoxecrsennbie | MITRE: DKCILTYyATAUMA yaseumocti | 11 anpesns | http://chromereleases.googleblog.com/2022/04/ Ecth
yasgumoctd B | CVE-2022- | no3Bofser yaanennomy | 2022 r. stable-channel-update-for-desktop_11.html
Google Chrome 1305 CVE- | 3710yMBINLTEHHHKY BLIMOJHHTE

2022-1308 NpoM3BOALHBII  KOA B UeJeBoi
CVE-2022- | cHcTeme [OCPEACTBOM  OTKPBITHSA
1310 CVE- | noab3oBaTejem CreUHAJIBHO




2022-1311 CO31AHHOI BPe10HOCHOIT Beb-
CVE-2022- | cTpaHHubl. Ya3BuMocTh
1312 obyc/10BIeHA omubKoii
HCNOIBL30BAHNS nocie
ocBoGoxIeHHT. 1
CVSSv3.0:
AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:
H/A:H/E:U/RL:0/RC:C
CWE-416: Hcnonb3oeaHue nocie
0cBODO0KIEHHS
PexomMenaaund  mo  yeTpaHeHmio:
Jlauuan  ysi3BHMOCTL  YCTpaHsIeTcst
opHUHATLHEIM NATYEM BeHaopa. B
CBA3H co CII0KHBIIEHCS
00CcTAHOBKOI H BBCICHHBIMH
caukunfivn  nporus  Poccuiickoii “
Denepaunu pekomenyem o
YCTAHABINBATE ofHOBNEHHS
NpOrpamMMHoro ofecrneyeHns TOILKO
noc/jie OUEHKH BCeX COMYTCTBYHOIIHX
PHCKOB.

6. Brimoanenue MITRE: IKenayaTauns yasBumoctu | 1S anpens | http:/chromereleases.googleblog.com/2022/04/ | Ecth
NPOH3BOJILHOTD CVE-2022- | no3Bo.sieT yaanenHomy | 2022r. stable-channel-update-for-desktop_14.html
koga B Google | 1364 3M0YMBILLIEHHHKY BBINOJHHTE http://crbug.com/1315901
Chrome Npou3BOALHBIH  KOA B UeJeBoii

CHCTEME MOCPEACTBOM  OTKPBITHSA
NnonbL30BATEEM CIeuHanbLHO
CO31aHHOIT BPEAOHOCHOI Bed-
CTPAHHLBL. YS3BHMOCTH
ofycioBnena ommOKoil  cMemeHHs
THIOB.

T Beinonnenue MITRE: Jxenayarauus ysspumocTh | 12 anpens | http:/helpx.adobe.com/security/products/after | Ecth
NpOM3BOJILHOTO CVE-2022- | nossoaser yaanenHomy | 2022 r. _effects/apsb22-19.html
koaa B Adobe | 27783 310YMBILLIEHHHKY BLINOAHHTE
After Effects CVE-2022- | npousBoabHBIE KOO B leIeBoii

27784 CHCTEME TOCPEICTBOM  OTKPBLITHSA
NoJIb30BATEIEM cneuHaIbLHo
CO3AAHHONO BpPeIOHOCHOTO daiina,
Yaisumocts o0ycioBiaeHa omuoKoii
TPAHHL MAMSATH.

8. Brinonnenne MITRE: kenuyarauus yaspuMocTi | 18 anmpens | http://sourceforge.net/p/sevenzip/bugs/2337/ Ecti
NpOU3BOILHOTO CVE-2022- | no3soaser 30yMBbIIIEHHHKY | 2022 r, http://www.youtube.com/watch?v=sT1evbu7Z
Kona B 7-Zip 29072 BBINOAHUTE MNPOU3BOJBHEI KOX B TA http://github.com/kagancapar/CVE-2022-

HeaeBodl  cuereMe ¢ npaBamu 29072

AAMHHHCTpPaTOpA. YSa3BUMOCTE http://news.ycombinator.com/item?id=310702
obycoBaeHa  owHOKOH  rpaHuu 56

AMATH.

9. Boionunenue MITRE: Dxenayarauus yassumoctu | 15 anpens | http:/portal.msrc.microsoft.com/en- EcTb
NpOH3BOILHOTO CVE-2022- | no3soasier yaaneHHomy | 2022r. US/security-guidance/advisory/CVE-2022-
koaa B Microsoft | 29144 3MOYMBIULTEHHHKY BBINOJHHTE 29144
Edge NPOH3BOJIBHBIH  KOA B uejeBoii

CHCTEME MOCPeACTBOM  OTKPBITHH
nojab30BaTeeM CeunanLHo
CO30AHHOMH BPEAOHOCHOIH Be0-
CTPAHHLLL Ya3sumocTs
odycJioBaeHA HEKOPPEKTHOIi
NpoBePKOii BXOAHLIX AAHHbIX.

10. | 3arpy3ska He JKenayaTauus vhzBumocTn | 26 anpeas http://typo3.org/security/advisory/typo3-ext- Ects
BPE10HOCHOT 0 onpeaene’ | NO3BOASAET ynaneunomy | 2022 r. sa-2022-005/
¢daiina 8 TYPO3 3J0YMBIIIEHHHKY — 3arpy3uTh W

BBINOJIHHTE BpeAOHOCHBI daiin Ha

YHA3BHMOM  cepBepe.  YS3BHMOCTH

o0ycJioB/IeHa HEKOPPEKTHOI

npopepkoii  ¢aiina B0 Bpema
; 3arpy3KH.

11. | Bbinoanenue MITRE: DKenayaTanun yazBumocTH | 01 anpens | http:/support.apple.com/en-us/HT213219 Eets
NPOH3BOIBLHOTO CVE-2022- | no3soasier JokaaeHomy | 2022 r. http://support.apple.com/en-us/HT213220
koaqa B Apple | 22675 AYTeHTH(UUHPOBAHHOMY
i0S, iPadOS u 3JTOYMBILILTEHHHKY BBINOJIHHTH
Apple macOS NPOM3BOMLHBLIH  KOA B  UelieBoii
Monterey cHCTEME  NOCPeJCTBOM  3amycka

CNeUHAIBLHO CO3IAHHOI BPea0HOCHOI
nporpamMmai. Ya3BuMocTh
ofycsioB/ieHa  OmMHOKOH  rpaHMn
namMATH.

12. | Beimoanenue MITRE: Drennyaranus ysssumoctu | 31 mapta | http://lab.wallarm.com/update-on-0-day- Ecte
NpoH3BOALHOIO CVE-2022- | no3soasier yaanesnomy | 2022 r. vulnerabilities-in-spring-springdshell-and-cve-
kopa B Spring | 22965 3JIOYMBIIITEHHUKY BBINOJIHUTH 2022-22963/

Framework NpOM3BOJLHBIH KO1 B UeleBoii http://tanzu.vmware.com/security/cve-2022-
CHCTeME  NOCpPeACTBOM  OTNPAaBKH 22965 http://spring.io/blog/2022/03/31/spring-




CreuHANLHO chopmMUpPOBAHHOTO framework-rce-early-announcement
HTTP-3anpoca. Ysa3BHMOCTb

obyc10BIeHA HEKOPPEeKTHOI

NpoBePKoii BXOAHBIX AAHHBIX

13. | ¥Yaanenuoe MITRE: JdKenayatauus ya3pumoctn | 10 mapra https://www.incibe-cert.es/en/early- Ecte
BbINOJHEHHE CVE-2021- | no3Boaser yaaneHHomy | 2022 r. warning/security-advisories/tp-link-tapo-c200- |’
Koaa B IP- | 4045 3JIOYMBIILTEHHAKY BBINIOJIHHTE remote-code-execution-vulnerability
Kamepax TP- NpPOH3BOJBLHBI KOA B  UeeBoii https:/nvd.nist.gov/vuln/detail/CVE-2021-

Link Tapo cucteMe. YA3BHMOCTL 00YCJTOBIEHA 4045
HEKOPPeKTHOIH NpoBepPKOoil BXOAHBIX
AaHHBIX B aiisne uhttpd.

14. | Mnoxecrsennsie | MITRE: JxenayaTauusd ym3BuMOCTH | 05 anpens | http:/www.mozilla.org/en- Ectn
yassumoctd B | CVE-2022- | nossoasier yaaaennomy | 2022 r. US/security/advisories/mfsa2022-13/
Mozilla Firefox 1097 CVE- | 3n0yMbILAEHHUKY BBINOIHHTD http://www.mozilla.org/en-

2022-1196 Npou3BOJILHBIH  KOA B uHeaeBoil US/security/advisories/mfsa2022-14/
CVE-2022- | cucreme™ MOCPeACTBOM  OTKPBLITHA i
28282 10/1b30BATEJIEM CHenHanLHo

CO3AHHOI BpEAOHOCHOIH Bed-

CTPAHHUBL Ya3BUMOCTL

ofyciosaena ) omubKoii

HCNOTB30BAHHS nocJie

0cBoGOKIEHHS.

15. | MuomxectBennbie | MITRE: JKenayaTauns yasumoctu | 06 anpens | http:/www.mozilla.org/en- Ecte
yazgumoctd B | CVE-2022- | nossonser yaanaeunomy | 2022r. US/security/advisories/mfsa2022-15/
Mozilla 1097 CVE- | 310yMBIILIEHHHKY BBINOJHHTE
Thunderbird 2022-1196 NMpPOH3BOJIbHBIK  KOX B UeeBoii

CVE-2022- | cHcTeMe [MOCPEICTBOM  OTKPBLITHS

28282 noJIb30BATE/IEM CHeuHATLHOTO
cO31aAHHOI BpeI0HOCHOIT Beb-
CTPAHHUBL ¥Ysa3sumocts
ofycioBieHa owuGioii
HCMONbL30BAHUS noce
ocBoboxaEHHA,

16. | Bbinoauenue MITRE: Drenayarauun yazeumoctn | 07 anpens | http:/portal.msre.microsoft.com/en- Ecth
NpPOH3BONLHOIO CVE-2022- | mo3Boasier yaanenHomy | 2022 r. US/security-guidance/advisory/CVE-2022-
Kkona B Microsoft | 1232 3TOYMBIILTeHHHKY BBIMOIHHTDL 1232
Edge NMPOH3BOMLHBI  KOA B UeJeBoi

CHCTEME  [OCPeACTBOM  OTKPBLITHS
N0/1L30BATEIEM CNeUHAILHO
CO3AAHHOI BPeJ0HOCHOI Bed-
CTPAHHULL. Yazsumocrn
obycnosiiena HEKOPPeKTHOI
TMPOBEPKOii BXOAHBIX JAHHBIX.

17. | Bbinonxenne MITRE: IrcnayaTauus yasgumoctu | 11 anpens http://www.djangoproject.com/weblog/2022/a Eerb
NPOH3BOJILHBIX CVE-2022- | mo3Boaser yaanennomy | 2022, pr/11/security-releases/

SQL-3anpocos B | 28346 3JI0YMBILLLIEHHHKY BBLINOTHHTE
Django CVE-2022- | npomsBoabHble SQL-3anpockl k 6aie
28347 AAHHBLIX  YA3BHMOI0 TIPHJIOKEHMS
NOCPeACTBOM OTKPLITHA
M0JIb30BATE/IEM CMeuHAIBHO

CO3IAHHOTO  BpeAoHOCHOrO  (aiina.
VazeumocTs o0ycsoBaena
HEKOPPEKTHOI MpoBepKoii BXOAHBIX
JAHHBIX.




