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«01» mroa 2022r. r. Maxaukana

s «MudopmMupoBanue KIHEHTOB,CHCTEMBI
AHUCTAHUHOHHOI 0 6AHKOBCKOI0

o0caykuBanus «iBank2» o mepax

3alUTHI 32 HIOHB 2022 1.»

B cBsi3n ¢ HEOOXOIMMOCTBIO CHHKEHHS PHCKOB BO3IeHCTRIS BPEIOHOCHOTO KOJIa, PHCKOB
MCIIOTB30BAHUSA YSA3BUMOCTEH IPOrpaMMHOTO OOECIIEYEeHHS M ITOBBIIICHHS YPOBHS 3alllUThI
HH(pOPMaLUH TIpH paboTe ¢ CHCTEMOH TUCTAHIIMOHHOTO GAHKOBCKOTO obcnyxuBanus «iBank2»
(MuTeprer-6ankom) cinyxba HHQOPMAIHOHHOH 6e3onacHocTH PHKO
«[TPOMCBA3bUHBECT»  (O0O) pexomeHZyeT —it-crielMATHCTAM  HAIIHX KIIUEHTOB
(opraHEsalMii ¥ WHIMBHIYATBHBIX NpeTTPHHHMATENEH) NPHMEHSTE B CBOEH paboTte
PEKOMEHJIAIMK 110 3amuTe uHbOpMAluK, yKasanHble B [Ipunoskennn 1 k JaHHOMY THCEMY. B
CITyHac BO3HMKHOBCHHA BOIPOCOB IO HPUMEHEHHIO PEKOMEHIalui mpocuM Bac MO3BOHUTH B
Iy 0y HHPOPMAUHOHHO#H 6e30NACHOCTH 0 HOMepaM § (8722) 67-72-75, 8(8722) 62-16-94.
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«1Bank2»,

Ha KOMIIBIOTEPE, C UCHOJB30BAHHEM KOTOpOTro oc
HEC pEKOMEHOYETCH

YCTaHaBIMBaTE IIPOrpaMMHOE

Mpunoxenne Ne 1

K HH(OpManMOHHOMY MHCLMY
«MH(pOpMHPOBaHUE KIHEHTOB CHCTEMbI
ANCTAHIHOHHOI0'0aHKOBCKOI0
obeay:kuBanus «iBank2» o mepax
3aLUMTEI 32 HIOHB 2022 r.»

ymecTBisiercs pabota B cucteme J[5O

obecrieuenue,

HMERIIee

YA3BUMOCTH C KPUTHYHBIM yPOBHeM omacHocTH. K TakoMy mporpaMmHOMY obecreuenuo
OTHOCHTCS IIPOrpaMMHOE oDecreueHne, YKa3aHHOE B TaOJIHIle HHKE.

& o
Ne | HaumenoBanme Mpentugu | Onucanue ya3sBHMOCTH Hara CebliKa HA HCTOUHHKH Hannu
YA3BHMOT0 KaTop BLISIBJIEHHS He
NPOrpaMMHOTO YA3BHMOCT 06HOB
Odecneyenns eif JIeHH
1. Hemoctatkn B | ALRT- Mo wkawmanam HKIKH noayuena | 17 mag | - Ectb
Ge30macHOCTH 20220517.1 | undopmauus o HemocTaTKax B | 2022 r.
cucremsl VipNet GesomacHoctn  cueremsl  VipNet,
NPHMEHAEMBIX  3JOYMBILLIEHHKAMH
B HeJIeHAN PABIEHHBIX
KOMTBIOTEPHBIX ATAKAX.
2. Drenayarauus BDU:2022- | Bepenn «1C-butpuke: Ynpasacuue | 01 uwoHs | https://bdu.fstec.ru/vul/2022-01141 Ects
RCE- 01141/CV caiitom» moayas vote o 21.0.100 | 2022 r. https://dev.1c-
YA3BHMOCTEI E-2022- (2022-03-04) u moayaes fileman o bitrix.ru/docs/versions.php?lang=ru&module
CMS 1C- | 27228 22.0.0 (2022-03-27) noaBepkeHbI =vote
Burpuke IKCIIIYATALIMH JAHHBIX YI3BHMOCTEI; https://dev.lc-
bitrix.ru/docs/versions.php?lang=ru&module
=fileman
3. Brimonuenne MITRE: DKCmayaTauus yaspumoctn | 01 HioHs | http://www.autodesk.com/trust/security- EcTe
NPOH3BOMLHOTO CVE-2022- | nosBoaser yaajaeHHomy | 2022 r, advisories/adsk-sa-2022-0011
Koaa B | 27871 3/I0YMBIIIJIEHHHKY BBINOJTHHTL
NpoayKrax NMPOH3BOJILHEIT  KOA B ue/eBoil
Autodesk CHCTEMe [OCPeICTBOM  OTKPLITHA
noIb30BaTe1eM CMeuHANLHO
CO30aHHOTO  BpegoHocHoro  PDF-
Ghaiina.  Ya3sumocTh 00ycJa0BIeHA
OMNOKOI rpaHuIl MAMSITH.
4. Boinoaxenne He IKenayaTauHs ya3BumMocTH | 02 HIOHA | - Ectb
NpPOH3BOALHOTO onpeacaeH | NMO3BoJAeET yaanenunomy | 2022 r.
Kona B Microsoft 30YMBILIEHHUKY BLINO/IHHTE
Office NPOH3BOJILHLII  KOL B LeJeBoii
CHCTEME TMOCPeACTBOM  OTKPBITHSA
N0JI630BATEIEM crnennanLHo
co3qaHHoro Bpegonocuoro DOC-
aiina.  Vaszeumocrs obycroiena
BO3MOKHOCTHIO 3anycKa
HACTPAHBAEMOTO MOHCKA.
5. Otkaz B | MITRE: Ikenayarauns ysisumoctn | 11 mast | https:/nvd.nist.gov/vuln/detail/CVE-2021- Eetn
ofcayxuBanun B | CVE-2021- | nossonsier yaaneHHomy | 2022 r. 3254
Asus DSL-N14U- | 3254 3JIOYMBIUIEHHHKY BBI3BATHL OTKA3 B
Bl 1.1.2.3_805 00C/IyKHBAHUM  LEJIEBOIl  CHCTEMBI
NOCPENCTBOM OTNPABKH CHEUHAILHO
cOPMHPOBAHHBIX * nakeros.
¥Ya3sumocTn ofycnoBiena
HEKOPPEKTHBIM HCMOJIB30BAHHEM
BHYTPEHHHX PeCcypCoB.
6. Muoxecrsennsie | MITRE: DKenayaTauus yazeumoct | 09 uions http://chromereleases.googleblog.com/2022/06/ | Ecth
YH3BHMOCTH B | CVE-2022- | nossoasier vaajgeHsoMmy | 2022 r. stahle-channel-update-for-desktop.html
Google Chrome 2007 3M0YMBIILIEHHUKY BBINOJHHTE http://erbug.com/1326210
' NpOM3BOJILHLII  KOJ B LeJeBoii http:/chromereleases.googleblog.com/2022/06/
CHCTEMC  TOCPEACTBOM  OTKPLITHSH stable-channel-update-for-desktop.html
N0/Ib30BaTENEM cneunaaLHo http://erbug.com/1317673
CO31aAHHOi] BPeIOHOCHOI Bed- http://chromereleases.googleblog.com/2022/06/
CTpaHHUbL Yassumocts stable-channel-update-for-desktop.html
obycioB/iena omwuGKoii http://erbug.com/1330379
HCNOIL30BAHHSA noc.e
ocBOGOKACHHS B KOMIIOHEHTe
WebGPU.
7 MuoskecrBenusie | MITRE: Ixenayaranus yazeumoctu | 09 mious http://chromereleases.googleblog.com/2022/06/ | Ecte
yazsumoctd B | CVE-2022- | noseoasier yaanennomy | 2022 r. stable-channel-update-for-desktop.html
Google Chrome 2008 3JI0YMBIULTCHHHKY BBINOJIHUTL http:/erbug.com/1326210
NpoH3BOALHLII' KoA B ueneBoii http://chromereleases.googleblog.com/2022/06/
CHCTEME  MOCPEICTBOM  OTKPLITHSA stable-channel-update-for-desktop.html
noJIL30BATEIEM CrenHAILHO http://crbug.com/1317673




NpoBepKoii BBoOAA.

CO3AAHHOM BPeA0HOCHOI Beo- http://chromereleases.googleblog.com/2022/06/
CTPAHHUBL Yaisumocrs stable-channel-update-for-desktop.html
obyciosniena  omuGkoii  rpamnu http://erbug.com/1330379

NaMATH B Komnonente WebGL.

8. Muozxecteennnie | MITRE: Ixcnayaranus ysazBumoctn | 09 wpions http://chrumere[eases.googlebl0g.c0|ri/2022/06/ Ecte
YSI3BUMOCTH B | CVE-2022- | nospoaster yaanennomy | 2022 r. stable—channel~update-fur-desktop.html
Google Chrome 2011 3IOYMBINIJTEHHHKY BRINOJHHTL http://erbug.com/1326210

NpOU3BONBHBI  KOA B wLeleBoi http:!fchromerelcases.googlcblng.com/2022/(}6/
CHCTEME  MOCPeNcTBOM  OTKPLITHA stable-channel-update-for-desktop.htmI
N0JIL30BATETIEM CneuHaTLHo http://erbug.com/1317673

CO31aHHOH BpeJOHOCHOI Beh- http:f."chromere]cases.googlebtog.comfz[lzz."(lﬁ."
CTPAHHLLI. Ya3pumocts stable-channel-update-for-desktop.html
olycnoB/iena omHdKoi http://erbug.com/1330379

HCNO/Ib30BAHKA nocie

ocpoGokaennn B KOMIOHEHTe

ANGLE: -

9. Bemnoaxenne MITRE: DKenayaTanus VA3BUMOCTH | 23 wuioHs; http://www.qnap.com/cn/security- Ectb
NPOU3BOILHOIO CVE-2019- | no3poaser yinagenuwomy | 2022, advisory/qsa-22-20
Kona B QNAP | 11043 3/10YMBILLTCHHHKY BBIOJIHHTD
QTS update for NPOH3BOJILHBINE KO B ueseBoii
PHP CHCTEME  TOCPeACTBOM  OTHPABKH

CMELHANLHO chopmupoBannore
HTTP-3anpoca. YsazBumocrs
obycmopiena  ommnGkoil  rpanmy
namMATH.

10. | Muoxecreennsie | MITRE: IKenayarauns yassuMocT | 28 uions http://chromereleases.googleblog.com/2022/06/ | Ects
YA3BHMOCTH B | CVE-2022- | nossoaser yiaajaenHomy | 2022 r. long-term-support-channel-update-for.html
Google 1853 30YMBIILTCHHURY BBINOJHHTE
ChromeQS NPOH3BOJILHBIA  KOA B  ueJeBoii

CHCTEME MOCPEACTBOM  OTKPbITHS
N0BL30BATEIEM CMNELHANLHO
CO3AAHHOI BPEI0OHOCHO Beb-
CTPAHHULL VYazgumoctn
o0ycaoBeHa ownoKoii
HCNOJIL30BAHHA nocjie
0cBOGOXKACHHS.

11. | Muoxecreennnie | MITRE: IkenayaTauus yasgumoctn | 28 uwons http://cln-omereleases.guog]cblog.com/2022/06/ Ectn
YA3BUMOCTH B | CVE-2022- | nossoaser yaajenuomy | 2022 r. Iong-term-suppnrt—channel-update-for.html
Google 1855 CVE- | snoymbimiaeHnuky BBINOJHUTE
ChromeQS 2022-1861 NMpOH3BONLHLIK  KOI B weaeBoii

CHCTEME  MOCPEACTBOM  OTKPBITHS
NOAbL30BATEIEM CNeLHATLHO
CO3AAHHOI BPea0HOCHO# Beh-
CTPAHHIBI. Yaisumocrs
obyciioBnena OIIHOKO#
HCMOIB30BAHMA nocse
0cBOOOKACHHS.

12. | Muoxecrennnie | MITRE: Ixkenayarauns YA3BHMOCTH | 28  wmioHs http://chromereleases.googleblog.com/2022/06/ | Eern
yazeumocty B | CVE-2022- | nosBoaser yaanenHomy | 2022, long-term-support-channel-update-for.html
Google 1862 3JI0YMBIULTEHHHKY BBINOIHHTL
ChromeOS NPON3BOJILHEINT  KOXI B 1eJIeBoii

CHCTEME  N0CPeJCTBOM  OTKPBITHA
NoJL30BaTe/IeM CNEUHATBHO
CO3JaHHOI] BpeAOHOCHOI Bel-
CTPAHHIBL. YaisumocTn
ofyc/noBiena HEKOPPEeKTHOII
peanusaumeii  ayrenTHUKAUHH B
PACIIHpPEHHAX. »

13. | Beinoauenue MITRE: IKemayaTauus yassumoctu | 28  uions http:I/www.foxitsoftware.cnm/supporl!securit Ectn
MPOH3BO/ILHOTO He No3BoJIfAET yaanenunomy | 2022 r, /-
koga B Foxit | onpeaenen 3TOYMBIILTEHHHKY BBIMOJTHHTE bulletins.html?Security+updates+available+in
PDF Reader and NPOH3BOJILHBIE  KOX B ueICBOIl +Foxit+PDF+Reader+12.0+and+Foxit+PDF+
Editor CHCTEME  NOCPEACTBOM  OTKPBITHS Editor+12.01970-01-01+01%3A00%3A00

N0/I630BATEEM CHeUHANLHO
€031aHHOro  BpeaoHocHoro PDF-
taiina. Yaseumocrs  ofycnobiena
omubKoii  Mermoab30BAHME  MoCae
0cBODOKRACHHS.

14. | Boimoanenue MITRE: IKenayarauus yazBumoctu | 30 masg | https:/msrc- Ectn
NPOH3BOLHBIX CVE-2022- | no3Boaser yaagenuomy | 2022 r. blog.microsoft.cum/2022/05/30/guidance-fnr-
komana OC B | 30190 3M10YMBILULTEHHUKY BBINOIHHTE cve-2022-3[lI90-microsoft-suppurt—diagnostic-
Microsoft Office NpouH3BOJIbHBIE KOMaHanl OC = tool-vulnerability/

ueneBoii  cHCTeMe  MOCPeACTBOM
OTKPbITHS noJIL30BaTEeM
CNENHANBLHO CO3JAHHOrO
BpeNOHOCHOTO haiia. YA3BUMOCTE
o0ycnosaena HEKOPPEKTHOI




