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«UndopmHpoBaHHEe KJIHEHTOB CHCTEMBI

&, AHCTAHLHOHHOI0 6AHKOBCKOTO
obocnyxuBanus «iBank2y o mepax

3aIHThI 32 anpeab 2023 r.»

B cBa3n ¢ HEOOXOIUMOCTERIO CHMIKEHHS PHCKOB BO3JEHCTBHS BPEIOHOCHOTO KOJA, PHCKOB
HCIIOJb30BANUA  YyA3BUMOCTEH IIPOrpaMMHOrO oOecIedelts M TOBBIIIEHUs YPOBHS 3alUThL
HH(popManuy 1IpH pabore ¢ CUCTEMOH AUCTAHIHOHHOTO OAaHKOBCKOTO 00CIykuBanusa «iBank2y
(MuTeprer-6ankoM) cyxba uHpOpMaTHOHHOMH OesomacHOCTH PHKO
«[IPOMCBJSI3BMHBECT»  (OOO) pexkoMmMcHAyeT it-crienmamucTaM — HALINX — KITHEHTOB
(Opram3anui M HHIMBHUYAIBHBIX IPEAUPHHUMATEICH) [PUMEHATH B CcBoeid paboTte
PEKOMEHJIAIINK TIO 3aINTC MH(pOpMaIyH, yKasaHHble B [Ipunoxkernn 1 k gagHoMy mucemy. B
¢ilydae BO3ZHMKHOBEHHS BOIPOCOB 10 IPUMEHEHMIO PCKOMEHIALMH MPocuM Bac 103BOHHMTE B
cayx0y unpopmannonHon Oeszomacuoctu 1o nomepam 8 (8722) 67-72-75, 8(8722) 62-16-94
MY HallpaBUTh MACHMO IO 3JIeKTpoHHOM noure office@psib.ru .
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Tpuno:kenne Ne 1

K HHpOPMALHOHHOMY IHCLMY
«MudopmupoRaHie KINEHTOB CHCTEMBL
JUCTAHUHOHHOI0 GAIKOBCKOTO
oOcnyxuBanua «iBank2» o mepax
3ALHTHI 33 anpens 2023 r.y

Ha koMmbIOTEpe, € HCTIONB30BaHHEM KOTOPOTO ocylecTBaseTcs pabora B cucteme JbO
«iBank2», He pexOMEHJYeTCSl YCTAHABNUBATH IPOTPAMMHOE OOECIICYEHHE, UMEIOIIEE YA3BUMOCTH C
KPUTHYHBIM yposiem oracHocTH. K TakoMy HpOrpaMMHOMY OOECHEYEHMIO OTHOCUTCH HPOIPAMMHOE
obecrieucHue, YKa3zaHHOE B TabIuLe HUXKE:
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j Buinoaucuie CVE-2023-
upmeoasioro | 24538
rkona 8 Ubuntu

BrinouaseHie NpoH3BOALHOCO KOJIA.
JAHHASL  YSA3BUMOCTH  YCTPAHACTCH
oGHUNATLELIM naTHeM Beniopa. B
coAIN co capwuBLeiicn
obcTanoBroi i BBEACHHBIMU
cankumususMu - uportus  Poccniickoii
Qreacpaunu PEROMCILIYEM
YeTAIABIHBATE 00HORIeIHA
NpOrpaMMIoro obecneuecHus TONLRO
nocae OUSHKH BeeX CONYTCTHYHIINX
pHCKOB.

2023-04-25

http:/fwww.suse.com/su |Jiw|‘t.-"u pdatefannounc
ement/2023/suse-su-202314979-1/

CUTH

Orrras B | CVE-2022-
oficavkueanun B | 2879
Ubuntu

Orupaska COENHAILIO COBIAHHOID
BPCIOHOCHOTO haiina.

TanHas  YAIBUMOCTL  YCTPAHSIETCH
obHUHMILEEIM HATHEM Benjopa. B
CRATN co ciioRuBIIeiica
oGcTAHOBKO H BBCAEHHBIMI
CAHKUMIMI  npoTHE  Poccniickoi
Meacpauni PEROMEHIYCM
YCTANABINBATE 0OIOBICHIS
NPOrpaMMnoro obecnedcHns ToALKO
noeae OUeHKH BCCX CONYTCTRYHHINX
EJIIt‘.}C(JH.

2023-04-25

http:/fubuntu.com/security/notices/USN-6038-
1

eCTh

LoBLimenne CVE-2023-
| npurngernii - 5 | 29011
Git for Windows

OTI\'DM'I'IIK’ NOTLIOBATCICM |

CrelHaILin CO3MAHUOMO
gpenonocnoro daiim.

daHHas  VAIBUMOCTE  YCTPHAHMETCH
opHIIAILHERIM NATYeM Benaopa. B
CBII3I co caAoKHBLICiicH
ofeTanoproii i BREEIEHHLIMH
cAHRuM#MH  npoTHB  Poccniickoi
PDegepaunn pPeROMECHIYEM
YCTAHABIHBATL OGHORIELINA
NpOrpaMMuoroe ofecnedcHus TONRKD
[MOC/IE OUEHKH BCEX COMYTCTBYHILHX
PHEKOB.

2023-04-25

http://github.com/git-for-
windows/git/releases/tag/v2.40. Lwindows.1
. http:/fgithub.com/git-for-

| windows/git/security/advisories/ GHSA-g41v-

xjqw-q7jm

Buinonuenie CVE-2023-
NPOIIBMILIOTD 20872
koa B VMware
Workstation

Brinoanenue npousBo/ibHOrO Koaa.
Jdamian  ya3BUMOCTE  YCTPANACTCN
opHINATLHLIM TaTHeM Bewopa. B
CBI3N co cadiknsieiics
OCTAHOBRORA i BBCICHHBIMI
caHkunnMu - nporus  Poceniickoii
Meacpaunu PEROMENYEn
YCTANABINBATD odHORICHIS
NPOrPAMMHOTo ofecneucHia TONBKY
MOCAC QUEHKH BCEX CONYTCTBYIOLINX
PHCKOB.

Littp://www.vmware.com/securi ty.*':id\-‘i:»;urics.f"-\T
MSA-2023-0008.htnil
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| Moayuaenue CVE-2023-
Kouguaenuuas 25725

Hoii
nuhopmanun B
Oracle Linux

OTnpaska cNelUAILHO CO3TAHHBIX
HTTP-3anpocos. [oayuemie
rkoHpuaAeHHATRHOH  unopyan.
JanHast  YI3BHMOCTH  YCTPAHAETCH
oduHAILNLIM NaTueM BeHaopa., B

CEAIH co CAOKHBLICHCH
o0CTAHOBROI 7] BBEJCHILIMI
cankuuamun - nporue  Poccuiickodi
Deaecpanun PEKOMEH/IYEM
yeTalaRIUBATE 00HOBIACHHA

HNPOTrPAMMHOIo ofecnedeHnsd TOALKG
MOCTC OUCHKHE BCCX CONYTCTBYHOLILHX

| PHCKOH.

2023-04-24

http:/f'www.oracle.com/security-
alerts/linuxbulletinapr2023.html
« https://bdu.fstec.ru/vul/2023-00758
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Branonuerne | CVE-2023- | OTrpbiTHE noas3osateacn | 2023-04-21 http:/faccess.redhat.com/errata/ RHSA- ecTh
IPOIBNILIOTD 28205 CTCHHAIBLHO CO31auHoi BPCIOHOCHOT 2023:1918
rkoaa 8 Red Hat peh-cTpanuUueLBrIMONNRIHE I
Enterprise Linux NPOHIBOIBHOIO Koaa. Hdannasn |
for ARM 64 VAIBHMOCTL yerpauserest
opuUHANLHEIM maTHeM Benjopa. B
CBH3M co camEnBIeiics i
ofcTanonkoil H BBEIEHH LM
canruusmn  npotus  Poceniickoi
Deaepaunn PEKOMEHLYEM
YCTaHABINBATE ofHOBICHNS
[POrPANMIOTO 0GECIEICHUS TOALKO
1ocae OUeNKH BCCX CONYTCTRYIOMNX
PHCKOB, -
Brinonueie CVE-2023- | BrinoaHeHue npoussoaeHore | 2023-03-23 https://nvd.nist.gov/vuln/detail/ CVE-2023- ccTL |
IPOH3BOIRHOID 28772 wona.dannas YHIBIMOCTL 28772 |
xoza B Linux yCTpaHAeTes OPHUHATBHEIM MATYEM .
BeHopa®:B catu co cavmuBLieiics https://github.com/torvalds/dinux/commit/d3b
ofeTanoBKui i BBCACHHBIMI 16034a24a112bb83ach669ac5bIb01{744 b7
caHkuuaMi  npoTHe  Poceniickoii .
enepaunn peroMelayem hitps://lore.kernel.org/lkml/20210625122453.5
YCTAHABINEATD - oOHOBICNHA e2fe304@oasis.Jocal.home/

HpOrpamaunoro 00CCIICHCHIH TOIRKO
MOCTI¢ OUEHKH BCEX CONYTCTBYHMIINX

PHCKOB. }
MMoebnuenne CVE-2023- | Ofxo1  npouccea  ABTOpPHIALIIL [ 2023-03-22 https://git.kernel.org/pub/sem/linux/kernel/git! | eetn
npusmiternii - B | 0386 Mospimenne npupuaeruii. Jannas torvalds/linux.git/commit/?id=4f11adal0d0a
Debian YA3BUMOCTE YCTPaHACTes .
GNU/Linux, 0OHUUAALHEIM uaTdeM Benjopa. B https://mirrors.edge.kernel.org/pub/linux/ker
| Linux cBA3lN co caosupIeiica nel/v5.x/ChangeLog-5.15.91
[ oficTaloBRoil 5} BBEAEHNLIN #
| cankuuamu  nporus  Poceniickoii https://mirrors.edge.kernel.org/pub/linux/ker
| heaepaumn PEROMEIAYVENM nel/v6.x/ChangeLog-6.1.9
YCTAHABIHBATD ofHoBIeHNs - https://security- |
NPOrpaMMioOro odecnedeHsa ToALKO tracker.debian.org/tracker/CVE-2023-0386 '
NoC/Ie OIeHKH BeeX COMYTCTHYIIHY + https:/fbdu.fstec.ru/yul/2023-01572 !
PHCKOB. |
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