
PHKO (tlPOMCBq3bnHBECT> (OOO)

03.08.2020 r. r. Maxa.{xara

<I{nQopmupoBaHHe KJTHeHToB crcreMbr
nncraH unoHHoro 6aHKoecKoro

o6cryxunaHUq <<iBank2>> o Mepax
3aru?rrbr 3a I{K)Jrb 2020 t.>>

B csq:u c ueo6xoAl4Mocrbto cHHxeHr,Iq pr4cKoB eosAeftcrsHq BpeAoHocHofo KoAa, pLrcKoB

rrcrroJrb3oBaHzr yr:e uocreft ilpofpaMMHoro o6ecneqeHlzq v IIoBbIIIreHI4t ypoBHt

6e:onacHocrr,r npr4 pa6ore c cucrevoft Ar4craHuHoHHoro 6aHrcoscrcoro o6clyN:aBaH:afl, <iBank2>
(14nrepHer-6aHrcon) Kolrurer no ran$opnauuossoil 6esonacFlocru PHKO
(IIPOMCBfI3bI4HBECT) (OOO) peKoMeHAyer lt-creur4anr.rcraM HaITIHX KJILIeHToB

(oprauu:aqufi v vHA:z.B:aAyarrL,Hbrx npeAnpr,rHr4varelefi) rpLIMeHqrb n cnoefi pa6ore
peKoMeHAarluz no 3arruTe rzH$opvaur4n, yKa3aHHbre B flpuloNeHnn I x AaHHoMy nucrvy. B
cnyqae Bo3Hr4KHoBeHr4r BorrpocoB rro [pr4MeHeHr4rc peKoMeH lauuit rrpocr4M Bac nossoHllTb B

Korr,rurer no unQoprr,rauuouuofi 6esonacrrocrlr no HoMepy 8 (8722) 5l-70-44.

llpegce4areJr b flpanreH n n K.A.A6aypaxMa HoB



lf Puroxeuue J\! I
rc uHQopnauuoHHoMy nucbMy

< 14HQopn'r n poBaHue KJIneHToB ct4creMbl

nHcraHunoHHoro 6a Hrcoecroro
o6cryxnaaul-lq (iBank2)) o Mepax

3aulnrbl 3a HnJlb 2020 r.>>

llo un$opMaulrrl OI,IHUEPT (uenrpa MoHr.rropuHra Lt pearrpoBaHus Ha KoMlrbrcTepHr'Ie

araKrr B KpeA[THo-Qunancoeoft cQepe, c[equaJrbHoro crpyKTypHoro [oApa3AereHuq
Eaurca Poccuu) ,yqacrnnucb cnyqan pacnpocrpaHeHl4q Bpe.(oHocHoro nporpaMMHofo

o6ecneqeuut ceMeficrBa (RTM))' opneHr'poBaHHoro Ha KnileHToB KpeAurHo-oHHaHcoBbIX
\v

opfaHr,I3allut4, trBJItlOUlI4xCfl topHAI,IqecKUM14

npeArr p rrH I{ M arerqM I.I .

nHuaMIz v HHAI{BI,IAyanbHbIMI'l

URl-agpeca u IP-a4peca,
peKoMeH.qyeMble r 6lorlrpoBKe it-
clr euH aJII4craM u opraH uza\uit u

I,IHAHB}IAYAJIbHbIX

rrpeAnpHHHvrarelefr qepe3 cereBble

3KpaHbI, 6paHgrrlayopbl, cereBoe

o6opyAonaHIle

45.61.138.109
157.245.243.44
blockchain.info
104.16.54.3
104.16.55.3
api.blockcypher.com
t04.20.2r.251
104.20.20.251
milebgd.mycpanel.rs
94.127.7.174
167.r72.200.7r
45.6r.136.144
fssspdocs.ru
hxxp ://www.fssspdocs.ru/Ispolnitelniy-Lis t-218417 004

45.10.88.247
51.77.235.233
r42.202.188.249
r42.202.188.251
t85.92.222.127
r72.105.59.15
172.105.162.r74
172.105.59.15
172.r05.r62.r74
s[.38.94.172
139.180.165.173
139.180.128.156
5r.38.94,r72
r37.74.153.125
95.179.243.62
45.76.r8.240
45.77.63.37
149.28.50.148
45.79.126.239
45.79.r21.r84
r40.82.0.67
91.200.r02.242
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45.79.126.239
45.79.12t.184
t72.10s.48.r52
r 72.105.63.133
,t5.61.136.126

45.61.139.1l3
45.6r.139.50
45.61.138.66
139.180.214.192
45.61.136.140
9l .200. | 02.1 l3
45.61.r36.r40
45.61.139.4

flpu pa6ore c 3neKTpouuoft noqroil opfaHr{3arlr4flM a r4HIr4BI{AyanbHbIM rIpeAnpL{HuMareJIrM

cneAyer yqnTbrBarb, r{To yqacrr4lrrtcb cny.q,apr ornpaBKl4 no 3neKTpouHofi no'{re JIox{HbIX truceM

or MorrreHHrrKoB. I]e:rtro AaHHErx fluceM sBrqerct pacnpocrpaHeHl4e BpeAoHocHofo KoAa c

rlenbro Kpax(r.J AeHe)KHr,rx cpeAcrB. [oAo6Hste []1cbMa coAepxa'r Qafinr'r co cneAy]ourLIML{

I,IMCHAMI,]:

Vozvrashchenie tovara za proshlyj mesyac.exe

3anpoc KrueHra 0013709.r00
flpoSr fpynu Poccuq - 3anpoc KJrneHra 0013709 - SKBMT-07-30-2020-115-img00251.exe
Dolg 29e iyulya.exe
llcnorsurerssutfi ,rncr l\!2 I 841 7004.scr
14 cno,rHure,rsnstfi nucr J\!2 I 84 I 7004.scr
Vse dokumenty konec iyunya.exe
Dlya sverki 27.07.exe
<Dokumenfy 23.07.exe
Akty sverki za ves' iyun'.exe
Dokumenty 23e iyulya.exe
Dokumenty konec iyulya.exe
Dokumenty konec iyunya.exe
Sverka 23.07.exe
Sverka konec iyunya.exe
Dlya sverki konec proshlogo mesyaca.exe
Oplatit' 2l.07.exe
Dlya oplaty 21.07 .2020.exe
Paket dokumentov dlya oplaty 21.07.2020.exe
Na oplatu 21.07.exe
Na oplatu konec iyulya.exe
Oplatit'za iyun'.exe
Paket dokumentov dlya oplafy za iyun'.exe
Paket dokumentov dlya oplaty za etot mesyac.exe
Dokumenty na oplatu 21.07 .2020.exe
Paket dokumentov dlya oplaty 2le iyulya.exe
Pasportnye dannye sotrudnikov ponedel'nik.exe
Paket dokumentov z^ proshlyj iza etot mesyac.exe

Vse dokumenty za proshlyj mesyac.exe
Dokumenty obshchee za 17.07.exe
DokumenQ za proshlyi i za etot mcsyac.exe

Sluzhebn.zapiska za proshlyj i za etot mesyac.exe
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Vse dok-fy na l7.07.exe
Dokumenty na obespechenie kontrakta iyun'-iyul'.exe
Sluzhebn.zapiska na I 7.07.exe
Dokumenty na oplatu.exe
Paket l5.07.exe
Paket dokumentov vtornik.exe
Akt sverki 13.07.exe
Sluzhebn.zapiska za etot mesyac.exe
Zadolzhenn ost' kon ec iyunya.exe
Paket dokumentov za proshlyj mesyac.exe
Sverka za proshlyj mesyac.exe

, Dokumenty za konec iyunya.exe
Perechen' dokumentov 30 iyunya.exe

"Dokumen ty zakryv ayushchie za iyun'.exe

flpr.r o6uapy)KeHlrn Bo BXoAqruHX nncbMax ceoefi 3JIeKrpoHHoil noqrtl ruceM c $aftnauu c

noAo6Hsrvu 14MeHr4 He pcKoMer{A)'ercn orKptrBarb raKne (rafr,rsr 14 TaKhe IIHcbMa.

Ha rcounrrcTepe, c r4cfro;rb3oBaHueM Koroporo ocyuecrBn.nerct pa6ora n cucretre IEO
<iBank2>, He peKoMeHAyercq ycraHaBnr4Barb rlporpaMMHoe o6ecne'reul4e, I4Merculee

ys3BuMocrr4 c Kpr.rrr4qHbrM ypoBHeM orracHocrr,r. K raxorr,ty nporpaMMHoMy o6ecne'{eul4lo

OTHOCI'ITC' npofpaMMHoe o6ecneqeHl{e, yKa3aHHoe e ra6rlaqe HH}Ke.

,\t HaHucsogauH
c Ylr )Bl.lll0ro
I| pof paM \,r Hol
o

O6ecneqeHuq

llleur uSHnar
op
\ s']BuMocTeil

OnHcauue \gIRnvt)crtl , lara
BbrnB.lcH14

tl

( cst.rsa HA Hct 0qHilKlt Ha.nuque
o6Hos,reH t

u

CentOS: 7 MITRE: CVE-
2020-r0757

3r<cn.lyaraulrn yq3BuMocrtl
no3ao,'rgeT JloKaJbHoMy
3JIOyMb[X,leHH]rKy nOBblCItTb

npilBilflerHil B ue,'teBoil cucreMe.
Ynte[Mocrs o6yc.noa.reua
HenoppenlHoti o6pa60rtioii .lzuHurr
gopmara D,\\ lluge Pages
KOMI|oHeHTO]t mfemaD.

30 Hrc,rq
2020 r.

h ttps://lists.ce ntos.o rg/pi pe rm a i l/cen tos-

announce/2020-J uly/035780.htm1

Ecru

2. Red Hat
P rocess
Automatron
Ma nager:
7.0.0, 7. t .0,
1.2.0, 7.3.0,
7.4.0, 7.5.0,
1 .6.0,7 .7 .(l

NIITRE: Cl\/E-
2020-95 r 2

')xcn"ryarattun vfl lBl{}rocrll
nolBorqer )Ia.ieHHol'l]
3.qoyMb|l|-|JeHHuKy Bbr]Barb orKal B

o6c,ryxuaaHllr y ue,qeBofi cucreMbl
nocpeacrBoM oTnpaBKH cneuila,lbHo
c$opur.rpoeauHsrx HTTP-narceroa,
Yq3eu ruocrs o6yc",roo,reua
HeKoppeKrHoii o6pa6orroii HTTP/2-
3a n DocoB.

29 iln.rfl
2020 r.

https://access.red ha t.com/erra talRHSA-
2020:3191

Ecrs

3 Mozilla
Thunderbird:
(r0.0, 60.2.1,
60.3. 60.t.0,
60.3. | , 60.3.2,
60.3.3, 60.4,
60.4.0. 60.s,
60.5.0,60.5.1,
60.5.2, 60.5.3,
60.6.0, 60.6.r,
60.7.0. 60.7. | ,

60.7.2, 60.8.0,
60.9.0, (r0.9. | ,

68.0, 68.l .0,
68.r.t,68.1.2.
68.2.0, 68.2. | ,
68.2.2, 68.3.0,

68.3. r. 68.{.1,
68.1.2, 68.5.0.
68.6.0, 68.7.0,
68.8.0. 68.8.1 .

MITRE: CVE-
2020- | 56s6

?ncn.nvarauus ) ssBl.rMocru
I|o]BOIfleT JIa,IeHHOMV
!.royMbrur.IeHH!rK) BbrI|o,rHHrb
npoH'|Bo.nbHbril KoA B ue,qeBoli
cHcTeMe nocpellcTBoM oTnpaBKu
crteuua"rbHo cQopuupooaHuutx
aaHHbrx I|pnJT o)|teH]rto. vqlg[]Yocrs
o6yc.roe,reua HeKoppeKTHbrM

QyHxur.roHuposaHnelr KoMnoHeHTa
lon M on key.

28 un.:rtl
2020 :.

h ttps://n,ww. mozilla.o rg/e n-
US/securi tr'/advisoriesim fsa2020-33/
h ttps://vvww.moziIla.org/en-
I lS/secu ri ty/advisories/mfsa2020-35/

Ecrs



68.9.0,68.10.0,
78.0

4 TYPOS:
6.2.16, 6.2.17,
6.2.t8, 6.2.19,
6.2.20,6.2.21,
6.2.22, 6.2.23,
6.2.21. 6.2.25.
6.2.26, 6.2.27,
6.2.28, 6.2.29,
6.2.30, 6.2.31,
6.2.32. 6.2.33.
6.2.3,t, 6.2.35.
6.2.36, 6.2.31,
6.2.38, 6.2.38
ELTS, 6.2.39,
6.2.5I ELTS

MITRE: CVE-
2020- | 5086
cvE-2020-
| 5099

l)xcn,ryarauun yq3BfiMocrr'r
no3Bo.[qeT ),tareHHoM]'
lJroyMbrlxreHHilKv noBhrcl{T[,
npuBilJrer-un B ue.[eBol.t c1{cTeMe

nocpe.lcTBoM oTnpaBRil cI|euuA,rbHo
cSopll.rpoaauHsrx lanpocoB,
Yq lsurr{Ocrs ooyc"loBneHa
HeKOppeKTHbrM I|puMeHeHueM
orpaHn.reHufi be:onacuocrlt
BHyTpeHHUM MeXAHl.r IMOM I|pOBepKH
n cy6ro*rnoueHrou elD,{Pl.

28 ilK).rq
2(120 r.

https://wwu,.c1' bersecu rity-
hel p.czlvd biS 8202001 281 2

h ttps://ty po3.o rglsec u ri ry-ladvisory/ty po3-psa-
2020-00|/

Ec rs

5. Google
(lhrome to
v84.0..1t ,17.10,t

MITRE: N/A
N/A

')rcn.nvarauilq ],sSRHMocrH
nofBoirqeT yna,leHHoMy

3JlOyMbruJeHHUKy BbrnoJHlrTb
npolrSBo,,rbHtil.t Koa B ue,leBoH
cl|cTeMe nocpelcTBoM oTKpbrTiln
no.tl, )oRN re.;1e1{ cileufia.lbt{o
c$opvuponaHnoii Bpe,rolrocHoii Be6-

crpaHilubr. )'qlsHilr0crs
o6ycroBreHa HeKoppeKTHoil
o6pa6orrcofi aaHHbrx $opruara
HTML.

27 Hrc"qfl

2020 r.
h ttps://c h ro m erel eases.google blog.com/2020/074
ta ble-c hr nnel-u pdate-for-desktop_27.html
h ttps://crbug.com/l I 0531 8

h ttps://crbug.com/l 102408
h ttps://crbug.com/l | 02054
https ://c rbu g.co ml | 09667 1

https://c rbug.com/l | 0406 |

https://crbug.com/l I 05635
h ttps://crbug.co ml l 10611 3

Ecrs

o. tvt t0w
V i reless-N

'PN Firewall:
.2.2.5 ( isco

mall Business
iVlJ0 Series

'PN Routers:
.0.0.21 ,

.0.1.3, 1.0.2.7,

.0.3.I 4,

.0.3.r 6,

.0.3.22,

.0.3.28.

.0.3.44,

.0.3.15.

.0.3.5 | .

.0.t.52,

.2.2.5, t.2.2.8
tvt30w

MITRE: CVE-
2020-3323
cvE-2020-
333 l

?xcn,ryaraulrn yfl3BnMocrrl
no3Borger y,qa,leHHoMy

ayreHrlrQn uu poRaHHoM)'

3.rto\'lt bt Iil.qeH H u Kv Bbt n o..t H ltTb
npoil-]Ro.,thHl,rH KOrl B ue.'teBoI
cilcreMe nocpt,tcrBoM ornpaBriu
cneuHA.qL,Ho cQopuHpoeaHuoro
BpeaoHocHono HTTP-ranpoca.
Yqrenr{ocru o6yc,'roB,1eHa

HeKOppeKTHOlr npoBepKol.r BxoaHbrx
s ee6-uurepQefi ce ynpaBreHnn.

15 tllo.rre
2020 r.

https://tool s,c isco.co m/sec u rity/ce n fe r/con te ntlcli
scoSecuri tyAdvisory/cisco-sa-rv-rce-AQKREq p

h ttps://tools.cisco.com/secu rity/cen te r/con ten t/Ci
scoSec u ri tv Advisorv/cisco-sa-code-exec-
wHJB\Fb
https://tonls.c isco.co m/sec u ri fylce n ter/con te n t/Ci
scoSecuritl.{dvisorS'/cisco-sa-rvl | 0w-static-
cred-BMTrv\/Brr\i Ty

Ecrs

7. GLPI ao v
9.5.1

MITRE: CVE-
2020-15108

3xcn,ryaraunr yq3BilMocru
no3Bo"lqeT yaa,reHHoMy
3,'toyM bt llJreHH|-| Ky Bbr I|oJr H lrrr,
nporr3Bo,,rbHbrii SQL-ranpoc r< 6a:e
aaHHbrx yq3BHMoro npHJlonieHuq
nocpetcTBolr oTnpaBKlr cneuila.'rbHo
cQopvupoaaHHoro laopoca.
) q tgillrocru o6yc.roe.,rerra
HeKOppeKTHOl.r npoBepKoH
n pelocTa B"'leH H brx rr oJrb |oBare.reM
r:laHHblX.

2l l-rro!'rq

2020 r.
https://www.cybersecu rity-
h e I p.czlvd b/S 82 02001 2220
https://githu b.com/glpi-
proj ec t/gl pi/releases/tagl9.5. I

Ecrs

8. RVt t0w
Wireless-N
VPN Firewall:
1.2.2.5 Cisco
Small Business
R\1130 Serirs
VPN Roufers

MITRE: CVE-
2020-3145
cvE-2020-
3146

Sncnnyaraqnn yq3BuMocrrl
no3BorqeT yAafleHHoMy

ayrenrlrQuuu poBaHHoMy

l!,lo),M hr lxreH H il Ky Rbr noJ,tH lrTb
I|p()H rRo. rhHhil-r Ko.l n ue. reBoii
cHcTei{c llocpt,tcTBoiu oTnpaBKl4
cneuHa"IbHo cQopvnpoeauuol o

BperoHocHoro HI'TP-rarrpoca.
)'q tgHtrocru n6\ t'.fr0e.rreHa

HeKoppeKTHoM IpoBepKoil BxotHr,rx
AaHHbrx s ge6-fiHrepQe[ce

vn DaB"'r€Hl.r9,

| 5 umJlq
2020 r.

https ://tools.cisco.com/secu ri ty/center/con ten t/Ci
scoSecu rityAd visory/cisco-sa-rv-rce-
m4FEEGWX
https://tool s.c i sco.com/sec u ri tylce n ter/con te n t/Ci
scoSec u ri t1 ,\dv i so ry/cisco-sa-rv-a u th-bypass-
cCv9EruZ.
h ttps: i/tools.c isc n.corn/sec u ri g /cen ter/con ten t/Ci
scoSec u ri t1 ,\ d r i so r; /c i sco-sa-c md-sh el l-
injection-9j OQn9D1

Ecrr

9. Adobe
Photoshop:
20.0, 20.0.1 ,

20.0.2, 20.0.3,
20.0.1, 20.0.5,
20.0.6, 20.0.7,

20.0.8.
20.0.8.5.

MITRE: CVE-
2020-9681
cvE-2020-
9685 CVE-
2020-9687

l)rcn,ryarauur yqsBHMocrll
nosBo,lqeT yaaJIeHHoM),
3,.royM bt ul,,reH H I K)/ Bbr no.nH fiTb
npoillBo,,lbHbrlr Ko,il B ue,[eBoH
c!tcTeMe I|ocpeacTBoM oTKpL,tTuq
no,,tb30BaTe,teM cneuua,,tt Ho

cQopruuponauuoro Safira,
)'q lguMocru o6vcnoBJeHa

2l nrcrq
2020 r.

h ttps://www.cybersecurity-
hel p.czlvdb/S820200721 I 8

h ttps://h el px.adobe.co m/sec u ri ty/prod uc ts/photo
shop/apsb20-
45.html

Ecn
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20.0.9, 2 1 .0.1
21.0.2, 2t.1
21.1.t,21.2

HeKOppeRTHbrM OnpeleJeHileM
rpaHHu 6y0epa rAM9TH.

t0 Clisco R\/3,10
Dual \\',{N
Gigabit VPN
Router:
1 .0.3.1 7 Cisco
RV340W Dual
WA\ Gigabit
Wireless-A(l
VPN Router:
1.0.01.16,
| .0.01. 17.

1.0.01.t8,
1.0.01.20.
| .0.02. l(r,
| .0.03. r5.
I.o.oJ. tr'.
1.0.03.f 7 (lisco
RV345 Dual
WAN Gigabit
VPN Router: -
,1.0.3.17 Cisco
RV345P Dual
WAN Cigabit
POE VPN
Router:
| .0.3. | 7

lVlITRE: CVE-
2020-3357

l)rcnrya rruun
noSBoJtqeT

Vq]RUMOCTil
yirtJeHHoM)

SJOyMbrrxJ.reHHHK)' BbtnOJHltTb
npou']Bo,,rbHbrii Kon B ue,leBoji
cr{cTeMe I|ocpeacTBoM oTnpaBK]r
crteuHa.]rbHo cQopuupoeauHoro
HTTP-lan poca.
o61'c.ro e.re Ha

) q lsu\rocrs
HeNoppeKTHoR

npoB€pKoii Bxo^{lHbtx AaHHbtx
KoMnoHeHToM SSL VPN.

l5 uxt.[q
2(l.2(l t.

h ttps:ii tool s.c i sco.co m/sec u ri ty/ce n ter/con te n t/Cli
scoSet u ri tr .-\ d v iso ry/c isco-sa-s b-d os-
ZNSGv\ H7
h ttps://tool s,c i sco,co m/sec u ri tylce n ter/con te n t/Cli
scoSec u rity A dvisory/cisco-sa-s b-rce-dos-
9ZAjkxl

Ecrs

ll Cisco SD-
\l'.{\ Solution
,ilo v 17 .2.7 ,

l E.3.0

ItITR[,: ( \'E-
2020-335 |

')rcrr ryarautlq \q tBuMocril
t|o]Bo.rlgcl ].ra.:teHt.toDt)
l.IovMbruJeHHHKy BbrtBaTb O'IKa t R

o6ciry)r{lrBaHu!r ue.[eBofi cHcreMbr
nocpeacTBoM oTnpaBKH CneUHaJILHO

coopMilpoBaHHono BpeAoHocHoro
UDP-coo6ureHuq, VslsnMocrs
o6yc,,roB,'reHa HeKoppeKTHofi
n poBepKoH BxoaHLlx aaHHr,rx,

| 5 H K).rq

21120 r.
h ttps://krol s.c i sco.co m/sec u ri ty/ce n te r/
con ten t/('iscoSec u ritl A dvisory/cisco-sa-sdw -

dos-KWOdvHnB

Ecrs

l2 Windows
Server: 2008
sP2. 200ti R2
sP l. 2012,
2012 R2,2016,
20 19, Bepcu r.l

1909, Bepcu 14

1903, Bepclur
2004

MITRE: CVE-
2020- r 3s0

l)rcn.nyarauun vfl3BnMocrl
I|o tBo.'rq(t \ita.teHHoM\
t.to\Mb|ll.tcHHltN'l Bhrno.'ilt]t'il)
npoHlRo.il'Hbtii Ko.'l B ue.teRoii
cllcTeMe nocpeacTBoM oTnpaBKtl
cneuna.[r,Ho c0opMnpoBaHHoro
BpeAoHocHoro DNS-ranpoca.
VqrefiMocrs o6yc"roereua
HeKOppeKTHOil pa6orofi QyHruur.r
BbraereHl,tq naMflTH DNS-ceneeoa.

l4 ilro!,re
2020 r.

h ttps:/i researc h.checkpoi nt.com/2020/resolvi ng-
\ our-\r'a\ -in to-domain-a dmin-ex ploif ing-a- l7-
1 ea r-old- b u g-i n-wi n dou,s-d ns-servers/
h ttps: //por ta l. msrc, m ic rosoft.com/en-
Ii S/sec u ri t] -guida n ce/ad visory/CVE-2020- l 350
https://gith u b.com/ti n kersec/cve-2020-l 350

Ecrs

l3 Oracle
Webl-ogic
Server aepcwii
r0.3.6.0.0,
12. t.3.0.0,
12.2. |.3.0.
12.2.1.4.0,
I 4. | .l .0.0.

MITRE: CVE-
2020-2967

Jxcnnvarauilq vq3BilMocru
flo]Ro.rqer \,la.reHrro]r\
!.ro\ubulr.relrHlrrl tro.rl.rnrs H( | l'
,rNHHbrM R ue. reB0ii cHcrer{e
nocpejlcTaoM oTt|paBNH CneUHA. rbHO
cQopuupoeaHHor-o |anpoclt rtpo
nporor{oJ,ty llOP. YqleuN4ocru
06) c,,roB"1eHa HeKoppeKTHoil
npoBeproii BxoAHbrx AaHHr,tx B

KoM noHeHTe ee6-cnvx6sr.

| 5 ilrc.rq
2020 r.

https://wwvr .o ra cle.co m/secu rily-
alerts/cpui ul2020.html
https://lr rr n.cr bersccuritl'-
hclp.czlr dhiS8202007 | 683

Ecrs

t1 Mozilla
Firefox ESR
ao v68.10,
Firefox -ro v78
A

Thu ndcrbird
,ro v6E. | 0.0.

MITRE: CVE-
2020-124r9

Sxcn,ryaraqut yqsBtrMocrr.l
nolBo!,rqeT yAa.qeHHoMy
3JlOyM bt 1X.[eH H H K\ Rbt t|O.fI H l.tTb
npoHlBo..rr,Hbril Korrl B ue.teBoii
c!rcTeMe flocpeacTBoM oTtipbtTu9
no.'lbloBAfc.[eM cneufia.qbHo
cQopMupoBaHHoii RpeloHocHoii Be6-
crpaHuut r. YntgltNtocrs
o6ycnoa,reua HeKoppeKTHbtM
o6Hy,'reHuev ymatare,reii Ha qqefiKn
6yQepa naMflTH rpu o6pa6orre
06DarHbrx BbtfoBoB,

9 H rc,qq

2020 r.
https ://nvd. nist. gov/v u I n/d e ta il I CVE-2020- | 2419
h ttps://www.cybersecuri ty-
hef p.czlvd b/S8202001 | 61 24

Ecrs

l5 Windou,s: 10,

l0 1709, l0
1803, r0 1809,
r0 1901, l0
r909, l0 2001
\\'indou s

Server: 20 19,

20t9 r709.

MITRE: C!'E-
2020-1457
cvE-2020-
| 425

')rcnrynrauun 
)'s ]BnMocru

nofBolqeT ),lafleHHoMy
l.q oyM br ul.qeH H l{ try B hlnor.tH l.tTI>

npon tBo.rr,Hbrii tio.l B ue.teBr)ii
cilcTeMe nocpellcTBoM ot-KpbrTHq
nOJ'lbloBaTer'leM CneUHA"lbHO

cQoplrupoaauHoro Bpe,loHocHoii
daiina uro6paxeHilq. Vq'|gHiltocrs

30 ilroHq
2020 r.

h ttps://wwrv.cybersecurity-
hel p.czlvdb/S82020063027
h ttps://portal. msrc.microsoft.com/en-
I S/secu ri tr -guida nce/advisory/CVE-2020- I 457
h ttps://porta l.msrc. microsol t.com/en-
[ ]Sisecu ri t]'-guida nce/advisory/CV E-2020- I 12S

Ecrs
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20.0.9, 2 t .0.1,
21.0.2, 2t .t ,

2t.t.t .2t.2

HeKoppeKTHbtM onpe.le.teHl{eM
rpaH!tu 6y0epa nAMqril.

r0 Cisco RV'340
Dual \[.{N
Gigabit vP\
Router:
1 .0.3.1 7 Cisco
RV340\['Dual
\l'AN Gigabit
Wireless-.{(l
VPN Router:
1.0.01.16,
| .0.01. t7,
I .0.0 | .18,
l .0.01 .20.
| .0.02. r6,
| .0.03.15,
i .o.ol. r r,,
1.0.03.17 (lisro
RVJ,IS Dual
\\/AN Gigabit
VPN Router: -
.1.0.J.17 Cisco
R\/345P Dual
!f',4N Cigabit
POE VPN
Router:
|.0.3. t7

MITRE: CVE-
2020-33s7

')rcn,tva rauuq
n o ]80"1q eT

\ q ]B]| MOCTII

)aa.:reH HoM]
lr'royMbt1-tl!1eHHHK)' BbtnoIHilTb
npofisBoabHr,tii Kon B uereBoii
cucTeMe nocpeacTBoM OTI|paBKl.l
cneufiaJrbHo cQopnrupoeaHHoro
H'l-TP-lanpoca.
o6y c.lo e.le H a

) s lsilvocrs
HeK0ppcKTH0ii

npoBepKoii Bxo.[Hbrx AaHHbtx
KoMnoHeHToM SSL VPN.

| 5 r{ K).irs

2(12(l r.
h ttps://tools.ci sc0.com/sec u rify-/ce n te r/co n te n t/Cj
scoSecu ri tr {dvisory/cisco-sa-sb-dos-
ZN5Cv\H7
h ttps://tools.cisco,com/sec u rity/ce n te r/co n ten t/Cli
scoSecu ri ty Ad visory/c isco-sa-s b-rce-dos-
9ZAjkx4

Ecrs

ll Cisco SD-
\1.{\ Solution
tro v17.2.7,
| 8.J.0

\llTRE: ( \'f--
2020-tl5 I

tKcn.tvarauilq \q IBfiI,t0crl,
n0lBo.ltiel );tA.teHt.t0Nt-\
|.rrovMb|lll.[tHHltKy BbtSBaTb o-IKa ] B

o6c,lyxilBaHillt ueJeBoii ctrcreMbl
nocpeacTBoM oTnpaBKu cneuHaflbHo
cQopuupoeaHuono BpeAoHocHoro
flDP-coo6ureuuq. Yq:sltN,tocrs
o6yc,roB,leHa HexoppeKTHoii
npoBepKoE BxoaHbrx aaHHbrx.

l5 H ro.ra
202(l r.

h ttps://tools.cisco.com/sec u ri ty/cen ter/
co n ten t/(liscoSec u riry-A dvisory/cisco-sa-sdw_
dos-K\r\/OdyH n B

Ecrs

l2 Windows
Server: 2008
sP2. 2008 R2
sP t, 20t2,
2012 R2,2016,
2019, Bepcilrt
1909, Bepcilrl
1903, BepcHtl
2004

MITRE: CVE.
2020- | 350

3xcn,ryaraunn yqlBrlMocru
nolB0.lqeT ]jla.leHHoM\,
i.to\Mbilil.tcHHuN\ Rbtn0.'tilhtr,
Ipou3Bo.'tbHbtii K(r].I a ue.qeBoii
cilcTeMe nocpelcTBOM OTnpaBK!l
cneuua.[bHo cQnpuupoeaHHoro
BpeAoHocHoro DNS-ranpoca.
Ysteulrocts o6ycrtos,reHa
HeKoppeKTHoil pa6oroil SyHrcquu
BbrAer'reHus rtaMqril DNS-cepsena.

14 u IoJ'te

2020 r.
h ttps://resea rc h.c hec kpoi n t.com/2020/resolvi ng-
\ ou r-wa\ -in to-doma in-ad min-exploiting-a- l7_
I ea r-ol d- b ug-i n-w i ndows-d n s-servers/
h ttps://po rta I. ms rc. m ic rosoft.com/en-
[] S/sec u rit] -gu i da n ce/ad visory/CV E-2020- I 350
https://gi th u b.com/tin kersec/cve-2020- | 350

Ecrs

IJ ()racle
Webl-ogic
Server aepcuii
t0.3.6.0.0.
| 2. r.3.0.0,
t2.2.t.3.0,
12.2.t.4.0,
r4.l.I.0.0.

MITRE: CVE-
2020-2967

')rccn.nyarauun 
vfl ]BHMocrtl

I|o]Bo. rqet \ta..reHil0]t\
r.ro\\rr,lr.rcHHltrl rro.11 uHlr, Il( l n
taHHbrM B ueiteB0Ei cltcre\{r
nocpeIcTBoM OTn pa BKil CneuIa.tbHo
cQop*rupoaaHHoro i{npoca npo
nporoKory llOP. )s,rerrN4ocrs
o6yc,roB,'teHa HeKoppeKTHoU
npoBepKoii BXOAHbtx aaHHbrx a
KoM noHeHTe ee6-cJrvx6sr.

15 Hrc.re
202(l r.

h ftps://ww*.oracle.com/secu nw-
alerts/c pu j u l2020.htm I

https://n n lr.cr bersecuritt,-
hcl p.czlr d h/SB202007 t 68J

Ecru

l4 Mozilla
Firefox ESR
ao v68.10,
Firefox ,ro v78
u

Th u nderhird
.ro v6ti. 10.0.

MITRE: CVE-
2020-12419

3xcn,ryarauun yqlBuMocrr
noSBoJqeT ),.ttaJeH HoM]'
l!,royM ht 1x.[eH H fl K\ Bbr I|oJ.r H HTb
npofi3Bo,.tbHbtii KolI B Ue.teRofi
cucTeMe nocpelcTBoM OTtiphtTlrg
11O.1b |OBA fe,fleM cneu{A..tbH()
c$opM14poBaHHoii BpetoHocHoii Be6-
crpaHuubt. Vqteiltvocrs
o6yc,roe,reua HeKoppeKTHblM
o6Hy"leHileM yrarareneii Ha qqeiiKH
6yQepa raMsrll npH o6pa6orKe
06parHbrx Br,|]oBoB,

9 nrolq
2020 r.

h ttps ://nvd. n i st.gov/v u I n/detai | / CV E-2020 -l4lg
h ttps ://www.cybersecurity-
hef p.czlvd b/S B2 02001 | 6t 24

Ecru

l5 Windows:10,
r0 1709, t0
1803, r0 1809,
r0 1903, l0
r909, t0 2001
\l'indows
Server: 2019,
2019 1709.

MITRE: CVE-
2020-14s7
cvE-2020-
I 125

')rccn"r1'arauun \/q !BuMocru
nosBo.qqeT y;la.lcHHOM),
|.10)'MttlllJ'teHHLtKV Bhtno,[Hl.t]h
npou3Bo.lt Hbtii no.il s uc.lesoii
cucTelte nocpellcTBoM OTr{pbtTltg
noJ,tbloBaTeJ,|eM cltertltaJbHo
cQoprvr.rponannoro BpeaoHocHoii

0aii",ra uto6paxeHlrR. ),qteuN,tocru

30 urcHfl
2020 r.

h ttps://wlvw.cy bersec u rity-
hel p.czlvd biS82020063027
h ttps://portal.msrc,microsof t,com/en-
I S/sec u ri tr -g u ida nce/a d v isory I CV E-2020 - | 4S7
h ttps://po rfa l. ms rc. m ic rosoft.com/en-
I r S/s e c u r i t],-g u i d a n ce/a d v i s orv I CV E -2020 - l 4Zs

Ecrs
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ooyc,loBreHa HeKoppeKTHoft
o6pa6orKofi o6berroB I bl,tdfluoreKe

Cisco IOS XE
BK.IIrcqA9

v l 6.l 2. l a,'rq
Cisco Catalyst
cepnu 9800

MITRE: CVE.
2020-3221
BDU:2020-
02744

3rccn.nyarautn yc3osMocrr.l
no3BoJfseT yaaJreHHoMy
3JroyMb[ruleHHnKy Bbt3BATb OTKa3 B

odcrylilBaHrlil ueJteBofi cucreMbl
nocpeAcTBoM oTnpaBK[ cneuualbHo
cQopwupoeaHHoro apenoHocHoro
cereBoro naKera. Ys3elti,tocrb
o6yc"noenena uercopperrHoil
npoBepKoil axoAH6tx aaHHbtx B

r|oHeHTe Flexible NetFlow v9.

https:l/nvd.nist.gov/vuln/detai
https ://tools.cisco.com/secu rity/center/con ten t
/Ci scoSec u rityAdvi sory/cisco-sa-iosxe-fn fv9-dos.
HND6Fc9u

Mozilla
Thunderbird:
60.0, 60.2.1,
60.3, 60.3.0,
60.3.1, 60.3.2,
'60.3.3, .60.4,
60.4.01 60,5'
60.5.0,60.5.r,
60-5.2, 60.5,3i
60.6,0,60.6.1,
60.7.0,60.7.1,
60.7.2, 60.8.0,
60.9.0.60.9.r,
68.0, 68.1.0,
68.1,1,68.1.2,
68.2.0, 68.2.t,
68.2.2, 68.3.0,
68.3.r,68.4.r,
68.4.2. 68.5.0,
68.6.0, 68.7.0.
68.8.0, 68.8.r,
68.9.0

MITRE: CVE-
2020-12119
cvE-2020-
12420

3xcnlyaralnn yfl]BuMocru
no3BorceT yIaIeHHOMy
3JlOyMbrrtlJteHHuKy BHnoJrHuTb
npou3BorbHbril KoA B uereBofi
cucTeM9 nocpencTBoM oTKpbtTuc
noJf bSoBaTeJfeM cneur.taJrbHo
c0opMlrpoBaHHofi apeaoHocuoft ne6-
crpaHnqbt, Vglgul4octu
o6yc"roB,1eHa HeKoppeKTHr,tM

Qyurunouupoeauueu KoMnoHeHTa
nsGlobalWindowl nner.

30 nnnq
2020 r.

https :l/www,cy bersecuri ty-
help.cz./vd b/S8202007030 |
h ttps ://www. m ozilla.orgl en-
US/sec u rity/a dvisories/m fsa2020-26/


