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(lIHQopMlrpoBaHne KJTTIeHToB clrcreMbl
AUCTaHTITTOHHOrO 6anrcOnCrcOrO

o6c.nyxunaHnq <<iBank2>> o Mepax
3arrlrrrbr 3a oeBpars 2021 r.>>

B cnssfi c Heo6xo,ur,rMocrbro cH]rxeHr,r.f, pr{cKoB Bo3AeficrBt4r BpeAoHocHoro KoAa, pucKoB

LrcrroJrb3oBaHkrfl. yflsBnuocrefi [porpaMMHoro o6ecneqeHur u noBbIIrIeHI4t ]poBHt 3aIIILITrI

un(fopvraqkrLrrrptr pa6ore c cucrevofi AlrcraHrllroHHoro 6anroscroro o6cnyx(vIBalvIfl (iBank2D
(IrlHrepHer-6annon) crryN6a uu(foprvraquonnofi 6egonacrocua PHKO (IIPOMCB-fl3b
I4HBECT) (OOO) peKoMeHAyer it-cnequzurr4crrrM Harrrr4x Krrr.reHroB (opranusaqlrfi vr

utruBuryaJrbHbrx npeAnpr4Hrrnarerefi) [pr4MeHrrb e ceoefi pa6ore peKoMeHAarlprr4 rro 3aIqLITe

nnrfopuauvtur, yKa3aHHbre B flpzroNeuuu I t< AaHHoMy nr.rcbMy. B cnyuae Bo3HI{KHoBeHut

BorrpocoB rro [pr4MeHeHr4ro peKoMeHAarlzfi npocnlr Bac nossoHl,ITb B cryN6y IaHQoprr,raquouHofi

6esonacHocrr.r ro HoMepy I (8722) 5l-70-44.
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Ilpnnoxenue Nl I
rc unQoPuaunoHHoMY nI{cbMY

< I;lnQopnnu poBaHLre KJIUeHToB cl'lcreMbI

Altcra HuHoHuoro 6aurcoscroro

o6clYxlreaunq (iBank2) o Mepax

3aulHTbI ra QeaPa.nu 2021 t'>>

Ha xouur,roTepe, c [cIIOJIb3OBaHIIeM KOTOpOIO OCyUIecTBn fleTcs', pa6oTa B cI4CTeMe AEO

<iBank2>, He peKOMeHAyeTcq ycTaHaBJII',IBaTb IIpOfpaMMHOe o6ecne'{eHl4e' ?IMeIOUIee

ys3Br4MOcTI4 c KpI4TIITIHLIM ypOBHeM SIIaCHOCTII' K rarOUy [pOrpaMMHOMy O6eCueqenUrO

oTHOCLrrc, [porpaMMHoe o6ecneqeHl{e, yKa3aHHOe B Ta6nuqe HI',IXe.

Onucasue yq3BuMocru I Aara
lBblqB,'IeH|lq

Ccst.nra Ha HcroqHl,l Kll Ha.nrq
ne
o6Hos
,1eHI|il

lvo Haarr{euoeaHrre
yq3Br{MOrO
I polpaMMHOrO

tr{,qeurltQunar
op
yq3BI.iMocreil

8 nueapn
2021 r.

trttps://www'cYbersecuritY-
h 9oz

h ontent.com/henices/dbl
1 182aef5ea/raw/d56940c

8b{21 1992bf4fJ309a85bb2b69383e51 1/CVE-

2020-26664.txt

t. BurnorHestle
npoil3BOJ!bHOl-O

KoAa e VLC
Media Player

MITRB: CVE-
2020-26664

Srcnlyaraultn Yq3BuMUcrn
no3Bo!'rqer yaareHHoMy

3,'r oyM r,lt[JreH Hr.t Ky BblnoJlH HTt

npolt:ao,rsustfi Koa B ue,leBou

cucTeMe nocpeacTBoM oTKpt'lTHq

floJrb3oBaTeJleM cneuHaJIbHO

co3AaHHoro BPeAoHocHoro MKV-

Saiina. Vn:euruocrs o6Yc,roe'reua

HexoppewrHofi Pa6orofi QYurutlll
EbmlTypeDisPatcher::send0 nPH

o6paborxe Qafi.la n Mea!lanJleePe

VideoLAN VLC.

) MHoxecreeuuste
yfl3BI.rMOCTlt B

npoayK-rax
rcolrnaHuu ApPle

MITRE: CVE-
2020-29611

uro6paxeHun' Vq:stll{ocrs
o6yc,roe.neua ouru6Koil rpaHI'tu

naMsrn npll o6Pa6orxe

utobpaxeultii B KoMnoHeHTe

27 tneapt
2021 r.

https://www,cYbersecu rltY-
hel p.czlvdb/SB2020121518
https://www.cYbersecu ritY-
hel p.czlvd b/S82020121511
https://www'cYbersecuritY-
hel p.czlvd b/SB20210127 28

h ttps://su pport.a pple.com/en-us/HT2l 2003

J. MHoxecrseuHute
yq3BH[4OCTH B

npoayKTax
rorrrnaur.ru APPIe

MITRE: CVE.
2020-29618

)xcn,ryarauun Ys3Blr[locrll
no3Borqer yaaJIeHHOMy

lJroy M bl lxJleHH ll Ky Bbl norH ltTt'

npo[3Bo,'tbHbtft Koa B uefleBofr

cncTeMe trocpeacTBoM oTKpblTllfl

nOJIb3OBaTer'IeM CneUUaJrbHo

co3aaHHOrO BpeAoHocHoro

n:o6paxeHun. YsgsuMocrs
o6yc.noe.nena noBpexAeHlreM Kyql,t

npll o6Pa6orxe nro6Paxeutlfi B

nornone"te ImagelO. CVSSv3.0:

AV:N/AC :L/PR:N/UI:R"/S:U/C:H/I:
H/A:H/E:U/RL:O/RC:C CWE-125:
tlreHne 3a npeAeaaMll 6YQePa

Perconesaauuu tlo YcrPaHeHltlo:
oduoaltru tlPorPaMMHoe

27 nuYaPn
2021 r.

https://www.cYbersecuritY-
hel p.czlvd b/S82020121518
h ttps ://www.cYbersecuritY-
h e I p.czlvd b/SB2020121517
https://www.cYbersecu ritY-
hel p.czlvd b/SB20210127 28

h ttps://support.apple.com/en-us/HT212003

20 nueapn
2021 r.

center/contenV
-sdwan-

cmdinjm-9QMSmgcn

Ecn'
4. MuoxecrseHHste

yfl3BIrMOCTIt B

Cisco SD-WAN

MITRE: CVE-
202t-1261

Sncn,ryarauun Yq3BuMocru
no3Borqer a1'reurnQuqu poBaHHoMy

r'roKaJrbHOMy 3.noyMbl llrfleH H l|Ky

BblnoJIH14Tt npoll3BoJlbHt'le

KoMaHAbl B uereBoii cHcreMe

nocpeacTBoM oTfl paBKlt CneuuarbHo

cQopul.tpooaHuoro BPeaoHocHblx

BxotrHbtx AaHHblx. Ygrsuillocru
o6vcLrogreHa HeKoPPeKTHoil

2



o6pa6orKoft BBoauMtIx

noflb3oBareJreM KOMaHA Arq
yrlrJMTbr KoMaHAHOii CTpOKH

tcpdum. CVSSv3.0:

AV: L/AC :L/PR: L/UI :N/S:U/C :H/l :H

/A:H/E:U/RL:O/RC:C CWE-20:
Heroppercruan nPoBePKa BxoaHblx

aaHHsrx PeroMeHAauHH llo
ycrpaHeHuo: o6uonurs

l MHoxecreeHHste
yq3B[MOCTU B

Cisco SD-WAN

MITRE: CVE-
202t-1260

Sxcnnyaraqun Ye3BIlMocrIi
n03Borqer a1'reHruQuqupoBaHHoMy
JroKaJrbHoMy ar|oyMblllJreHHnKy
BbIIOJIHUTb npou3BoJrt'Hble

KOMaHAbI e qe,reeofi ct|creMe

[ocpeAcTBoM oTnpaBKH Cneu|taJ|bHo

cQopulgloaauur'tx BPeAoHocHtlx

Bxo,lHblx AaHHL,IX. Yqggumocru
o6ycnonneua HeKoPPeKrHoil

o6pa6orrofi BBoaltMblx

noJfb3oBaTeJreM aaHHbIX B

rcouasanofi crpoKe. CVSSv3.0:

AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H
/A:N/E:U/RL:O/RC:C CWE-20:
Henoppewruan rlPoBePKa BxoAHtlx

AaHHbrx PeroueuAauuu no

ycrpaHeHltrc: o6sonuru

20 auoapr
2021 r.

https ://tools.cisco.com/security/center/co ntenU

CiscoSecurityAdvisory/cisco-sa-sdwan-
cmdinjm-9QMSmgcn

Ecrs

6. BsrnolueHue
IIpoIl3BoJIbHbIX
KOMAHA B

VMware
vSphere
Replication

MITRE: CVE-
2021-21916

3rcnryaraunn Yq3BilMocrll
no3Borqer yAaJreHHoMy

alreuruQu qtpoBaH HoMY

uroyM bltuJleH H IlKy B[,lno"'IHllTb

npon3BoJlbHble KoMaHAbl B uereBofi
cucTeMe nocpeacTBoM oTt|paBKu

cneuua,rl'Ho cOoPMlrPoBaHHoro
BpeaoHocHoro 3anpoca co cTpaHflubl

"Startup Configuration".
Vqseul,tocrt, o6yc"noBflena

HeKOppeKTHOfi O6pa6orrofi BxoAHblx

1l Qeepa.nn
2021 r.

ltttps://www.vmwa re.com/security/advisories/
VMSA-2021-0001.htm1
https:/ vww.cYbersecurity-
h e I p.cz./vd b/SB2 021021201

Ecrs

7. MHoxecrseHqbre
yq3BuMocT[ B

Google Chrome
n Microsoft Edge
(Chromium-
based)

MITRE: CVE-
202r-2rr49
cvE-202r-
21153 cvE-
202r-2rr52
cvE-202r-
21t54 CVE-
2021-2rr55
cvE-2021-
21156

3ncn.nyaraqun Yq3BliMoctlt
flo3Borqer YAaJt€HHoMY

uroyMhltxJreHHHKy BblnoJf HllTt'
npoHlBofltHbtil Koa B ueJteBofi

cHcTeMe nocpeacTBoM OTKpblT[q

noJtb3oBaTeJIeM cneuilaJlbHo

co3aaHHoil ePeaoHoctiofi ee6-

crpaHuubr. Yqtsuvocrs
o6yc"nonleua nepenoJrHeHlteM

6yQepa npu HeRoPPeI<rHof

o6pa6orxe BxoaHblx aaHHblx B

KOMflOHeHTaX yR3BUMOTO

npunormeHufl. CVSSv3'0:
AV:N/AC:L/PR:Ntul:R"/S :U/C : lIlI :

IVA:H/E:U/RL:O/RC:C CWE-l2l:
llepeno.nueHue 6YQePa B creKe

CWE-122: IlePenorueHue bYQePa e

A|{HaMt,|.{ecKo[ naMflTli

PeroneuAauuu no YcrPaHeHtlrc:
o6Hosu'rs nporpaMMHoe
o6ecneqesue. 8.8

18 Qenpa.nn
2021 r.

Ecrr

8. BrrnorHeHlle
IIpol|3BOJrbHOrO
KoAa s VMware
vCenter Server

MITRE: CVE.
2020-21912

3rcn.nyaraqut Yq3BUMocrIl
no3Borqer yAafleHHoMy

3JrOyMblIIlJIeHHItKy BbInoJlHllTt

npouloorsHufi Koa B uereBofi
cl{cTeMe nocpeacrBoM orfipaBKH

crleulrarbHo cQoPrtlnPoeauHutx
cereBbrx naKeroB Ha noPr 443.

Vq:sumocrs o6Yc,roe'reua

HeKoppeKTHblM

QyHxqnouupoeaHueM flrarltHa arq
vROPs, Bxoaquero B craHAapTHblfi
KOMNJICI{I NOCTABKH.

23 Qeepa.nr
2021 r.

ffi s://www.vmware'com/security/advisories/
VMSA-2021-0002.htm|

9. MuoxecrseHHste
yq3BI|MOCTI.I B

Goosle Chrome

MITRE: CVE.
2021-21142

3rcn.nyarauuq Yn3BuMocrlt
no3BorqeT yAaJIeHHOMy

3JIOyMbllXJteHHttKy Bt IIIOJIHllTt'

npontso,rsustfi Koa B uereBofi
cucreMe nocpeacrBoM orKpl,lrflq

3 Qeepa.rn
2021 r.

https://www.cybersecuritY-
help.czlvdb/SB2021020301
h ttps://chromereleases.googleblog.com l202Ll0

2/stable-chan nel-upda te-for-desktop'html

Ecrr



noJlb3oBaTeJreM cneullaJlbHo

co3aaHHofi Be6-crpaH[ut'1.

YqgsuMocru o6Yc,roa.leua ourlr6Kofi

ucnorb3oBaHuq nocJl€

OCBO6O,|{TCHHq NAMqTH B

KoMnoHeHTe PaYments. CVSSv3.0:

AV:N/AC:L/PR:N/Ul:N/S:C/C: H/l:
H/A:H./E:U/RL:O/RC:C CWE-416:
I,ICnO,rsgOoaHue IIOCJIe

ocso6oxaeHr,rn PeroueHAaunu no
ycrpaHeHllo: o6Hosltrs
nnonnrMMHoe o6ecneqeHItg.

10. MuoxecreeuHste
yq3BUMOCTU B

Google Chrome

MITRE: CVE-
2021-21143

)rcn.nyarautn 
InO3BOflReT I

3royM t'lul,'leHH I'lKy

flpoH3Bo,'rt'Hblil KoA

clrcTe(i nocpeacTBoM oTKpblTuq

noJrb3oBareJeM cfleuua.lbHo
co3AaHHofi ee6-crPaHuqtt.
Yqgs[Mocrs o6yc.nos,reHa ouru6moil

rpaHnu naMqru nPU o6Pa6orxe

HTML-aaHuutx n PactlrnPeHUIT
6paysepa. CVSSv3.0:

AV :N/AC: L/PR:N/UI:RJS:U/C:H/I :

H/A:H/E:U/RL:O/RC:C CWE-122:
flepenorHeuue 6YQePa B

AUHaMHqecKo[ naMflTH

PexorueuAauulr tlo YcrpaHeHt,tlo:
o6Hogurs nPorPaMN4Hoe

o6ecneqeuue.

3 Qeepa.nn
2021 r.

https ://www.cYbersecuritY-
hel p.cz./vdb/SB202 1020301

https://chromereleases.googleblog.com/2021/0
2/sta ble-chan nel-u pdate-for-desktop.h tml

t!crb

ll MnoxecreeHuute
yq3BHMOCT[ B

Google Chrome

MITRE: CVE-
2021-21144

3rccnlyarauun Yq3BliMocru
no3BoJrfleT yaaJreHHOMy

3JlOyMt'tlXJIeH HItKy BblnOJlHllTb

rIpou3Bo,'IbHbtil Koa B uereBofi
cllcTeMe [ocpeAcTBOM OTKpblT[q

[oJrb3oBareJreM cneuua!'lhHo

co3nanHofi ee6-crPaHuqu.
Yq:nilMocrs o6Yc.noa,reua ouru6nofi
npaHHu naMqru rIPu o6Pa6orxe
HTML-aanHux e rcomnoneHte Tab
Groups. CVSSv3.O:

AV :N/AC :L/PR:N/UI:R'/S:U/C:HA:
H/A:IVE:U/RL:O/RC:C CWE-122:
Ilepeno.nHeuue 6YQePa B

AnuaMH.teCKOil naMflTl.l

PerconeuAauutl no YcrPaHeHilro:
o6Hosurb nPonPaMMHoe

o6ecneqeulte.

3 Qeapa.nn
2021 r.

https://www.cybersecuritY-
hel 1020301

htt ases.googleblog.coml20?ll0
2/s Pdate-for-desktoP.html

12. Burno.rHeHue
n porr3BoJIbHOrO

Koaa o Google
Chrome

MITRE: CVE-
2021-2rr48

3rcn.nyaraqnn Yq3BuMocrll
no3BoJrfleT yaaJIeHHOMy

3,royM bllxr'leH H Ir Ky Bblnor H llTb
npouteo,runstfi Koa s uenesoii
cHcreMe nocpeacrBoM orKpblrl,|q
noJIb30BaTeJIeM cneuuaJlbHo

co:Aaunoii ape4ouocuofi se6-

crpaH[ubt, YqgeilMocru
o6yc.lroo"reHa ourlt6roft rpaHuu B

naMRTH B aBuxKe V8 u Google

Chrome.

4 $eopa.nn
2021 r.

h ttpsr//www.cYbersecuritY-
hef 1020420
htt ases.googleblog.coml202ll0
2ls Pdate-for-desktoP-4.html
https://crbug.co ml ll1 011 6

13. MHoxecreeHHsIe
yq3Bl|MOCTll B

Microsoft Edge

MITRE: CVE.
2021-21142

3rcn.nyaraunR Ys3BlrMocrl{
no3BorqeT yAaJreHHOMy

3JrOyMblIIIfleHH|{Ky BblnoJIHllrb

[por{3BoJrbHblii KoA B ue"'leBofi

ClrCTeMe I|OCPeACTBOM OTKPI'iTLq

noJ'rb3oBaTeJeM cneuIlaJIbHO

cQoprrruponaHHofi ee6-crpaHuuul.
Yn:sunocrs o6Ycloe.leua
HeKOppeKTHt IM

QyHxqr.roHnpoeaunelt KoMnoHeHTa

Payments. CVSSv3'O:

AV :N/AC : L/PR:NtuI: R'/S:C/C:H/I :

H/A:H/ErU/RL:O/RC:C CWE-4r6:
I4CnO,ru:OsaHUe IIOC!'Ie

ocso6or{aeHuq PeroueuAauun rlo

ycrpaHeHuro: o6uosurs
n nornrMMHoe o6ecngqeH lte,

4 Qeopa,ra
2021 r.

h ttps ://www.cybersecuritY-
hel
htt log'coml202l/0
2/s sktoP-4.html
https://c rbug.co m I ll7 017 6

14. MHoxecreeHHute
Yq3BUMOCTII B

MITRE: CVE.
202r-21r43

3rcn,ryaraunn Yq3BilMocrl,
no3BoJrfler yaa,'leHHoMy

4 Qeeparn
2021 r.

h ttps://www.cYbersecuritY-
hel o.czlvd b/S82021020 420

4



Microsoft Edse cvE-2021-
2rr44

3JrOyMbluJreHHUKy BbInoJIHIlrb

npolt3BoflbHblil Koa B uereBofi
c[creMe nocpeAcrBoM oTKpblTuq

no,rb3oBaTeJleM cneuuaJlbHo

c$oprunpooanuoil oe6-crpaHnust'
YR:suuocru o6ycroB'fleHa

nexopperrHoil o6Pa6orxofi HTML-
KoHTeHra. CVSSv3.0:

AV:N/AC :L/PR:N/UI :R/S:U/C :IIA:
IIIA:II|E:U/RL:O/RC:C CWE-122:'
llepeno.nneHue bYQePa B

AullaMltqecKofi naMqru
Peropreuaaquu no YcrpaHeHxrc:
ooHonurs nPorPaMMHoe

o6ecneqeule.

lrttps /ch rome releases.googleblog.com 12021 l0
2/stable-channel-update-for-desktop-4.html
https://crbug.co m I lll 011 6

15. Mnoxecrsesuute
yrilBr.rMocrll B

Adobe Reader ll
Acrobat'

MITRE: CVE-
2021-21058
cyE-2021-
21059 CVE-
202r-21063
cvE-2021-
2t062 CVE-
202I-21038
cvE-202r-
21044 CVE-
202r-21036

cucTeMe nocpeAcrBoM oTKpLITItq

noJ'rblQBaTeJreM ctl€ultaJlbHo

cQopmnpooaHuoro BPeaoHocHoro

Qaii.na, Ynreuuocrs o6yc.noaneHa

nepenoJrHeH[eM 6YQePa npn
HexopperrHoil o6Pa6orxe $afi,ra
PDF. CVSSv3'l:
AV:N/AC:L/PR:N/UI:R./S:U/C:H/I:
H/A:H/E:U/RL:O/RC:C CWE-119:
Bsrno.nueune onePaunil 3a

npeAeJlaMu 6YQePa narunru CWE-
787: 3anucs ra rPauuuamu dYQePa

CWE-190: [e,rouucrenHoe
nepeno,,|HeHHe IiJIH uuK,rHqecKilr
Bo3Bpar Percoueuaauuu no

ycrpaHeuum: o6Hos[rb

l0 Qeepann
2021 r.

https://www.cYbersecuritY-
help.cz./vdb/SB202102100r

16. MHoxec.teeHHsre
yq3BuMocTu B

Adobe Reader n
Acrobat

MITRE: CVE-
202t-2104t
cvE-2021-
21040 cvE-
2021-21039
cvE-202r-
21035 cvE-
2021-21033
cvE-202r-
21028 CVE-
202r-21021

3xcn.nyarauun Yfl3BuMocrll
flo3Borqer YAaJIcHHoMY
3JlOyMr'luJreHHuKy BbInOJIHIITL

npoureo.ltHstfi KoA B rlereBofi
cI|cTeMe nocpeacrBoM oTKpblT[q
nOJIl,3OBaTefleM C[eUuaJlbHO

cQopuupoeanuoro BPeAoHocHoro

Qafi.na. Yr:nuuocrt o6Yc.noe,reua

BO3MOXHOCTbK) ucnorb30BaHltq

ocso6oaunueficq naMqrfi flpu
HeKoppeICIHofi o6Pa6orre Qafiloe
PDF. CVSSv3.O:

AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:
H/A:H/E:U/RL:O/RC:C CWE-416:
tr;Icno,rugosaHue flocre
oceoooxreuuq Pero*reHAauuu no

ycrpaHeHr.tlo: o6Hosurl
nnornaMMHoe o6ecne.{euue.

l0 Qenpa.nn
2021 r.

https:/iwww.cYbersecuritY-
h ef p.cz./vd b/SB 2021021001

Ecrs

r7. MHoxecrseHHute
yS3BHMOCTI{ B

Adobe Reader ll
Acrobat

MITRE: CVE-
2021-21011

3rcnnyarauun Yq3BuMocrlt
flo3Borqer YAar€HHoMY
3JrOyMbltxJ'reHH |'Ky BbInoJlHl'lTb

nponreo.nuuutil KoA B uereBofi
c[cTeMe nocpeAcTBoM orKpblTuq
noJrb3oBaTeJIeM cneu[aJrbHo

c$opmnpooaHuoro BPeaoHocHoFo

Qafi.na. YnrnuMocrb o6YcJroRreHa

nepe[oJlHeHseM 6Yt[ePa nplt
neroppewrHoft o6Pa6orrce Qafi.na
PDF. CVSSv3.0:

AV:NiAC:L/PR:N/UI:R/S:U/C:Hfl :

H/A:H/E:H/RLIO/RC:C CWE-122:
Ilepeno.rueuue 6YQePa B

AuHaMH.recKoil flaMqr|,|

PerorvreHAaulu no ycrpaHeHilrc:
obHognrs rIPorPaMMHoe

10 Qeapa.nn
2021 r.

https://www.cybersecuritY-
hel p.cz./vd b/SB202 102100 I

18. MHoxecrseHuule
yq3Bl|MOCTl| B

Adobe Reader n

Acrobat

MITRE: CVE-
2021-21045

Sxcn.nyarauuq Ys3BlIMocrH
no3BoJrqer YAaJt€HHoMY
3JroyMbluureHHury no.ly. urs HC! x
ueleBofi cilcreMe. Yq:suNtoc.rs
o6yoron.neHa HeKoPPeKTHblMll

HacrpoilKaMn orPaHUqeHI4q

aocryna. CVSSv3.0:

AV :N/AC : L/PR: Ntu I :R"/S : U/C : H/I :
WA:N/E:U/RL:O/RC:C CWE-284:
Hexonnerruoe vnDaBreHlte

l0 Qeepa.nn
2021 r.

https://www.cYbersecurifY-
hel p.czlv d b/SB2021021001

Ecrs
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aocrynoM PenoueuAauuu no
ycrpaHeHurc: o6Hoeu.rs
nDorDaMMHOe O6eCneqesue.

19. MHoxecreeHHste
yq3BHMOCTH B

Adobe Reader u
Acrobat

MITRE: CVE-
2021-21031

3rcn,ryarauun yq3BuMocru
no3BoJrfler yaarEHHoMY

3JrOyM br luJIeH H H Ky Itepe3an Ircarb
npoqjBorbHbte Qafi,rst e u€,leBoil
c|,|creMe nocpeacrBoM orKpblT[q
noJIb3oBaTeJIeM cneulaJlbHo
cQopuuponauuoro BpeaoHocHoro
PDF-Qafi.na. Yqlsfiltocrs
o6yc"nonrena HeKoPPeKTHoil

o6pa6ornofi a6colroruono nYTU

pacfloJro)KeHrtt PDF-Qail,ra.
CVSSv3.0:
AV:N/AC:L/PR :N/U I:RJS:U/C:H/I :

H/A:flE:U/RL:O/RC:C C\NE-22:
Hexopperruute orpaHIrqeHUn fiYTefi

a,rs KaraJtoroB (BblxoA 3a npeaeJrbl

xara"rora) PercoueHAaquu no
ycrpaHeHr.rtol o6Hosuru
nDoroaMMHoe o6ecneqeuue'

10 Qeapa.nn
2027 r.

https://www.cybersecu ri tY-

hel p.czlvd b/SB202f02 100 f
Ecrs

20.
Burno.nneune
n polr3Bo,,rbHoro

KoAa e Adobe
Illustrator

MITRB: CVE-
202r-21053
cvE-2021-
2r054

Sncn.nyaraqun Yq3BuMocrn
no3Bo,'rqer yaa,leHHoMy

3!'loyM br lx!'leH H fi Ky BblnoJl H lrTb

npotl3oo.'rt Hbtil Koa B ugneBofi
crrcTeMe nocpeacTBoM oTKpblTuq
noIb3oBaTeJleN4 cneulla,lbHo
cQoprrrupoeaHHono BPeAoHocHoro

Qaii.na. Vn:eunrocru o6yc.nowleua
nepenoJrHeHueM 6yQepa nptl
nexoppercruofr o6pa6orne Qafi,ron
Ill ustrator.

9 Qeopa,rr
2021 r.

https://www.cybersecuritY-
hel p.czlvd b/SB202102097 2

Ecrr,

21. Bsrno.nseune
npol{3BoJr[,Horo
Koaa s Adobe
Photoshop

MITRE: CVE-
202t-21051
cvE-2021-
2r048

3ncn.nyaraqun yfl3BttMocrll
noSBoflqer yaa,rEuuol'IY

3,'royMt IU,leHHllKy BblrloJfHllTt'
npou3BorbHblfi Koa B uereBofi
cl,|cTeMe nocpeAcrBoM oTKpblTuq
loJ'rt 3oBareJreM cfleulraJrbHo
cQopuupouaHuoro BPeAoHocHoro

Qaii"ra. Vn:ouwocrs o6Yc,roaneHa

nepe[oJrHeHueM 6YQePa npll
uercopperrHofi o6pa6orre Qaii,roe
Photoshoo,

9 Qeepa,rn
2021 r.

h ttps://www.cybersecu ritY-
hel p.cz-lvd b/SB2 02102097 |

Ecru

11 BsrnongeHue
t| pol.I3BoJIbHOnO

Koaa B

paclxHpeHIrl.I

npm-script A,qq
'Microsoft Visual
Studio Code

MITRE: CVE.
2020-26100

?xcnayaraunq Yq3Bu Mocrll
flo3Boflqer 3.loyMbluueHHfiKy
BbrnoJrHrrrb IpoH3BoflLHbtii Koa B

ueJreBoii clrcreMe [ocpeAcrBoM
K,'roHupoBaHuq noJlb3oBaTeIeM

cneuHaflbHo cQoPuuPoeaunoro
DpeaoHocHono peno3lrropHfl.
Yqgeulrocrs o6yc.roe.neua
nercopperrnoft npoBepKoii BxoAHblx

.ItaHHbrx B DacrxltpeHlitl npm-script.

9 Qeopa,rn
2021 r.

https://msrc, microsoft.com/update-guide/en-
US/vu I nera bility / CVE-2021-267 00

Ecrs
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