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. «UnpopmMupoBaHne KIHEHTOB CHCTEMBI
AHCTAHIHOHHOTO 0AHKOBCKOI0

obcayxkuBanus «iBank2» o mepax

3aIMUTHI 32 ceHTAOps 2022 r.»

B cBasu ¢ HEOGXOAMMOCTBIO CHIDKEHHS PHCKOB BO3/EHCTBHS BPEIOHOCHOTO KOJa, PHCKOB
HCIIOJIb30BAHKS YA3BUMOCTEH IPOrpaMMHOrO OOECTEYeHHS! M IOBBINICHHS YPOBHS 3aI[UTHI
uH(popManuH IpH paboTe ¢ CHCTEMOMN JTUCTAHIMOHHOIO BAHKOBCKOTO obcmyxuBanus «iBank2y
(Mureprer-6ankomM) ciryxba HMH(OPMAITHOHHOM BesomacHoCcTH PHKO
«ITPOMCBA3SBMHBECT»  (OOO) pekoMeHayeT it-CHELMANHCTAM  HAMMX  KIMEHTOR
(opraHm3anuii W HHIMBHIYAILHBIX IOpeAnpUHUMaTeNnei) NpPUMEHATL B  CBOEi pabore
PEKOMEHJIaMK 110 3aIuTe HH(opManuy, ykasanusle B [Ipunoxennn 1 k janHOMYy mmHchMy. B
CTy9ac BO3SHUKHOBEHHS BOIIPOCOB IO NIPUMEHEHHIO PEKOMEHJanuii mpocuM Bac MO3BOHHUTH B
ciyx0y HH(OpPMaMOHHOM Ge30IacHOCTH 110 HomepaM § (8722) 67-72-75, 8(8722) 62-16-94.
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Mpunoxenne Ne 1

K HHGOPMALHOHHOMY MHCBMY
«AndopmupoBanne KJIHEHTOB CHCTEMBI
JAUCTAHUHOHHOI0,0aHKOBCKOI0
ob6eay:xuanus «iBank2» o mepax
3alMThI 32 ceHTAGpPL 2022 r.»

Ha koMIBIOTEpPE, C MCIOIb30BaHHEM KOTOPOTO ocylecTBisercs pabora B cucteme JIBO
«iBank2», He pexoMeHJyeTCs YCTaHABIUBAaTh IPOTPaMMHOE OOecIedYeHHe, HMEIOIIee

YA3BHMOCTH ¢ KPHUTHYHBIM YPOBHEM omacHoCTH. K TakoMmy NporpaMMHOMY OO€CIICUCHHIO
OTHOCHTCS ITPOrpaMMHOe obecedeHHe, YKa3aHHOE B TaOJIHIe HHKE.

N ,
Ne HaumenoBaHue Hoentupn | Onncanue yA3BHMOCTH HMara CCBLIIKA HA HCTOYHHKH - Hanuu
YA3BUMOTO KaTop BBLISIBJIEHUA He
nporpaMMHoro YA3BUMOCT o6HOB
ObecneyeHun eii JeHHii

1: Muoxecrsennsie | MITRE: DKenayaTauus yassumoctu | 1 cenrsibps | http:/chromereleases.googleblog.com/2022/08/ | Ectn
yazumoctn B | CVE-2022- | nossoasier ynanensomy | 2022r. stable-channel-update-for-desktop_30.html
Microsoft Edge 3053 3JoyMbinTeHHNKY noayuuts HCI k http://portal.msrc.microsoft.com/en-
neaeBoii  cucTeMe  MOCPEACTBOM US/security-guidance/advisory/CVE-2022-
OTKPBITHA noJib30BaTeneM 3038 http://portal.msre.microsoft.com/en-
CNeuHATLHO CO3AAHHOI BPeN0HOCHOM US/security-guidance/advisory/CVE-2022-
pe0-cTpaHHIBL. Ya3BuMocTh 3045 http://portal.msrc.microsoft.com/en-
00yC/I0BIEHA HeKOpPpPEeKTHOl US/security-guidance/advisory/CVE-2022-
peasnmnsauHeii MpoBEPOK 3040 http://crbug.com/1339648
GiesonacHocTH. http://erbug.com/1346245
http://portal.msrc.microsoft.com/en-
US/security-guidance/advisory/CVE-2022-
38012
2. Muozxecreennble | MITRE: IKCNIYATALHS yaseumocery | 1 centadpa | http:/chromereleases.googleblog.com/2022/08/ | Ectb
yassumocrn B | CVE-2022- | no3sonsieT yaanennomy | 2022r. stable-channel-update-for-desktop_30.html
Microsoft Edge 3039 CVE- | 3710yMBIILTICHHHKY BLINOJTHHTE http://portal.msre.microsoft.com/en-
2022-3040 NpoM3BONLHBIH KOA B  HEdeBOi US/security-guidance/advisory/CVE-2022-
CVE-2022- | cucTemMe MOCPEICTBOM  OTKPBITHS 3038 http://portal.msrc.microsoft.com/en-
3041 CVE- | noan3oBaTesiem CreuHAILHO US/security-guidance/advisory/CVE-2022-
2022-3046 co3TaHHOIl BPEA0HOCHOMH Beb- 3045 http://portal.msrc.microsoft.com/en-
CTPAHHLbL Ya3BUMOCTB US/security-guidance/advisory/CVE-2022-
o0yciioB/ieHa omnbKoii 3040 http://erbug.com/1339648
HCMOJIB30BAHNA nocne http://crbug.com/1346245
0CBOGOXKACHHA. http://portal.msrc.microsoft.com/en-
US/security-guidance/advisory/CVE-2022-
38012
3. Muosxecrsennsie | MITRE: Dxenayaranus yaspamocti | 1 cewrafpsa | http:/chromereleases.googleblog.com/2022/08/ | Ecre
YA3BHMOCTH B | CYE-2022- | no3Boaser yaanenHomy | 2022 r. stable-channel-update-for-desktop_30.html
Microsoft Edge 38012 3710YMBIILJIEHHHKY BBINOJIHHTh http://portal.msrc.microsoft.com/en-
NpoM3BOJILHBIN  KOA B UeneBOi US/security-guidance/advisory/CVE-2022-
CHCTEME MOCPEJCTBOM  OTKPBITHS 3038 http://portal.msrc.microsoft.com/en-
M0JIb30BATE/IEM CHEUHATIBHO US/security-guidance/advisory/CVE-2022-
€O31aHHOI BpeAOHOCHOi Bed- 3045 http://portal.msrc.microsoft.com/en-
CTpaHNLbL ¥A3BHMOCTD US/security-guidance/advisory/CVE-2022-
ofycroBieda  omnOKod  rpamuu 3040 http://crbug.com/1339648
NaMATH. http://erbug.com/1346245
http://portal.msrc.microsoft.com/en-
L4 US/security-guidance/advisory/CVE-2022-
38012
4. Muowxecrsennbie | MITRE: DKenayaTauus yssgumoct | 1 centadps | http://chromereleases.googleblog.com/2022/08/ | Ecre
yapumoctd B | CVE-2022- | nossonsier yaanesHomy | 2022 r. stable-channel-update-for-desktop_30.html
Microsoft Edge 3045 30YMBIUILTEHHHKY BBINOJIHHTH http://portal.msrc.microsoft.com/en-
NPOH3BOJILHBLIE  KOA B LleJeBOi US/security-guidance/advisory/CVE-2022-
CHCTEME TOCPEACTBOM  OTKPLITHA 3038 http://portal.msrc.microsoft.com/en-
No/bL30BATEIEM cneuuaIsHo US/security-guidance/advisory/CVE-2022-
co3gaHHoi BpeJ0HOCHOI Beo- 3045 http://portal.msrc.microsoft.com/en-
CTPAHHLBL Ya3BHMOCTE US/security-guidance/advisory/CVE-2022-
00yc/i0BJIeHA HeKOpPPEeKTHOIl 3040 http://crbug.com/1339648
NpoBepKoii BXOAHLIX JAHHBIX. http://erbug.com/1346245
http://portal.msrc.microsoft.com/en-
US/security-guidance/advisory/CVE-2022-
38012
5 BoinosiHenne MITRE: IKenIyaTalHs yazeumocru | 3 centaGpsa | http://chromereleases.googleblog.com/2022/09/ | Ecre
NPOH3BOILHOTO CVE-2022- | no3soaser yaanensomy | 2022, stable-channel-update-for-desktop.html
koga B Google | 3075 3TOYMBILIEHHUKY BLINOJHHTL http://erbug.com/1358134
Chrome NPOH3BOJBHBIN  KOA B UeJeBoi
cHCTeMe TMOCpPEeACTBOM  OTKPBITHH
NOIL30BATE/IEM creuuansHo
€O31AHHOI BPeA0HOCHOI Beb-




CTpaHHIBL VA3BUMOCTB
o0yc/ioB/1eHA HEKOPPEKTHOH
npoBepKoii BXOAHBIX JaHHBIX.

6. BoinoiHeHue He DKCMIYATALHSA yazpumoctn | 14 http:l/wordpress.orglnews/2022/08/wordpress— Ects
NPoH3BOJILHBIX onpeeaed | MO3BOJSAET yaanennomy | centadps 6-0-2-security-and-maintenance—relea-se/
SQL-3anpocoB B 3/10yMBIILTEHHHKY seinoIHuThL | 2022 7T
WordPress npoussosnsubie SQL-3anpockl K baze

JAAHHBIX YA3BHMOTO  NPHIOKCHHA
MOCPeACTBOM OTAPABKH CMEUHATBLHO
c(opMHPOBAHHOTO 3anpoca.
VaA3BHMOCTE ofycsoBieHa
HEeKOPPEKTHOI npoBepKoil BXOAHBIX
JAHHBIX.

% BrinoJiHeHHe MITRE: DIKemayaTanus yazsumocTu | 8 cenTalps http:}.’github.cam/lmageMagick/ImageMagick Ecthb
1 POH3BOJLHOTO CVE-2021- | no3BoOJIRET ynanensomy | 2022r. fcommit/5afldffa4b6ab984b3f13d1e91c95760d
Koja B | 20224 moymul.ﬁ.ﬂemm:cy BBLIMOJIHHTE 75f12a6 LT
ImageMagick Npou3BOJILHLIE  KOA B ueseBoi http:l/github.com/lmageMagick/lmageMagick

cucreMe  [OCPeAeTBOM  OTMPAaBKH /pull/3083
cneuHAIbLHO copMHPOBAHHBIX http://github.cnm/[machagickﬂmachagick
nauHbix. YA3IBUMOCTE 00YCI0BJIEHA 6/c0mmit;’553054c1cble4e05ec86237afeﬁ6a32
He0MHCAEHHBIM MepenoJiHeHneM. cd7cd64d

8. Muoxecrsennnie | MITRE: JxenayaTauus yszpumoctu | 12 http:h’support.apple.com/en—usﬂ-l”l‘z13442 Ectk
yA3BHMOCTH B CVE-2022- | no3soaser yaaseHHoMy | CeHTsadps
Apple Safari 32886 3J0YMbIHLIEHHHKY BEINOAHUTE | 2022 T.

Apou3BO/IbHBIH K04 B ueeBoii
CHCTEME MOCPEICTBOM  OTKPBLITHS
NnoJAL30BATENEM crneuHaabLHO
cOo3AaHHOI BPEL0OHOCHOI Bed-
cTpaHHIbL. VA3BHMOCTD
obycmopnena  owmMOKoii  TpaHiL
namMATH.

W Muoxecrsennnie | MITRE: JxenayaTauus yaspumoctu | 12 http://support.apple.com/en—us/l-l’l‘l13442 Ecte
yA3BHMOCTH B CVE-2022- | no3BoJaser yAaJeHHOMY | ceHTAOps
Apple Safari 32912 310yMbILIEHHUKY MOJY4HTE HCO x | 2022 1.

menemoii  cucTeMe  NMOCPEACTBOM
OTKPbITHS N0JL30BaTE1EM
CIenUATBLHO CO3TAHHOI BPe10HOCHOH
peb-cTpaHHIBL. VYa3BHMOCTE
ofycaoBaena TPAHHYHOI omuoKoi
npH 06paboTKe BBOAA.

10. | BninosHenune MITRE: JKenIyaTauus yasumocTd | 23 aprycra http:h’www.mozilla.org/en— EcTe
NpoH3BOALHOTO CVE-2022- | nosBoJsier yaagensomy | 2022T. US/security/advisories/mfsa2022-33/
wona B Mozilla | 38477 310YMBIILTEHHUKY BLITIO/IHHTD http://www.mozilla.org/en-

Firefox i | CVE-2022- | npoH3BosIbHBEIN  KOA B ueseBoil US.’security/advisories/mf532022-34/
Thunderbird 38478 cHCTeMe MOCPeaCcTBOM  OTKPLITHS http://www.mozilla.org/en-
noJIb30BaTENEM CNeUHATBHO US/security/advisories/mfsa2022-36/
co3aHHOH BPEAOHOCHOH Bed- http:/lwww.mozilla.org/en-
CTpPAHHIBL. YA3BuMOCTb US/security/advisories/mfsa2022-37/
ofiycioBiena  OWHOKOH  TPaHHI 4
NAMSATH.

IL. | Muomecreennsie | MITRE: JreniyaTauns yassumoctn | 14 http:/;'helpx.adnbe.com{securitylproductsiphut Ecth
yA3BHMOCTH B CVE-2022- | no3BoJseT yranenomy | cenrabps oshop/apsb22-52.html
Adobe 35713 310yMBILLIEHHUKY TOJTY4HTE HCA k | 2022r.

Photoshop pweneBoii  cHcreMe  MOCPEACTBOM
OTKPbITHSA NoJIL30BATENEM
cneunaabLHo CO3AAHHOIO
BpeaoHOCHOrO (aiina, YA3BIMOCTE
ofycioBicHa  OWIMOKOH  Tpanul
NAMATH.

12. | Muomecrsennbie | MITRE: IrenayaTaunus yassumoctu | 14 http://helpx.adnbe.com;’sccuritylproducts/phot EcTh
yA3BHMOCTH B CVE-2022- | no3BoJsieT yaaqeHHoMy | cenTabps oshop/apsb22-52.html
Adobe 38426 370YMBILIEHHAKY TOJTY4UTE HCO x | 2022T.

Photoshop CVE-2022- | uenepoii  cucTeMe  NOCPEACTBOM

38427 OTKPBITHS NoOAb30BATEIEM
CHeuHAIbLHO CO3AAHHONO
Bpe1oHOCHOTO aiina. Ya3BuMoCcTh
o0yc/aoBIeHa rpaun4Hoii owmOKoii
npu obpaboTke (aiina.

13. | Muomectsennsie | MITRE: JkcnayaTauus ysazsumoctu | 14 http:/’!helpx.adobe.com!security/products.fphot Ecte
yA3BUMOCTH g | CVE-2022- | nozBoJsieT yaaJeHnoMy ceHTabps oshop/apsb22-52.html
Adobe 38429 3JI0YMBILLIEHHUKY MOJY4HTh HCI k | 2022T.

Photoshop CVE-2022- | uenesoii  cHcTeme  NOCPEACTBOM

38430 OTKPBITHA noJb30BaTeNEM
CVE-2022- | cneuuanbHo CO3/1AHHOTO
38431 pperosoctoro daitma. YA3BHMOCTE
ofyci0BaEHA rpannuHoil  omunGroii
| npu ofipadoTke faiina.
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38432
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38433
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Photoshop
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Va3BHMOCTh

ofycoBiena

rpaHu4HOi omuGxoii mpu 06padoTre

paiina.

IKCNAYATAUHSA
no3posseT

yA3BHMOCTH
yAANeHHOMY

3/10yMBIILIEHHHKY nonyunts HCI K

neseBoii  cHCTEME nocpeacTBOM
OTKPBITHA nonb3oBaTeIeM
cneunanbHo €O3JAHHOTO
spcmﬁi’omem (paiina. YA3BUMOCTE
00yc/10BJIEHA omndKoi
HcllOJ'leOBaHHil nocjue

ocBobOKAEHUS.

14
cenTAdps
2022 1.

14
cenTadps
2022 r.

hnp:ffhelpx.adobe.com.t'security.’prnducts"phot
ushop/apstZ—SZ.html

http:.’/helpx.adobe.cum/security.’products/phot
oshop/apshZZ—SZ.html




