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(&IH0opMlrpoBaHHe KJrneHToB crrcreMbr
ArrcraHrluoHHof o 6anrcoecKoro

o6c.nyxnnarrrfl <<iBank2>> o Mepax
3arrlErbr 3a Hos6pb 2020 r,>>

B cessu c neo6xoAr4Mocrblo cHrrxeHr.rr pLrcKoB eos4eficrnur BpeAoHocHofo Ko.{a, pI4cKoB

r4crroJrb3oBatnfl, yfl3Bl4Mocrefi nporpaMMHoro o6ecrrer{eHutr t4 rroBbrrrreHrrr ypoBHq 3arqrrrbr
un$opuaukrlrfipvr pa6ore c cucreuoft Ar4craHrlr{oHHoro 6anroncroro o6cryNvBaHnfl <iBank2>
(Irlnrepner-6aur<orr,r) clyx6a r,rn(foprvraquonnoft 6egonacsocrz PHKO (lIPOMCBt3b
ITIHBECT) (OOO) peKoMeHAyer it-cnequarrrcraM Harrrr4x KJrr4eHroB (opraHasaqufi Lr

rrHAr4Bkr[yNrbHbIX npeAnpl4Hl4MareJrefi) npr4MeHrrb s ceoefi pa6ore peKoMeHAarlr4tr rro 3arrlr4Te

un$opruaqw, yna3aHHbre B flpuroNenuu 1 x AaHHoMy rrr4cbMy. B cnyuae Bo3HLrKHoBeHr.rt

BorrpocoB rro npprMeHeHr4lo peKoMeHAaqrafi upocuu Bac rro3BoHr.rrb n cnyN6y un$opnaquonsofi
6egonacnocrri ro HoMepy 8 (8722) 51-70-44.
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llpn.noxeHue Jlb I
r unQopuauHoHHoMy rIucbMy

<I{HQopruH poBaHue KJtueHToB ctrcreMbl

aHcraHuuoHHoro 6aHxoscKoro
06cflyr(HBaHuq (iBank2) o MePax

3auu,rrbr :a non6pu 2020 r.>>

IIo nn$opMarllrr4 OIIHIIEPT (qenrpa MoHrrropuHra u pearrrpoBaHuq Ha KoMrlblorepHble

ara6r{ B KpeArrrHo-Qunanconofi cQepe, creqlraJrbuoro crpyKTypHoro roApa3AereHuq
Eauna Poccuu) yiracrEnr4cb cnyqav pacnpocrpaloer'vrs. BpeAoHocHoro rlporpaMMHoro

o6ecueqeruzr ceMeficrBa (RTM)), opr{eHTrrpoBaHHoro Ha KJII{eHToB KpeAI{THo-$I4HaHcoBbx

opranu:aqzfi, tBJulroilIuxct
rrp eAnprrHr,rM are JISMLI.

FOpr,rAr4qecKuMZ nI4IIaMIiI Ll 14HAr4BI{AyaJIbHbIMIl

flpu pa6ore c gneKTpoHHofi rtorrroft opraHr,r3arlr4f,M vvrlr4vrBu4yanbnbw npeAnpl4Hl4Marer.f,M

cneAyeT ylrzTbrBaTb, rrTo yrracTr{Jrr,rcb cn)Alau oTrIpaBKI,I no SneKTpoHHofi rlor{Te JIoiKHbx rILIceM

or MorrreHHLrKoB. I-{eluo AaHHbx rrlrceM rBrsercq pac[pocrpaHeHl,Ie BpeAoHocHoro KoAa c

rlenbro Kpaxr4 AeHexHbrx cpeAcrB, lloAo6nue III4cbMa coAepxar Safinrr co cneA)'IoqIrMI{

I,IMEHAMI{:

[orcyueurbl.rar
Arcr cnepnu 6u:a repr{oA 01.07.2020 uo 15.11.2020.exe
19.11.2020 iloryvenue repeBoAa.chm
J9.jpe
Paket dokumentov dlya oplaty za oktyabn'.exe
Dokumenfy, sverka za vesr okfyabr'.exe
Dok-ty za proshlyj mesyac.exe

llpn o6uapyxeHr,ru Bo BxoArruux rlrcbMax ceoefi gneKTpouHofi no.rrrr rlr4ceM c $afinarvrn
c rroAo6HbrMrr prMenaMr.r He peKoMenAyerct orKpblBarb raKI,Ie tfafinu I{ TaKpIe rII{cbMa.

Ha xonnrrorepe, c ucrroJrb3oBaHr4eM Koroporo ocyulecrBJlflerc . pa6ora n cucreue .{BO
<iBank2>, He peKoMeH.qyercq ycraHaBJrrrBarb [pofpaMMHoe o6ecneueuue, rrMelorlee

y{3Br,rMocrld c Kprrrl4rrHbrM ypoBHeM orracHocrlr. K ralcorrty [porpaMMHoMy o6ecne'{eHl,Irc

orHocr{Tcr rrpofpaMMHoe o6ecne.IeHple, yKa3aHHoe e ra6rl'Iqe HI4xe.

URl-a4peca u IP-a4peca, peKoMeHAyeMbIe K

6loxuponr<e it-cnequanucraMr opranusaqufi
LTHATlBI{AyanbHbIx rlpeAnpl4Hl4ruareleil qepe3

cereBble gKpaHbI, 6pan4ntayepbl, cereBoe

o6opyAonanue

wsus.ga
gsv2@fabrikant.ru
exch.strata.ru
212.44.r5r.58
hxxp://risu.fi/J9.jpg
med-star.gr
144.91.112.76221
159.89.225.77
161.35.110.203
77.208.157.70
172.86.75.89



J\! HailMeHosaHue
yf3B||MOrO
nporpaMMHoro
O6ecne.reHuq

trIgeHruQurcar
op
yq3BuMocrefi

Onncauue yq3BUMocru {ara
B['lq B,l
eHut

Ccurlra Ha rrcroqHlrKtl Ha,rlr,rue
o6HosneHr
il

I Buno.nuesue
npou3Bo!'rbHoro
KoAa e Cisco
Webex Meeting
Desktop App arn
OC Windows

MITRE: CVE-
2020-3588

9xcn.nyarauun yq3BuMocrn
NO3BOJTflCT JIOKAJIbHOMY

ayreuruQuun poBaHHoMy

3JrOyMbnxr'reHHuKy Bbr[oJrHlrTb
npo[SBoJbHbrfi Koa B ue,'reBofi
cucreMe nocpeAcrBoM ornpaBKH
BpeaoHocHr,rx cooouleuufi
trpuJroxeHt,rro, HcnoJrb3yq uHrepSefi c

KaHa,ra BnpryaJI[3auHI4.
Vsgell]uocrb obyc,nonrena
HeKopperffHof flpoBepmoil BxoAHbIx

aaHHblx.

4

uon6pn
2020 r.

https://tools.cisco,com/secu rity/cen ter/con tent/Ci
scoSecu rifyAdvisory/cisco-sa-webex-vdi-
qQrpBwuJ

Ecrs

) Orra:
o6c,ryxunaHulr
Cisco IP Phone

B

B

MITRE: CVE-
2020-3574

3rcn"rlgraqun ys3BlrMocrll
flo3Bo!'tfleT yAa,'IeHHOMy

3,'royMr,nx,'r€HHlrKy Bt r3BaTb 0TKA3 B

o6c.nyxueaHuu uereeofi cHcreMbt
nocpeacrBoM ornpaBKn clleul-|a,lbHo
cQoprrrupooaHusrx TCP-naKeroe.
Yq:sul,rocrb o6yc.ronneHa
Heroppewruofi o6pa6orrofi TCP-
naKeToB,

4
uon6pn
2020 r.

https://tools.cisco.com/secu ri tylcenter/conten t/Ci
scoSecurityAdvisory/cisco-sa-voi p-phone-fl ood-

dos-YnU9EXOv

Ecrr,

3. Buno.nneHue
npoH3BonbHoro
ROIA B qape

Linux

MITRE: CVE-
2020-25669

3rccn.nyaraulrn yq3BuMocril
NO3BO,TqCT JIOKATbHOMY

3JIOyMr,rn,leHHHKy Bbl3BaTE OTKa3 B

o6c.nyxlroawulr uJllr BbrnoJ'rHHTt

npoutoo,,ruHsrfi Koa e uereeoii
cilcreMe [ocpeAcrBoM 3a[ycKa
cneuuaJrbHo co3AaHHofi nponpaMMbL
YRlsuMocrs obyclonneua
uexopperruofi pa6oroft Qynnquu
sunkbd_reinit n Qafi.ne
drivers/in puVkeyboard/sun kbd.c.

5

Hon6pn
2020 r.

h ttps://www,openwall.com/lists/oss-
securityl2020llll05/2
h ttps://excha nge.xforce.i bmcloud.com/vul nera bi
li ties/l 91229

Ecrs

4. MsoxegraeHuue
yq3BxMocrH B

npoayr$ax
KOMI|AHHH

Adobe

MITRE: CVE-
2020-2443s

9rcn,ryaraufiq yn3BHMocrH

[o3BorfleT yAaneHHoMy

aloyM bllxJleHH]ilcy BBInO,'IHtlTr'

npoltSBorbHbrfi Koa B uereBoft
cucTeMe J|ocpeAcTBoM oTKptITHq
nor'rb3oBaTeJteM cfleuuaJlbHo
co3AaHHono BpeaoHocHofo PDF-

Qaii.na. Yn:nuuocru o6yc,roeneHa
nolAeprfiKofi BcrpoeHHoro
JavaScript roAa e PDF-Qaii,rax.
CVSSv3.0:
AV:N/AC : L/PR:N/UI:R/S:U/C:H/I :

H/A:H/E:U/RL:O/RC:C CrNE-122:
Ilepeno.rueHue dyQepa B

AUHaM[qecKofi naMflTL
Percorrleuaauuu no ycrpaHeHurc:
o6uosurs nporpaMMHoe
o6ecneqeHlre.

5

Hon6pn
2020 r,

h ttps://hel px,adobe.com/secu ri tylproducts/acrob
atlapsb20-67.html
https://ta losi n tel lige nce.com/vu I nerability-repor
ts/TALOS-2020-1157
h ttps://talosi ntelligence.com/vulnera bility-repor
ts/TALOS-2020-1156

Ecrs

BstnolHeslre
npo|-|3BoJrbHofo
rcoaa s Microsoft
Excel

MITRE: CVE-
2020-17064
cvE-2020-
17065 CVE-
2020-17066
cvE-2020-
17019

Sxcn,ryara ulrn yq3BnMocrr4

[o3BOJrqeT yaaJreHHoMy

3Jr0yMbllxfleHHnKy BbIIIO,'IHI|Tb

npo|l3Bo,rbHbrfi Koa B uereBoii
cucTeMe I|ocpeAcTBoM oTKpbrTuq
nOJI[,3OBaTeIeM CII€UHAJII,HO

co3AaHHono BpeAoHocHoro 0afiJra.
Vsgsurdocrs o6ycroo,rena
Heroppewruoii nposepxofi BxoAHbrx

naHHbtx
l0 Hoq6pq 2020 r.

10
uon6pn
2020 r.

h ttps://www.cybersecu rity-
hel p.czlvd b/SB20201 1 1054

Ecrr

6. Bsrno.nseuue
npo|,|3BoJrbHoro
Koaa e Visual
Studio Code
JSHint Extension

MITRE: CVE-
2020-11104

Srcn,ryaraurs yfl3BuMocru
[o3BOrqeT yAaneHHoMy

3JtOyMl,rrlJreHH nKy Bbtno,'IH[Tr>
npon:eo,ruusrfi KoA B uereBoii
c|lcreMe IlocpeAcrBoM orKpbrrfiq
nOJI[,3OBaTeJ]eM CD€UHAJIbHO

co3aaHHoro epe4ouocHono Qaiina.
Vq:eulrocrs o6yc.noo.neHa
HeKoppeKTHoii npoBepKofi BxoAHr,lx

lIaH H[,IX.

10
uor6pn
2020 r.

h ttps://msrc. microsoft.com/u pda te-guide/en-
US/vul nera bif i ty I CyE-2020-17 104

Ecru

1 YAa.neHuoe
B[,] nOJIHeH He

Koaa B Mozilla

MITRE: CVE-
2020-269s0

3ncn.nyarauua yq3BHMocrH

no3BoJrner yAaJreHHoMy

3.IIOVM bllllr'leH H IIKV BblIlOJl Hl.lTtr

9

Hon6pn
2020 r.

https://www.cybersecu rity-
hef p.czlvd b/SB2 0201109 49

h ttps://www.mozilla.org/en-

Ecrs

J



@ *oa B ueneBofi

atatanta nocpeAcrBoM orKpbITHflThunderbird'
Mozilla Firefox tr

Firefox ESR

nEpsT[uJinipiineyln-pstltu juniper'neylnroCenter/index?page=co

"i.",ic 
i o=isn t I 076&ac t p=lu ETADAT'{5rc-uyataun" Yq3BHMocru

no3BoJrfler yAaJreHHOMytr.rnnB: CVn-
2020-1679

ButnolHenlre
npou3BOJrbHOro

Kora B JuniPer
OC Junos

net/JSAI 1054

v/vuln/detail/CVE-2020-16605*Gffiau"" )fl3Blrnrocrrr

nO3BOJrgeT YAaJT€HHOMY

3JIOyMbruJ'IeHHl.lKy Bbl3BaTb oTKa3 B

ooc.[vxtrsauuu cepBllca

Multiservices PtC \lanagement
(mspmand) u oOofiru MexaHIl3M

6rn"tPuur" DNS-nareros uereoon

arata*tt tlocpeacrBoM orflpaBKt|

cneuuaJlbHo cQoPt'lnPoeauHltx

DNS-naxeroe. Vsceul.loc-ru

o6vcrosJreua [cnor['3oBaHneM

o6iur* p..vP.oo c'rYxoofi msPmand

Mrrnn: cvn-
2020-1660

2020-10188

5*frffiuun" YqlBnllocrr
n63BoflqeT YAaAeHHOMY

3JrOyMbllxJIeHHilKy BblnoJrHurb

npoursoflsHr,I[ Koa B ueJIeBoI.l

"rarara 
nocpeacrBoM ornpaBKU

clreuuaJIbHO c$op:t'tllpooaunutx

cereBblx naKeroB' Yqlsilluocru

o6yc.noe.neHa HeKoPPeKrHolr

KoMnoHeHraflUiEljsg)

MTTRE: CVE-
2020-10188

fi
Hon6Pn
2020 r.

ilrcmyatau"" Yfl3BlrMocrlt

noruojo.t YAaJIeHHoMY

3noyMb[xJIeHHllKy BbIIIOJIHIITb

np-*tuonon"tfi Koa B uereBofi

a"atata IIOCP€ACTBOM

lrcno!'tb3oBaHus XSS-Yn:au*rocru'

Yqssurr{ocru o6Yc'non'neua

HecoorBercrBlteM cl|HTaKcnqecKoro
cobslrufi e roae

CVSSv3'0:
lI:R/S:U/C:H/I:
C:C CWE-20:

HenoPPerrHan nPoBePKa BxotrHt'lx

aaHnit* PexolresAaunu tlo

ycrpaHenlllo: - 
o6Hoe[T['

il-rtrRn: cvn-
2020-26951

Muoxec'raeHuue
yq3BHMOCTH B

l\Iozilla
Thunderbird H

Mozilla Firefox

finiyata,r"n Ys3BrlMocru

no3BoJrfeT YAa"lreHHoMY

3JrOyMt IIXJIeHllLKy BbInOJlHliTb

nponrnonuuurfi Koa B ueJreBor'l

a"ata*a nocpeACTBOM oTKpl',ITIlfl
cneul|a!'lbHO

Pe4ouocuoil se6-

Vq:glt['locru
ourn6tcoil

naMqT[ tlocle

oceo6oxAeHuq B KoMnoHeHTe

WebRequestService Bo BPeMff

mlrnn: CVn-
2020-26959

il*a-yrt"u"" Yq3BuMocrH

no3BoJrqer yAareHHOMy

3JIOyMbllII!'leHHllKy BbtnoJlHl',Tb

np-*ruonono,R noa B uereBoil

ar"ta"a nocpeacrBoM oTKpblTllfl

noJIb3OBaTeJIeM cneullaJlbHo

.o.ornnoii BpeaoHocHoii Be6-

crpaHl{ubr' Y"t-:I1l:.::

iltrnn: cvn-
2020-26960

iffiuYsecu;lraoitotiesmf selolG'{9

O6xoa
nrexasu:ua DNS-

Su.rsrPauun B

Juniper OC

Junos

Bsrnorgentte
npolt3B{LtbHOro
lio-la B nalieTe

netkit-telnet a'rc
npomNc]a telnet



ucnoJr630BaHU9 naMfTlt lloc!'re
ocBobo)RAeHHq B MaCCr{Be aaHHblx
nsTArrav.

MITRE: CVE.
2020-15999

9rccnryaraqun yr3BlMocrtl
[o3BOJrfeT yaaJreHHoMy
3JrOyMblIIIJteHH[Ky BHnOJIHITb
npoil3BorbHbtfr KoA B UereBoft
c||cTeMe nocpeAcTBoM oTKpbrTHfl
noJrb30BaTeJreM cneur|altbHo
co3AaHHoro BpeAoHocHoro TTF-
Qafi.na. Yn:enuocrr o6yc.noaleua
oull6Kofi FpaH[u naMflTr{ B

6u6.nuorere freetype npu o6pa6orre
dafi,roe.

t7
HofOpfl
2020 r.

Ecrs

MITRE: CVE-
2020-26968

3xcn,ryaraqun yfl3Bt.tMocrt,
rro3BoJr9eT yAaaeHHoMy
3JloyilbruJreHH|,Ky BbtnoJrHItTb
npo[3BorbHr,rfr noA n qe,renoft
c[cTeMe nocpeacTBoM oTKpbrT[q
noJll,3oBaTeJfeM CneuHaJIbHO
co3AaHHoii BpeAoHocHof ee6-
crpaHuubt. Vqggil/uocrb
o6ycroB,'reHa ourt6nofi npaH[u
raMqru npu o6pa6orrce HTML-
lIaHH6rX.

l7
uon6pn
2020 r.

Ecrs

12. Yaa.neuHoe
BbIIlOJIHEHHE

KoAa e Oracle
Weblogic Server

MITRE: CVE-
2020-14750

3rcn,ryarauun yq3BuMocru
no3BoJneT yaaaeHHoMy
3JlOyMbruJreHHl|Ky BbtrroJrHuTb
npou3Boflr,Hbtil KoA n ue"resoil
cucTeMe nyTeM oTIIpaBKll
cneu[aJrt'Ho cQopMIrpoBaHHbtx
cereB[,lx naKeroB. Yq3s[ltocrs
o6yc.noe.neua HeKoppeKTHofi
IIDoBeDKoil BxonH brx ]raHHbtx.

I
uon6pn
2020 r.

Ecru

MHoxectseHHrre
yq3BuMocT[ B

Google Chrome

MITRE: N/A 3rccn.nyaraqnn yn3BuMocrll
[o3BOrqeT yaareHHoMy
3,royMbruIeHH[Ky Bbr[oJf HnTr>
npofi3BorbHbrfi Koa B ueJreBofi
cucTeMe nocpeAcTBoM oTKpbrTHs
[oJ'tb3oBaTeJteM cneuna,rbHo
co3AaHHoX BpeAoHocHofi Be6-
crpaHuqbl. VqlsnMocts
o6yc,roBreHa HeKoppercrHttM
orpeAeJreHueM rpaHqq Oy0epa
raMqru rplt o6pa6orre HTML-
coAepxuMoFo.

J

uon6pl
2020 r.

MITRE: CVE-
2020-16004

3ncn.nyarauun yq3B[Mocr[
no3BoJrfleT yaaneHHoMy
3,royMbrrxJreHHHry no.nyvnrr HC! r
ueJreBofi cHcreMe [ocpeAcrBoM
oTKpbrTrrq [o!'rb3oBaTe,reM
cneur{a!.rr,Ho cosaauHoff
BpeAoHocHoai Beo-crpaHuubl.
Yngsu*rocru o6ycroaleHa
HeKOpper(THblM

QyuxquoHupouauneu KoMnoHeHTa
uurep$eii ca norb3oBareJta.

3
non6pn
2020 r.

MITRE: CVE-
2020-r6005

9ncnnyarauun yfl3BlrMocru
no3BoJ'rqeT yAaJteHHoMy
3JroyMbnrrJreHH rlrcy no"ryuuru HCI r
ue,'teBoil cl.tcreMe nocpeAcrBoM
oTKpbrTr.rfl noJrb3oBaTeJleM
cneul,ta.rtbHo co:aausofi
BpeAoHocHofi ee6-crpauuqr,r,
Ygleunrocrs o6yc.noo,fieHa
HeKOppeKTHbrM nprrMeHeHneM
rroJ'tlirrrK besonacuocrlt B

KoMltoHeHTe ANGLE.

3
Hon6pn
2020 r.

MITRE: CVE-
2020-r6006

3rcn.nyaraqun yfl3BnMocrrr
[o3BoflqeT yaaneHHoMy
3.noyMbr rx,'reHHnry no.nyv urs HC{ rc

ueJteBofi cHcreMe [ocpeAcrBoM
oTKpbrTrrq no,'rb3oBaTe,leM
cfleuHa,'tbHo co3AaHHOfi
BpeaoHocHofi Be6-crpaHuubt.
Yqrsumocru o6yc,'toB,'teHa
HeKOppeKrH6lM

dvnxulloHuooeaHilenr KoMtloHeHTa

3
uon6pn
2020 r.

5



2020-16008
3ncn.nyaraqrn yfl3BxMocrrr

no3BoJrfler yAareHHoMy
&[oyMbtrnJteHHltKy BbInoJlH]rTb

npolnno,nsuulil KoA B qeneBotr

c[cTeMe nocpeAcrBoM mKpbrT[n
n(Mb3oBaTeJreM cneu[aJlbHo
cogAaguofi npeqouocnof, seG
crpaHflrlbr. Vcgarruocrc
o6yc.noa.neua HeKoppeKrHbtM
oflpeAenenneM rpaHlltl 6yQepa
naMflTu npu o6pa6orxe HTML-
coAepx[Moro KoMnoHeHTOM

9xcnnyarauns yt3BtrMocrrt
no3BoJrfer yaaneHHoMy

r.nUlruuluuenunrcy no,ny.rurt HC.{ r
ue.lteBofi c[creMe nocpeAcrBou
oTKpHTt{f noJlb3oBareJreM

cfleufiaJrbHo co3AaHHofi

BpeaonocHoft aef-crpaHtusl.
Vngsunrocru obyc.noaneHa

HeKOppeKTHblM

QyHrquouupoaaHneu KoMnoHeHTa

2020-r6009,

9xcn.nyaraqun yfl3BlrMocru
[o3Borqer yaareHHoMy

uroyublxJreHHuxy nolyruru HC.{ tt
ueresoil cilcreMe flocpeAcrBom
oTKpb|Tuq [oJIb3OBaTeJleM

cneqilaJrbHo co3AaHHofr

epe4onocHoi oe6-crpauuqur.
VqlsfiMocrs o6yc,nouIeHa
HeKoppeKTHr,lM OnPeAelIeHl|eM
rpaHxq 6yQepa flaMrrlt npll
o6pa6orKe HTMl-coqePxrruoro
KOMnOHeHTOM l{HTepoefica
noJtb3oBareJrn B Bepcl|fi Anq

MITRE: CVE-
2020-16011

6


