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dlnSopvInpoBaHI{e KJIITeHToB clrcreMbI
AIrcraHulrouHoro 6aHKoscKoro

o6cnyxunaHlrff <iBank2> o Mepax
3arultrbl 3a I{roJIb 2021r.>>

B cessv c neo6xoAr,rMocrbro cHr4xeur,rq pHcKoB eogAeficrsus BpeAoHocHoro KoAa, pI4cKoB

r.rcnoJrb3oBalafl yfl3Bralrocrefi [porpaMMHoro o6ecneqeHl4s I'I I]oBbIIIreHIrt ypoBH.t 3ailII'ITbI

raH$opuaqvr4 npv pa6ore c czcrel4ofi Ar4craHlluoHHoro 6aHxoscxoro o6clytxr4Batufl <iBank2>

(I4nrepHer-6auxovt) cryN6a nH$oprr.tauuonnoil 6e:onacHocru PHKO
(IIPOMCBfl3bI4HBECT) (OOO) peKoMeHAyer it-cnequa,u4craM HaIrIux KrII4eHroB

(opraHu:aurafi u ul1itrBuryanbHbrx [peArprrHl{rr,rare.rrefi) [pLIMeHtrb a csoefi pa6ore

peKoMeHAaur.rlr rro 3aulr.rre znsoprr,rauvv, yKa3aHHbIe B llpuloxeuuu 1 tc AaHHoMy lIacr,uy. B
cnyqae Bo3HLrKHoBeHr{r BorrpocoB rro npriMeHeHLIIo peKoMeHaauufi npoclrM Bac nogeoHl4Tb B

cryN6y zHQopnaaqxosnoft 6esonacuocrld IIo HoMepaM 8 (8122) 67-72-15,8(8722) 62-16-94.

ABJIEHIIfl A6aypaxMaHoB K.A.

8 (8722) 67-72-7s
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Ilpu"roxeune J\! I
n uuQoPuautloHHoMY rlnc[,MY

<I{uQopnnupoBaHtle KnIreHToB cl{creMbI

.IIItcraHqlloHHolo 6anKoscnoro
o6clyxnnaults <<iBanM> o Mepax

3aurnrbl 3a trIoJIb 2021 r'>>

Ha roungorepe, c uc[oJrb3oBaHrreM Koropofo ocyurecrBntercfl pa6ora B cucreMe ABO

<iBank2>, He peKOMeHAyeTcs ycTaHaBJIIIBaTb IIporpaMMHoe oOecIIe'IeHI'Ie, I4MercIqee

yq3B[MOcTLI C KpLITHqHbM ypoBHeM onacHocTll. K raxorvty [porpaMMHoMy o6ecne'IeHulo

oTHOCT4TCq rrpofpaMMHoe O6ecleqeHze, yKa3aHHOe B Ta6nuqe HHXe.
rl

Ne Haur"reu0eauue
yf3BuMOfO
IIporpaMMHOnO
06ecneqeHuq

trIaenruQltnar
op
yR:runocreii

0nucanue yq3BuMocrll Iara
BbIqBIEHUg

Ccrr,rra Ha Ilcrorl H uKl'l Ha,rtrq
ne
o6uoe
,reHufi

I flossrueHlte
npHBrulerHfi B

r.rHcrpyMeHTaX
VMware

MITRE: CVE-
202r-21999

Srcn,ryarauIlr Yq3BuMocrH
IIO3BO,'IqeT JIOKaJIbHOMY

al"renruSuquPoBaHHoMY
3JrOyMt'IlII,reHHIrKy noBr,IcItrr' cBoI',l

npuBnJrenllu B uereBoii cllcreMe
nocpeAcrBoM pa3MeIIIeHUfl

BpeAoHocHoro Qafila Ha

nuprya.nr'uoii MaIruHe. VqleuN'roc'rl,

o6yc,ron"reHa HeI(oPPeKTHbIM

rlplrMeHeHueM TI0JIHTIIK

6elonacuocrn,

22 uroHrt
2021 r.

https ://www.cybersecu ritY-
h el p.czlvd b/SB2 021 062226

https://wrvw.vmware.com/security/advisories/
VMSA-2021-0013'html
https://www.zerodayinitiative.com/advisories/
zDl-21-754/

) MHoxecrseHHsIe
yq3BuMocT[ B

Microsoft Edge
(Chromium-
based)

MITRE: CVE-
202r-30554

3rcuryaraulrn
TIO3BOTgET

3JrOyM[,UXJreHH I'IKy

rIpoH3BorbHblii KoA

cUcTeMe nocpeAcTBoM

yq3BrlNTOCTH

yaaJreHHoMy
BbINO,'IHIITT,

e ue,lenofi
oTKpbITHs

cIleuua,'ll,Hono,'rb30Bare,'IeM
co3,[aHHofi epeAouocuofi Be6-

crpaHuqbl. VRtsuN'rocrb

obyc,roeneua HeKoPPeKTHoii

I'CNOIb3OBAHUCM IAMqTH B

KoMnoHeHTe WebGL n Google

Chrome

18

2021
uroHfl

r,
https ://msrc.microsoft.com/update-
guide/vulnerability/CVE-2021 -30554

https://www.cYbersecuritY-
help.czlvdb/SB20210618 I 6

J. Muoxecreesuute
yq3BuMocTH B

N{icrosoft Edge
(Chromium-
based)

MITRE: CVE.
2021-305ss
cvE-2021-
30s56 CVE-
2021-30557

Sxcn,ryarauua Yq3BllMocru
no3Bo,'rqer yatueHHoMy

3JlOyM6ttxJIeHHllKy BbInoJIHHTb

npoutnonsustfi Koa B ue.'leBoii

cucTeMe nocpeacTBoM oTKpbITlIfl
IlO,'Ib3OBaTeIeM CneUllaJIbHO

co3aaHHoil BpeaoHocHoii se6-

crpaHnubl. YqteuN.locru
o6yc"roo,rena HexoppcltrHoil
ucnoJlb3oBaH[eM ItaMqTu B

KoMnoHeHTax Google Chrome.

18
2021

utoHq
r.

https://msrc. microsoft.com/update-
guide/vulnerability/CVE-202 l -30554

https://www.cybersecu ritY-
help,czlvdb/SB202106181 6

4. Burno,nsegne
rrpou3BoJrbHofo
roaa e Windows

MITRE: CVE-
2021-34s27

3ncn.nyaraulrn Yn3BllMocrll
no3BorqeT yaaJIeHHoMy

ayreuruQuuu poBaHHoMY

3JtOyMblIlJleHHUKy BblrIoJrH tlTt'
[pou3Bo,'t[,Hblf Koa c

IIpl|BH,lefI|qMu noJIb3OBaTeJttl

SYSTEM B ue,'teBoii cucreMe
nocpeacTBoM oTrIpaBKu ctreuHAJll'Ho

cQopnrupoeauuoro 3a[Poca

AucfleTqepy oqepeau neqaTfi

Windows. Vg:etlN.rocrs o6yc'noeneua
uercopperrHofi npoBePKoU BxoAHblx

aaHHstx a SYxrqllu
RpcAddPrinterDriverEx0.

29 noHtl
2021 r.

https ://www.cybersecuritY-
hel p.czlvd b/SB202107 020 4

https://portal.msrc.microsoft.com/en-
US/secu rity-guida nce/advisory / CVE 2021

34527

MuoxecreeuHute
yfl3BraMocTH B

Autodesk u

AutoCAD

MITRE: CVE-
202r-21040
cvE-202r-
27042

3xcn.nyarauuR Yn3BllMocrll
[o3Borqer yAa"leHHOMy

3JlOyMbr llJleHH LtKy Bblno,rtH llrb
Itpoil]BoJrbHbtft Koa B ue"leBoii
cracTeMe nocpeAcrBoM orKpbtruq
norb3oBaTeIeM cneuua,'IbHo
co3llaHHoro DWG 6aii,ra.

5 lr$,rq
2021 r.

https://www.a u todesk.com/trust/security-
advisories/adsk-sa-2021 -0004

Ecrt

2



Ecrt

Ecrs

Ecrs

Ecrr'

!-":u-*ocro o6ycfloB"leHa

HeKoppeKrHblM onpeauleHlreM

rpaH[u naMflTH npH

a"ntr*a""aa*oM aHar1|]e oaiifl a'

3rcn.nyaraultR Yq3BuMocru
no3B6flqeT YAaJIeHH0MY

uroyM6IIXJIeHHUKy BbIrIO"lHllTr',

npourao,lsnstii Koa B uereBoll

cucreMe rtocpeAcrBoM oTKpblrttg

norb3oBare,leM cneullaflbHo

co3aaHHono DwG Qafila'
VRlslrvocru o6yc,ronneHa ouH6ltoii

3anll0u 3a IIpeAer'rbl BbUeJ'IeHHOTO

5 uffiq
2021 r.

nttps://www.au tuurrn'rvrr" !

advisories/adsk-sa-202 l -00046. MHoxecrseuuble
yq3BHMOCTtl B

Autodesk Il
AutoCAD

Ml'lRE: uvlr-
202r-2704r
cvE-202r-
21043

Sxcn.nyarauua Ys3BllMocrlt
nO3BOflqeT YAa"'IeHH0MY

3JroyntbluiaeHH[Ky noBpeAHTb

UEJIOCTHOCTb AAHHbIX B UEIEBOII

c[cTeMe [ocpeAcTBOM orflpaBKIl

cneuuaJrbHo cQoPullPoaaHHstx

BpeaoHocHblx HTTP-ranPocoe'
V"tu"toato o6Yc'loanctta

HeKoppeKrHoil o6Pa6orxoii
.dr^n^ouq Cnnfenl-l -ensth.

30 IrIoHg

2021 r.
https://www.cY bersec u ritY-

hel p.czlvdb/SB202 I 063020

trttps://www.cYbersec u ri fY-

hel p.czlvd b/SB202f 061020

tt ttrl../www.cvbe rsecu ritY-

1 Muoxec.tseuHsle
yq3BHMOCTU B

Apache Traffic
Server

MITRE: CVE-
202r-32565

30 &rcHq

2021 r.8. MuoxecrseHHrte
yfl3BIlMOCTIl B

Apache Traffic
Server

MITRE: CVE-
202r-32s66

3rcnlYarauun yxrbrtYru!rrr

no3BoJrfleT YAa!'leHHoMY

3JlOyMI'lIxJIeHHIlKy B['t3BaTb OTKa3 B

o6c,nyxueauun uereBoii cHcreMbt

nocpeacrBoM oTrIpaBKU Cneuua"qbHO

cQopul.rPoeaHHutx BpeaoHocH['lx

HTTP-ranPocoB. Yq3BuMocrb

o6yc,rou,lena HeKoPPeKTHoii

fipoBepKofi BxoaHblx aaHHblx nPu

30 ItrcHfl
2021 r.9. Mgoxecrgeunue

ys3BUMOCTll B

Apache Traffic
Server

MITRE: CVE-
2021-35474

JKcfl"'ryaraqufl J r.

[o3BoflqeT yaaJIeHHOMy

3,'royMbltrrJreHHUKy BbInoJIH llTb

npor.rreo,rtHurfi Koa B ue!'IeBoii

cHcreMe nocpeacrBoM oTnpaBKu

cneuuaJlbHo cQoP*ruPooauHutx

BpeaoHocHblx cereBblx naKeToB'

VqrsuMocru o6ycroBreHa

HeKoppeKTHbtM onpeler€HueM

rpaHlru 6YQePa naunru B nraruHe

cnchekev.

hel p.czlvdb/S8202 1063020

Ecrs

Ecrs

Ecrr

a
J

)rcnlyarauun YR3BIlMocrll
iro3BoJ'rqeT yaaJreHHONry

]JI0yMI'IIXJIeHBIIKy BbInoJIHHTb

nponsoo.nl'ultft KoA s ue"lesoii

ct-tcTeMe rIocpeAcrBoM ornpaBKu

cneul{AJIbHO cQopuupoeaHustx
aaHHblx. VqcsuMocru o6yc,roe'reua

repenonHeH$eM 6yrpepa a $yHruunx
firebird-info-cb0'
fi rebird_ha ndle-doer0'
firebird-stmt-executeQ I{

6 uro,rs
2021 r.

nttps:rwww.ly uEr sErur !'J -

help.czlvdb/S8202107061 I

tr ttps:l/www. ptr p.net/Cha ngeLog-8'ph p#8'0'8

trttps:lwww.ptrp'net/ChangeLog-7'php#1-'4:'11^
https://www'php'net/ChangeLog-7'php#7'3'29
http://bugs.PhP.net/76448
h ttp://bugs.Ph P .net176449

http://bugs.PhP. net/76450

http:i/bugs.Ph P .netll 6452

10. Butnolseuue
npou3BOJ[,HOno
rcona n PHP

MllRl-: uvr--
2021-21704

13

202r
HTOJIg

f.

h t t ps://wrvw ' m ozilla.o rgle n'
USTsecu rity/advisories/mfsa202l -28l

https://www.mozilla'org/en-
USTsecurityiadvisories/mfsa202 I -29l

https://www.cYbersecu ri tY-

hel p.tzlvdb/S8202107 I 3l 6

11. Msoxecrgeuuste
yq3BHMOCTIi B

Mozilla Firefox

MITRE: CVE.
2021-29970

SKcnryaraquq YhrbuvruLr'
rlo3Borf er YAa'leHIroMY

uroyM[,lIrIJreHHUKy BbInoJIHHTb

npoureolsnsrfi Koa B uereBoii

cucreMe lrocpeacrBoM oTKpblruq

norb3oBareJleM cneql{aJlbH0

co3aaHHofi BpeaoHocHoii se6-

crpaHuqbl. Vqgsu[{octs
o6yc,roe.neua HeKoPPeKTHbIM

IICTIOJIb3OBAHITEM NAMflTI' B

$ynrcunn cneuua,lbllblx

so:l,IoxHocreii npu o6pa6orKe

13 nrc,'rr
2021 r.

https://www. mozilla 'org/e n-

USTsecurity/advisories/mfsa202 I -28l

https://www.mozilla.org/en-
['sTsecurity/advisories/mfsa202 I -29l

h tt ps://www.cY bersec u ritY-

hel p.czlvdb/SB202 I 07 1316

12. MHoxecrgeuuute
ys3BllMocTlr B

Mozilla Firefox

MITRE: CVE-
202r-29912

3Kcnnyaraunfl YNrbuMU!rn
no3Borqer YAaaeHHoMY
3IOyMr,luaeHHUKy Bbtno"lHllrb

npoH'leo.ituHutfi KoA B ueJreBoii

cHcTeMe nocpeacTB0M oTKpblTl.lB

noJrb3oBaTel'teM cneul{aJIbHO

coraaHuofi BpeaoHocHofi se6-
Vc?Rr.rMocTb



,cnon"to"anraM naMqTlt B

6u6.nnorere Cairo 13 uIoJIs
2021 r,ffirau"o yq3Buiuotrll

no3BoJlfler YAa"leHHoMY

3JrOyMbIlxJeHHIlKy BbInorHIlTb

npou:no.nuuurii KoA B [eJreBoll

a*"aata nocpeac'rBoM oTrIpaBKU

crleuuaJqbHO cQopmupoaauHoro

BDeaoHocHoro lanpoca' VRteuMocrs

obvc.flosJreua HeKoPPeKTHoH

npooePnoi BxoAHbIx aaHHbIx'

Mttnp: cvs-
2021-31 196

Mnoxecrgeuuue
yR3BIIMOCTII B

Microsoft
Exchange Server

iit#rpotttt"tt.tt'ticrosoft'com/en-
Uii*.tltriv-g"rtlance/advisory l.Cv 8 2021 -

;;;;;"' filtfi/nortal'msrc'microsort'com/en-
its'ir..".iit-iuidance/advisory/CvE-202r-, -.

il;;6' 
- 

;i6t'//portal'msrc'microsoft'com/en-
iisir.."tirv-!"idance/arlvisorv I cv 8 202r -,
iiiii 

-' 'r'i, 
p,,i/portal' msrc' m ic rosoft'co mi en-

-Ull,.. 
urity-guida nce/atlvisory/C\ E-202 l -,

iliii 
-' 

tti,p.,//poltal' msrc'microsoft'com/en-
"u 

Jlr.. 
" 
ti vll 

" 
i d a n ce/a d v i s o rv l.cv E 702l -, 

^ ^iftii- rti,p.,//porral'msrc'microsoft'com/en--USls..uritv-guida 
nce/advisory I CV 8 2021'

13 llrcJ]s
2021 r.*. "g*lll: ..-.. ",.,,,1:::l::T;lnosudi"er ayreHrutpltultpoBaHsoMy

sJloyMr,tureHHnKy u3 cMexHoil ceru

nouota"t" cBoll npl.lBllrerltlt B

uereeoii cucreMe nocpeacrBoM

oTnpaBKI.l cneultar'lr'Ho

c6oDIuuPooaHuoro BPeaoHocHoro

t"nPoau. Yqlsuvocrs o6Ycloe'reHa

"a*bppa*tnot" 
nPuYeHeHueM

orpaullreuuf 6e3^onacuocrtl B

Microsoft Exchange server

nlffnn: CVO-
2021-34410
cvE-2021-
33768

Muotxecrgennrte
yfl3BllMOCTll B

Microsoft
Exchange Server

iiis; 
-' 

hi,prt//portal'msrc'microsoft'com/en-
i it.."tiit-!"idance/advisorvK'vE-202l-, -.

J4;i' 
- 

hitis:i/portal'msrc'microsoft'com/en-
iis-r..."'iv-i"icrance/advisoryfJS?,:it;^"-
33768 httPs://Portal'msr(
islr.."titvli"idance/advisory lCvE-2021-,

;-lil 
-'nitfr 

,,llpottur'*src'microsoft'com/en-
-U 

Si,..u rity-gu ida nce/advisory ICVE-2021'

il;; 
-' 

hir;r,//portal'msrc'microsoft'com/en-
il#;r.il;, ida nce/advisory t Cv E-2021 -

;ite"rp-ta l'-,ffi lttgsoft'com/en-
Uiir.. utitv-gu ida nce/advisorviCul;10^t^t:

13 IrIoJIr

2021 r,no3BolqeT YAaJI0HH0MY

3JrOyMbtlxJleHHIlKy BbIfroJlH tlTb
"np-d"ruono"otfi KoA B ueJreBoil

,"atarr,a nOCPeACTBOM OTIrPaBKU

ctreuuaJrbno cQoPmltPoeattuoro

BDeaoHocHoro 3anpoca' VqtnlliMocru

oBn*ounanu HeKoPPeKTHoIT

npbnePxoii BxoAHblx AaHHbIx'

5*at"nvat-tu"" Yq3BuMocrltmttnn: CVn-
202r-34413

Mgoxectgeguste
yfl3BllMOCTI.l B

Microsoft
Exchange Server

i iici 
"' 'hi, 

pt,//po rra l' msrc' m ic rosoft'com/en-

i,s,r.."tiiv-g"idancc/advisory/Cv E-202 l -

;4i;; 
-' 

hi6r,//portal'msrc'microsort'com/en-
iislr.." tiivl!"i tl a n ce/advisory | Cv 8202r -, 

-iliiii- t'hprt//portal'msrc'microsoft'com/en-"Ull... 
u.ity-grida nce/advisory/CVE-202 l -

;dil 
-' 

;ffi,,//portal'msrc'microsoft'com/en-
ill.*.u.i v-!uidance/advisorv/cvE-202 

l -,

;;sii'-' hffi t,//portal'msrc'microsoft'com/en-
i,di..."tiiv:'g"ida nce/advisorv/CvE-2021 -

iitfi /po.tti.,tttrc'm ic ros.oft'com/en-

t rS/sec u rity-gu ida nce/advtsorylCUl;t0^t^t:
13 uloJlfl
2021 r'5"*nyrtuut" Y"tuttnl:^tlt]

n03Borqer ayrenruQuutlpoBaHHoMy
ro$aJIbHOMy 3"loyMblIxJteIlHnKy

noBbrcllTl, CBOII npuBllJler$H B

ueJreBoil cllcreMe nocpeacrBolll

oTrIpaBKU cfleuuaflbllo

cdobr.lHPosaHHoro BPeAOHocHoro

tunpoau. VqleuDlocrs o6yc"ron'reHa

na*-oppe*tnot" npuM€HeHlleM

orpaHlt'reuufi beronacuocru B

Microsoft Exchange server'

ntltnn: CVn-
2021-34523

MHoxecteeHHI'te
yfl3BllMOCTIt B

Microsoft
Exchange Server

;;iil 
-- 

hi6t,//portal'msrc'microsoft'com/en-
irSlt..utitv-guidance/advisory l.CV 81.021;., 

^ ^
Jlci6: rti,i.,//portal'msrc'microsoft'com/en-"U'J,..uti 

v-!uidance/advisory/CVE-2021 
-,

iJiii' 
-' 

ttitp.,//portal'msrc'microsoft'com/en-
i.'dlrl"tiiv-L"idance/atlvisorv lcv 8 2021-'

il;t- ;it;.,//portal'msrc'microsoft'com/en-
[rS)ri.utity-guidance/advisory lCv E:2021-,, 

-Ji2t- ;h;.,//portal'msrc'microsoft'com/en-
iliit..utitv-Luida nce/advisory/CVE-2021 -

t,t6,,Tp"llllllottut'tnsrc'microsof t'com/en-

irSisec u rity-gu icla nce/advisoryi CV Et02l -13 [toJts
2021 r.5r-cn,'y-araurq ) q3Btl*tocru

no3BOJrRer yaaJreHHOMy

3JrOyMblIlJteHH[Ky Bblno',rlH[Tr'

npourno.nsuuril KoA B ueJleooll

a"ata*a nocpeAc'rBoM ornpaBKIl

cneullaJlbno cQoplltlpoeauuoro

BpeAoHocHoro 3arrpoca' VqreuMocrs

o6y.,ro"""."" HeKoPPeKTHoH

npoeePxofi BxoaHblx AaHHblx'

MITRE: CVE-
2021-31206

MHoxec'rseHHrte
yq3BnMOCTH B

Microsoft
Exchange Server

t tto.itlrntt*..Y berscc uritY-

hel p.czJvtlb/S8202101 1326

rriip.tllpottur.tsrc'mic ros.oft'com/en-

iriisecu ritv-guida nce/advisory/Cv E-202 I -

31979

13 HIoJrtl

2021 r,5*cnil"*u"" )'fl38t^rocrll
no3Boflqer JroKaabHOMy

ay"reurr'r t[uut't PoBaHHoMY
arroytotr|I.tten"t*y BblttoJlHllTb

npournoluuurfi Koa c

nouotutennot"n Ilpr|Blt!'leruqNlu B

uereBofi cltcreMe nocpeacrBoM

3anycKa cneuna,'IbHO -co3aauHoro
upaAono"no.o Qail'na' Ynrour'rocru
^;-.^-^--^,,. HeKoDDeKTtlblM

MITRE: CVE'
202L-3r919

flosutueHue
npuBlt,'rer[ii B

nape Windows

h t A;,/li 
" 

ti t i * *. tti c ro s of t' c o m /e n -

Ui7*. utity-guicla nce/advisory/CV E-202 L
iE*

;iiil 
- 

trit[s:/lportat'msrc'microsofLcom/en-
il's'tr..r.iiv-!"idance/advisorvlcvE -102 

| 
-, -

;;;;n 
- 

hitIs://portal'msrc'microsoft'com/en-
iU..."tiitlg"idance/advisory lCvE 2021-,

;;;i 
" 

t itfr ,,llpottu t'tnsrc'mic rosoft'com/en-

iillrl."tiiv-g"idance/advisorv/cvE-2021 
-,

iliii 
-''rtiti.t//portal'msrc'microsoft'com/en-

il's)t..u tiiv-!uidanceiadvisorv/Cvn-2021 -

#i; 
-' 

;i6t,//portal'msrc'microsoft'com/en-"US[..utity-g"idance/advisory I CYE 202l'

J r206
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