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(&IHQopMrrpoBaHrre KJTEeHToB cr.rcreMbr
AucraH IIIto HHoro 6aH rcoecrcoro

o6c.nyxuearlls <<iBank2>> o Mepax
3arrlr.rrbr sa onrr6pr 2020 r.>>

B csssu c ueo6xo4llMocrblo cHalreHr4f, pprcKoB no:4eficrnur BpeAoHocHofo KoAa, pvcKoB
LlcnoJlb3oBalJufl. yfl3Blltuocrefi nporpaMMHoro o6ecnerreHuq u rroBbrrrreHr.rs ypoBH.f, 3arrlrrrbl
unQopnaaquv rrpkr pa6ore c cucrelrofi Ar.rcraHrlr{oHHofo 6auxoscxoro o6cnyNuBaHufl, <iBank2>
(I4urepHer-6aurcorra) cnyN6a r.rn$opnraquoHHofi 6esonacHocru pHKO (llpOMCBJ{3b
I4HBECT)) (ooo) peKoMeHAyer it-cnequarl4craM Harrrux KJrHeHroB (opranra:aqufi u
t4HII'IBI'IAyanbHbIX rlpeArlpl{Hl'Irraarenefi) npllMeHtrb e csoefi pa6ore peKoMeHAarIu[ 11o 3arrl'rre
unQoprraaqvru, yKa3aHHbIe B llpuloxeunu I r AaHHoMy ru4cbMy. B crryuae Bo3Hr4KHoBeHr4t
BorlpocoB rlo npuMeHeHLIIo peKoMeH.4alluft npocul,t Bac uossoHr.rrb B cnyx6y zn$opuaquonuoft
6esonacHocrr.r ro HoMepy 8 (8722) 51-70-44.
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llpu.noxeuue .l{b I
r unQopn.lauuoHHoMy rrucbMy

<I,InQopnau poBaHue KJt HeHToB cucreM bl

AHcraHur,roH Horo 6aHroscrcoro
o6cryr([BaHUq (iBank2)) o Mepax

3aulr{Tbr ra orcrn6ps 2020 r.>>

llo r,rnQopMaIIVIl @I,IHUEPT (qeurpa MoHrrropuHra rr pearupoBaurrfl Ha KoMrrbrcTepHbre
araKu B KpeAlrrHo-Snnauconofi cQepe, creqfiaJrbHoro crpyKTypHoro [oApa3AeJreHrrfl
Eaurca Poccuu) yqacfunucb cnyqal4 paclpocrpaHeHu.f, BpeAoHocHoro nporpaMMHoro
o6ecne.IeHllt ceMeficrea (RTM), opl4eHTr.rpoBaHHoro Ha KJrr4eHToB KpeAuruo-$uHancoBbrx
opranu:aqr,rft, rBJrrrotquxcs rcpr,rAr,rqecKl4Mu nr4rIaMI4

npeAnpl{HLIMaTeJItMI{.
v r4H4rrBr4AyanbHbrMr4

flpu pa6ore c gneKTponnofi noqroft opraHrz3aur.rf,M Lr un1vrBytryaJrbHbrM npeAnpr4Hr4MareJrrM
cneAyer yqI,ITbIBarb, tITo yqacrptltvcb cnyqau orrrpaBKr.r no gneKTpoHHofi IIorlTe no]KHbx rraceM
or MOIITeHHI,IKOB. I-{enrro AaHHbx rluceM rBJrrercr pacnpocrpaHeHr4e BpeAoHocHofo KoAa c
Uenblo KpalKLI AeHe)KHbIX cpeAcrB. floAo6urte rr{cbMa co.qep}Kar rfafi:ru co cneAyroxlrrMr.r
I,IMCHAMLI:

Dok-y na oplatu za sentyabrr.exe
Dokumenty 9.10.2020.exe
Sverka 12e oktyabrya.exe
Tpe6oeanue @HC.rar
S.nercrponnoe HaJroronoe rpe6oBaur{e i\b933900900233998.rar
9,rexrpouuurfi 4oronop AeHexuoro safitvra i\b 189887338883773.exe
Kopii dokumentov 13.1O.exe
Obespechenie kontrakta za proshlyj iza etot mesyac.exe

llpv o6napyxeHl,Il4 Bo BXoAsrIIzx nr4cbMax csoeft sneKTpoHHofi toqru nr4ceM c rfafinal,ru
c noAo6HbIMLI vMeHaMuI He peKoMeHAyercr orKpbrBarb raKrle $afinsr r.r raKr.re rprcbMa.

Ha xolrnrrcTepe, c I4cIIoJIb3oBaHr4eM Koroporo ocyruecrBnfl.ercs, pa6ora n cucrerue IBO
<iBank2>, He peKoMeHAyercfl ycraHaBnr4Barb nporpaMMHoe o6ecreveuze, rrMerouree
yq3BuMocTlr c KpI,ITIrr{HbIM ypoBHeM olacHocTIr. K rarolry nporpaMMHoMy o6ecne.{eHr4ro
OTHOCTTTCT rrporpaMMHoe o6ecle.{eHr4e, yKa3aHHOe e ra6rraqe Hr4xe.

URl-a4peca z IP-a4peca, peKoMeuAyeMbre K

6lorzponre it-cnequaltreraMur opraHz:aqufi u
nr4uBu Ay anbHbrx npelnpn Hrzuareleft qepe3

cereBbre 3KpaHbr, 6paH4uayepbr, cereBoe
o6opyAonauze

68.183.128.248
206.166.251.189
206.166.251.147
9r.200.r02.242
206.166.251.204
77.208.157.70
hxxps : //yadi. sk/d/Xz0lp4Hlxs9AoQ
172.86.75.45
142.93.196.20
206.166.251.6
142.93.120.99



N! HanN,reuoaaHue
yfl3Br|MOrO

t|porpaMMHoro
06ecneqeHns

I{AeHruQuxar
op
yfl3Br.rMocre{

OnrcaHne ynreHMocrrl ,(ara
BbIgBJf
EHilq

Ccur,rrca Ha flcroqHlrKrr Hanuque
o6son.neul
n

I BrlnolseHue
npor{3BoJtbHoro
KoAa n ARC
Informa tique
PcVue

MITRE: CVE-
2020-26867

Sxcuyarauun ye3BrrMocrl.l
[o3BOJrqeT yAareHHoMy
3JrOyMbtuJreHHuKy BbrnoJtHlrTb
npou3Borr,Hbril KoA B uereBofi
clcTeMe t|ocpeacTBoM oTnpaBKll
cneqnaJrbHo cQopmupoeaHHurx
aauHbrx. Vsssfiiltocru o6yc"nonleua
HeropperrHofi npoBepKofi npr
o6pa6orKe cepfiaru3oBaHHbtx
aaHHbrx.

t2
orrr6p
s 2020
r.

https://www.cybersecu rity-
help.czlvd b/SB2020f01206 https://ics-
cert.kaspersky.com/advisories/klcert-
advisories/2020 /10 /09 /licert-20-0 I 5-remote-
code-execu tion-in-arc-i nformatiq ue-pcvue

Ecrr

) MuoxectgesHrre
yq3BHMOCTr.t B

KoHTpOnrepax
WAGO

MITRE: CVE-
2020-12506

3ncn,nyarauuR yfl3BuMocrrt
[o3BOJrqeT yaaJteHHoMy
3JrOySFruJreHHHKy H3MeHUTb
HacrpoftKu Ha uefleBoM ycrpofrcree
nocpeAcTBoM oTnpaBKU Cneuflafl bHO

cQopMlrpoBaHuoro 3anpoca.
Yq3errMocru odyc.lonneHa
HeKoppeKrHof npooepxoil BxoAHbtx
aaHHLrx s se6-[Hrep$efice
VNDABflEHHq.

30
ceHrq6
pu 2020
t-,

https://cert,vde,com/de-de/advisories/vde-2020-
027 https://cert,vde.com/de-de/advisories/vde-
2020-028

Ecrs

J. Yaa.nenuoe
BbINOJIHEH1,C

Koaa e Cisco
Video
Surveillance
8000 Series

MITRE: CVE-
2020-3544

?xcn.ryaraqun yr3BltMocru
no3BoJ'rqeT aloyMbmlJreHHl-|Ky lr3
ci4exuofi cer[ BbrnoJtHt.trb
npo|'38o,'rbH61f KoA u".tI' Br,r3Barb
orra3 B o6c,ryxuuauuu ue,teBoro
ycrpoilcrBa rrocpeAcrBoM orrrpaBKH
cneufiarbHo cQopmuponaHHoro
cereBoro naKera, Yslstr[,tocru
o6ycnoB,reHa Heropperrnofi
o6pa6orxofi cereBbrx rlaKeroB
n poroKo,'ta Cisco Discoverv Protocol.

1

orrn6p
s 2020
f.

https://tools,cisco.com/secu ri tylcen ter/content/Ci
scoSecu ri tyAdvisory/cisco-sa-cd p-rcedos-
mAHR8vNx

Ecrs

4. Vaa,reHHoe
BbrnoJlHeHlie
Koaa B Microsoft
Office Access
Connectivity
Engine

MITRE: CVE-
2020-16957

9xcn.nyarauun yq3BnMocrll
no3BoJrfleT yAaJteHHoMy
3JlOyMb[Xr'teHHnKy Bbr[or'rH[Tb
rlponlBorbHbrf KoA B qereBofi
clrcTeMe nocpeacTBoM oTKp6lT1-|n

ItoJtb3oBaTeJreM cfleuuaJlbHo
cQopmlrponaHHoro BpeAoHocHoro

Qaft.na, Vnseurr.rocrr o6yc.nonneua
HeKOppeKTHbrM OnpeaereHrreM
npaHxu byQepa flaMqru npll
OyumuuoHuponaHr.rI,l vs:suDroro [IO.

l3
orrn6p
s 2020
n,

https://www,cybersecu ri ty-
hel p.czlvd b/SB202010r368
h ttps://porta l. msrc.microsoft.com/en-
f-lS/secu rify-guida nce/advisory ICY E-2020-16951

Ecrs

5. O6xoa
aBT0pil3aul-||' B

Cisco ldentity
,Services Engine

MITRE: CVE-
2020-3461

Srcn.nyaraunn yfl3BuMocrll
[o3B0r'rqeT yaaJteHHoMy
ay"r'enrlrQn un poBaH HoMy
3JroyM 6r urJreH H nKy, o6,raAa nuteuy
npuBHreruflMr.t ypoeHn Read-Only
Administrator, u3MeHrrr6
rcoHQurypauuosHsre HacrpolKn
qeJreBoii cI|creMbt nocpeAcrBoM
oT[paBKn cneufiaJrbHo
coopMupoBaHHbrx cereBblx l|aKeroB,
Vq3ol,t]uoc.tu obyc,roeleHa
HeKOppeKTHblM

QyHrquoHupoaanneu MexaHusMa
RBAC eed-uurepQefica
ytrpaBfleHHq.

7

orrnbp
s 2020
r,

h ttps://tools,cisco,com/secu ri fylcen ter/contenCtCi
scoSecu ri tyAdvisory/cisco-sa-ise-a uth-bypass-
uJWqLTZM

Ecru

6. lloAueHa DLL-
Qaft.roe s Cisco
Webex Teams
Client for
Windows

MITRE: CVE-
2020-3535

9xcn.nyaraqun yn3BuMocru
NO3BOTqET TOKAJIbHOMY
alrenruQu qupoBaHHoMy
uloyMr,[rrJreHHuKy BrJnoJlHuTb
rlpoll3Bo.tlr,HHtr KoA s uefleeofi
c[cTeMe nocpeacTBoM pa3MeueHiln
crleunaJrbHo cQopmupoeaHHoro
BpeaonocHot'o DLL-Qafina B

onpeAeJreHHoM mec.re. Vs:sl,tMocru
o6ycroBreua HeKoppeKTHblM

QyHruroHupooanteu MexaHIl3[4a
3a rDv3Klr DLL-dafi .nos,

7
oKTn6p
t 2020
r.

https://tools.cisco.com/secu rity/center/conten t/Ci
scoSecurityAdvisory/cisco-sa-webex-teams-dll-
drsnH5AN

Ecrs

1 Yaa.neH Hoe

BbINOJIHCHI|E

KoAa B Mozilla
Thunderbird

MITRE: CVE-
2020-15683

3rcnryaraulrn yn3BuMocr[
no3BoflfleT yaMeHHoMy
3JloyMbrrlJteHH|,Ky B6|nOJIHnTb
npou3BorbHbril Koa B uereBoil
Cl|CTEME NOCDCACTBOM OTKDbITII'

11

oKrfl6p
s 2020
f.

h ttps;//www.mozilla.org/en-
US/securi tyladvisories/mfsa2020-47/

Ecrs

a
J



[oJt630BaTeJteM C[eu[aJlbHo
co3aaHHofi BpeAoHocHofi Be6-
crpannuhl. Vq:sflMocrr
ooycroBreHa HeKoppeKTHhrM
onpeaefleHueM [paH|,|U I|AMflTt{ np]l
o0pa60rKe HTM L-coaeoxu rvlrro.

8. MHoxecraeHusle
y93Bl.rMOCTH B

Gooele Chrome

MITRE: CVE.
2020-r600r
cvE-2020-
r6002

3rcnnyarauul yq3BuMocrl.l
no3BoJlfleT yaaJleHHoMy
3JroyMtnuJteHHury no.nyvurs HC{ r
qereBoil cHcreMe [ocpeAcrBoM
oTKpbrTt|f [oJtb3oBaTeJIeM
crreqllaJrbHo cQoprunponanHofi
BpeAoHocHofi Be6-crpaHuqbt.
Ysseulrocrr, o6yc"loaneua
HeKOpperffHbrM

0yHxquoH n poeaH ueil.l
Mea4flKoMnoHeHTa a Google
Chrome,

2l
orrn6p
s 2020
r.

https://www.cybersecuri ty-
h ef p.czlvd b/SB2 020102102

Ecru

9. Burnonueuue
ItpoIr3BoJIr,HOr0
Koaa a Adobe
InDesign

MITRE: CVE-
2020-2442r

3rcn.nyaraqnn yq3BuMocrI-t
no3BorseT yAaJteHHoMy
3,'royM r,rur,'reH H u Ky Bbrt|OJtHUTb
npo[3Boflr,HHfi KoA B ueJreBofi
c|,sreMe nocpeacTBoM oTKpbtTltg
[oJrb3OBaTeJreM CnequaJtbHo
co3AaHHoro BpeaoHocuoro Qafila
Qopuara .indd. Yq3euil4ocru
obycJroBaeHa ourubrcofi rpaHflq
IAMgTH.

2l
oKrs6p
s 2020
r.

h ttps://hel px.adobe.com/secu rity/prod ucts/indesi
gnlapsb20-66.html https://www.cybersecurity-
hef p.czlvd b/S82020102120

Ecrs

10. Burno.nHeune
npol|3BoJrbHoro
Koaa e Adobe
Premiere Pro

MITRE: CVE.
2020-24424

Srcn.nyarau[q yr3BrrMocrrr
no3BorqeT yaaJreHHoMy
3JIOyMb[XJIeHHr.lKy Bbr[oJtHt.tTb
r|po[3Bo,rhHbtft KoA B uereBofi
cHcTeMe nocpeacTBoM oTKpbtTltfl
noJtb3oBaTeJteM cfleuflaJtbHo
co3AaHHoro BpeaoHocHoro 0afiJra.
Vq3gul{ocrr o6yc.noaneHa
oTcyTcTBUeM KaBblqeK B n)"ru K
r.rcnoJrHfl eMoMy Qailly e HecKoJrbKHx
cJrvr{6ax.

2l
oKTfl6p
n 2020
r.

https://helpx.adobe.com/secu rify/prod ucts/premi
ere_pro/a psb20-64.html
https://www.cybersecu ri ty-
It e I p,czlvd.b/SB2 020102117

Ecrr,

ll Brrno.nHeHue
npot|3BoJrbHot'o
Koaa s Adobe
Photoshop

MITRE: CVE.
2020-24420

Srcuyaraqnn yfl3BltMocrll
no3Borqe'r yAaneHHoMy
3,rroyMbluJreHHrrr{y Bbr[oJtHt Tb
npoH3Bo,.tbgblfi KoA B ueJteBofi
cHcTeMe I|ocpeacTBoM OTKpbtTt.tfl
noJ[,3oBaTeJreM cneq]taJtbHo
co3aaHHot-o epeaouocHoro Qafina.
VslauMocrs o6ycroalena
oTcyTcTBfieM KaBbtqeK B nyrH K
HcnoJrHfl eMoMy Qaft .ly u HecKorrbKnx
c-nyx6ax.

2l
oru6p
s 2020
r.

h ttps://hel px,adobe.com/security/prod ucts/photo
shop/a psb20-63.html https://www.cybersecuri ty-
hel p.czlvdb/SB2020r021 18

Ecru

12. VAa.neHnoe
BbINOJlHEHHC

Koaa B Microsoft
Hyper-V

MITRE: CVE-
2020-1047

3rcnnyaraulrr yfl3BuMocrl.l
no3Bo,'rqeT floKaJrbHoMy
3JrOyMbtrxJreHHHKy noBbtcuTb
rrpuBuJten[u B rlereBoii crrcreMe,
Yq:sflMocrs obycroalreHa
HeKoppeKrHofi o6pa6orKofi
o6r,eKroB B naMnru Ha ocHoBHoM
ceDBeDe Hvoer-V.

l3
orrn6p
s 2020
r.

https://porta Lmsrc.m icrosoft.com/en-
US/secu rity-guidance/advisory I CVE-2020-1047
https://nvd.nist.gov/vul n/detail / CV E-2020-1047

Ec'ru

13. BurnonueHue
npol-|3BoJrbHoro
KOAA B

npoayKTax
Oracle,
ucnoJrb3yrcull|x
Apache HTTP-
cepBep

MITRE: CVE-
2020-11984

3rccnnyarautn yq3BllMocrll
no3BorqeT yaaJreHHoMy
3JrOyMbruneHHltKy BbtnoJf HuTr,
npofi3BoflbHbtfi noA B ueJreBofi
c[cTeMe [ocpeAcTBoM oTnpaBr{].|
crleqfiarbHo cQopunponaHHoro
3anpoca ua ne6-cepeep. Vs:sltl{ocrr
o6yc-[oB,'teHa orIIfi6Kofi rpaH]tu
rlaMgTli B MoayJte od proxv uwsgi.

20
orrn6p
s 2020
t'.

https://nvd.nist,gov/vul n/deta i l/CVE-2020-t I 984
h ttps://www.oracle.com/secu rity-
alerts/cpuoct2020.h tml?504207
https://www.oracle.com/secu rity-
alerts/cpuoct2020verbose. h tm l#BGDG

Ecrs

t4 Hecaumuuouupo
BaHHb|ft Aocryn
B flpoayKrax
Oracle,
HCIlOr'rr,3yro[.lt.tx

6n6nuorery
dom4j

MITRE: CVE-
2020-10683

Srcn,ryaraunn yq3BltMocrll
[o3BOJrfleT yaaJreHHoMy
3JroyMbttxreHHuxy no.lyvnrs HCI rc

ys3Br.rMoMy np[,loxeHuK)
r|ocpeacTBoM oTnpaBKH CI|eqliaJtbHo
co3AaHHoro npegouocHoro eaftna.
Vssnuuocrs o6yc,noaneua
HeKOppeKTHbrMlt HacTporKaMil no
yMoJtqaH|-|m,

20
orrr6p
n 2020
r.

https://nvd. n ist.gov/vuln/detail/CVE-2020-1068J
https ://www.oracle.com/secu ri ty-
alerts/cpuoct2020.html?50420?
h ttps://www,oracl e.com/security-
alerts/cpuoct2020verbose.htm l#BGDG

Ecru

4


