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<<01>> sos6pn 2021r. r. Maxaqrala

<<IInQopnafipoBaHue KJrI{eHToB clrcreMbl
nlrcraHlrlroHHoro 6aunoncnoro

o6c.nyxunaul{s <iBank2> o Mepax

3aullrrbl sa onrrdPs 2021 r.>>

B cesgg c neo6xoArrMocrbro cHr.rxeHr.rr pI4cKoB nosAeftcrnur BpeAoHocHoro KoAa, pI4cKoB

HcrroJrb3oB a-g]:|rs yfl3F,rarr.locrefi [porpaMMHoro o6ecnerreHl4s 14 noBbIIIreHI'It ypoBH.f, 3aIrII{TbI

rau(foprrrauvvnpupa6ore c cucreuofi Ar4craHul4oHHoro 6auxoscKoro o6clyNr4Ba]F{rrfl <iBank2>

innrepuer-Oatronr; cnyN6a un$opuaqnoriuoft 6esonacHocru PHKO

((IIPOMCBfl3bI,IHBECT)) (OOO) peKoMeHAyer it-cneqzall4craM HalIIrx KiII4eHroB

(opranu:aUraft 14 vl:n1vrB:a1yanbHbIX npeAnpl{HHvlare'rlefi) [pIIMeHqrb s csoefi pa6ore

pe1oMeHAarlrrrr ro 3arur4re uH(fopruaur{r4, yKa3aHHbIe B flpuloNeHuu 1 r AaHHoMy nuclrrly. B

cnfrae BS3HI4KH9B9HI,II BoIIpocoB IIo npIrMeHeHI'Irc peKoMeHlaUufi' IIpocl{M Bac nogeoHl4Tb B

cryN6y un$oprraauuounoft 6egonacuocrl4 no HoMepaM 8 (8722) 67-72-75,8(8722) 62-16-94'

llp eAceAareJl b flPan.rr paxMaHoB K.A.

llcn. llpraHos IO.I.
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flpuroxeHlre J\b I
rc uHQopnrauIroHHoMy ttlrcbMy

<I4uQopmnpoBaHI{e KJIITeHToB clrcreMbI
,[rrcraHrrlroHnoro 6auxoecKoro

o6cry)KuBaHus <<iBank2> o Mepax

3aull,rrbt ra orcrn6pr 2021 r.>>

Ha rounrrorepe, c ucrroJrb3oBaHr{eM Koroporo ocyu{ecrBnr,ercfl pa6ora B cl{creMe AEO
(iBank2), He peKoMeHAyercr ycraHaBJrrrBarb nporpaMMHoe o6ecneuenne, I4Melouee

ys3Br4MOCTpr C Kpyrtr4qHbrM ypoBHeM orracHocrr4. K raxouy nporpaMMHoMy o6ecneqeuuro

orHocr{Tcr [porpaMMHo.c o6ecneqeH]re, yKa3aHHoe B Ta6nuqe HI,IXe.

J\! Halrrrlenonanlre
yf3BuMoro
lporpaMMHoro
06ecne.reHnq

I{geuruQu
KaTOp
yfl38HMOCT

eii

Onucaune yr3BrrMocru Iara
B6I'IB,IEHHf

Ccsurna Ha HcroqHuKu Ha,ruq
ue
o6Hoe
reHuii

I MHoxectseHHsre
yq3B[MOCTH B

Apache HTTP
Server

MITRE:
cvE-2021
34798

Srcn,ryaraulrn yfl3BlrMocru
no3Bo,rqer yAaJIeHHoMy

3JlOyMr,ltxIeHHnKy Br,r3BaTr, oTKa3 B

o6c.nyxunaunr.r qereeoii clrcreMbt
nocpeAcTBoM oTnpaBKu cIleurraJrbHo
cQop*ruponauHoro HTTP-ranpoca.
Vsssuuocru o6yc.non.neua o[rHOKof
pa3r,rMeHoBaHuq vxa:arerq NULL,

t7
ceurn6pn
2021 r.

https://www.cybersecu rity-
help.czlvdb/S82021101922
http://httpd.apache.org/security/vulnerabilitie
s_24.html

Ecrs

., \lHoxecrseHHrre
yc3Bu:nocTH B

Apache HTTP
Server

MITRE:
cvE-2021
40438

9rcn.nyarauus ys3BrrMocrlr
no3BolqeT yaaaeHHoMy
3JroyMr,rrrrJreHHurcy npoeecru SSRF-
aTaKy nocpeAcTBoM oTnpaBKu
ctrequaJr6Ho cQopmupoaauuoro
HTTP-:anpoca, Yq3sulr{ocrs
o6yc.ron.rena HeKopper$Hori
npoBepKoil BxoAHr,rx AaHHbrx B

MoAyre mod_proxy Ha HTTP-
cepnene Anache.

17

ceHrn6pr
2021 r.

https://www.cybersecurity-
h el p. czlvd b/SB202l l0 1922
http://httpd.apache.org/securify/vulnerabilitie
s 24.html

Ecrs

3 MHoxecrseHurle
yq3BHMOCTtr B

Google Chrome

MITRE:
cvE-2021-
37989
cvE-2021-
31990

3rcn,nyarauur yq3BuMocru
[o3BoflqeT yaaJreHHoMy

afloyMr,uxfleHHuKy rrocpeacTBoM
oTKpbrTHs rro,'rb3oBaTe,'reM

crleqrrarbHo co3AaHHofi BpeAoHocHoii
ne6-crpauuqrr, Yqgsul{ocrr,
o6yc.noe.neua HexoppercrHor"r
pea.nulauueii KoM[oHeHTa e Google
Chrome.

19 orrn6pn
2021 r.

http://crbug.com/l
http://crbug,com/l
h ttp://c r b ug.co m/ I

http:/i crbug.com/1
http://crbug.com/1
http://crbug.com/l
http://crbug,com/1
http://crbug.com/1
http://crbug.com/l
https://www.cyber
help.czlvdb/SB202
http://chromerele:
stable-chan nel-u n

242404
2s3399
248661
233067
241860
246631
250660
249810
24739s
security-
r 101923
rses.googf eblog, com/2021 / l0 /
late-for-deskton I 9.html

Ecrr,

4 MHoxecrseHHste
yfl3BuMOCTIt B

Google Chrome

MITRE:
cvE-2021-
37991

Srcn.nyarauun yq3BnMocrll
[o3BoflqeT yAaJreHHOMy

3JrOyMr,IlXJ]eHHIlKy nOBbrC]rTb CBOrI

npr{BHJrerull B qe,'IeBoii cucreMe
nocpeAcTBoM orKpbrruq
NOJIb3OBATEJIEM CNEUIIAJIbHO

eogAaunoil BpeAoHocHoft se6-
crpaHurlrr. Yq:euMocrs
o6yc.non,reHa cocroflHueM roHKlr B

KoMnoHeHTe V8 e Google Chrome.

19 orrndpr
2021 r.

http://crbug.com I 1242104
http ://crbug.com | 1253399
http ://crbug,com / 1248661
http://crbug.com / 1233067
http://crbug.com / 1241860
http://crbug,com I 1246631
http://crbug.com / 1250660
http://crbug.com / 1249810
h ttp ://crb u g.com I 1241 39 5

https://www.cybersecu rity-
help.czivdblSB202l l0 1923
http://ch romereleases.google blo g.com 12021 I l0 I
stable-channel-uDdate-for-desktoo l9.html

Ecrs

5 MHoxecrseHHure
yq3BHMOCTI| B

Google Chrome

MITRE:
cYE-2021
37986
cvE-202r
37984
cvE-2021
37981

Sxcn.lyaraqun yq3BuMocr[
no3BoflfleT yAa"leHrroMy

3JrOyMblrlJreHHuKy BbrnoJiluTr,
npo[3Bo,rbnr,rii KoA B ueneBoii
cucTeMe [ocpeAcTBoM oTKpbrTUq
noJil,3oBaTereM cneluarbHo
cogAannoil BpeAoHocHofi ee6-
crpaHuubr. VqsnnNroc'ru
obyc.rtoBreHa orulr6rofi npaHuu
naMqrn rptl o6pa6orne HTML-
JIAHH6IX,

19 orrnbpn
2021 r.

h ttp ://c r b u g.co m / 1242 40 4

h ttp://crbug.com I 1253399
http://crbug.com/ 1248661
h ttp ://c rbug. co m / 1233067
h ttp ://crb u g.co m / 1241860
http://crbug.com I 1246631
http ://crtru g.com / 1250 660
http ://crbug.com / 124981 0
http://crbug.com / 1241 395
https://www.cybersecu rity-
hel p.czlvdb/SB202l 101923

Ecrr

L



http-iicht"otnetete"ses€'oogleblog'com/2021'/10/
sta-ble-cha n nel-u pdate-for-desktop-19'html

6 MHoxectseuHste
yq3BuMocT[ B

Goosle Chrome

MITRE:
cvE-2021
37985
cvE-2021
37983
cvE.-202r
37982

3rcn,ryarauun Yq3BuMocrlr
no3Boflqer yAaneHHoMy

3JIOyMLIUIeHHIIKY BbInOJIHHTb

npoureoluuslfi l{oa B uereBofi
c[cTeMe nocpeAcrBoM orKpt'ITl,u
noJrb3oBaTeJIeM cneqlla!'Ir,Ho

co3aaHHoft speAoHoctloil se6-

crpaHuubr. vRlsur'tocrs
obycnor,reua ourubnofi
rrCnOJrr,3OBaHIls noc!'le

oceo6oxaeuHs.

19 orrn6pn
2021 r.

http://crbug.com I 1242404

http ://crbug.co ml 125339 9

http://crbug.com I 1248661

h ttp ://crbu g.com I 1233067
http://crbug.com I 1241860

http://crbug.com / 1246631

http://crbug.com/1250660
http ://crbug.com / 1249810

http ://c r b u g.co m I 124'7 39 5

https://www.cYbersecuritY-
help.czlvdb/SB202 I 101923

http://ch romereleases.googleblo g.com/2021 ll 0 I
stable-chan nel-updatc-for-desktop-l9'html

12 ormn6pn
2021 r.

https://www.cYbersecuritY-
h el p.czlvd b/SB2 021 l0 1229

http://portal.msrc.microsoft.com/en-
USTsecurity-guida nce/advisory I CVE-2021-
41340

Ecrs
7 Bsrno,r.ueuue

IrporI3BoJr[,Horo
rcoaa s Microsoft
Windows
Graphics
Component

MITRE:
cvE-202r-
4r340

Sncn,ryaraulu Yq3BHMosru
no3BOIqeT yaaJIeHHOMy

3JrOyMt'lIXfleHHI'lKy BI'lnoJIHHTb

npouteo,ruHslfi KoA B ue.leBoii

crrcTeMe [ocpeacTBoM oTKpbITUR

nOIL'3OBaTe,'IeM CII€UHaJIbHO

co3AaHHoro npeaouocrroro Qar'i.na.

Yqgs[Mocrn o6Yc.noe.netta

HeKoppeKTHOii l|poBepKofi BxoAHbIx

12 orcra6pn
2021 r.

https://www.cybersecuritY-
help.cz-lvd b/SB202ll0L2l2
http://portal.msrc'microsoft.com/en-
USisecu rity-gu ida nce/advisory I CVE-2021 -

41330

Ecrs
8 Blrno,tsenue

npon3BoJrt'HoFo
roaa s Microsoft
Windows Media
Foundation

MITRE:
cYE-202r-
41330

Srcn,ryarauun Yq3BuMocrH
no3BoflqeT yAareHHoMy

uroyMbr[JIeHHUKy BbInoJlHHTb

npou:no.nsuufr Koa B uefleeoii
c[cTeMe rIocpeAcTBOM OTIIpaBKII

cneuntutbHo cQoPn'ItlPosaHuoro

3anpoca. VqgnuMocrs o6yc.non.neua

HeKOppeKTHOil npoBepKoii BxoaH['Ix

12 orrn6pn
2021 r.

http ://helpx,adobe.com/securify/prod ucts/acro

bat/apsb21-104'html
https://www.cybersecuritY-
help.czlvd b/SB2021101243

Ecrr
9 MHoxecrseHHste

yq3BuMOCT[ B

Adobe Acrobat
Reader

MITRE:
cvE-2021
40728

3rcn.nyarauuR YR3BHMocrlt
Iro3BOIreT YAaI'IeHHOMY

3JIOyMI'rUJreHHltKy B['lnoJIHllTb

npoulBo,'lt Hblil KOA B qe,'leBoii

cucTeMe IIOCpeACTBOM OTKpbITI'lq

rroJtb3oBarereM crleqltaJlbHo

co3AaHHOro BpeaoHocHofo Qaiila
PDF. Vqsstrl.tocru obYc,ronleua
ong6xoil ucnorb3oBaHutl tlocJle

ocno6oxAesus rtpll o6pa6orKe

daii,ros PDF.

l0 MnoxecrsegHule
yR3BUMOCTH B

Adobe Acrobat
Reader

MITRE:
cvB-202r-
40731

3rccn,'ryarauur Yq3B$Mocru
[o3BO,rqeT yAaJIeHHOMy

3JrOyMbrIXJIeHHIlKy BblnoJrHl{Tb

npousno.nsuufi Koa B IIe,'IeBofi

cuCTeMe IrocPeAcTBoM oTKPLITUq

rroJttfoBaTeJleM cfiequaJlbHo

co3AaHHOrO BpeAOHOCHOfO $aiina
PDF. YqgauN{ocrr o6Ycnronlena

ouru6roii tpaHI'Iu naMtlru.

12 orcrn6pn
2021 r,

http://hel px.adotre.comisecurity/productsiacro
bat/apsb2l-l04.html
https://www.cybersecuritY-
hel p.czlvd b/SB2 021101243

Ecrs

l1 Bsrno,ruesue
IIpOH3BOJIT'HOrO

Koaa e Windows
Media Audio
Decoder

MITRE:
cvE-2021-
41331

3rcn,ryarauuR Yq3BuMocrl.l
rro3B0Jlfler yAa,reHlloMy

3AOyMbIUJreHHItKy BbInoJlHuTb

npoll:no,rr,nrtfi Koa B qereBoii

cucTeMe [ocpeAcTBoM oT[paBKI'I

cneuuaJrbHo ctpoPvtuPoeauuoro
3anpoca. Vq:sfiNtocrr o6ycnoe,retta
ueropperrnoii npooeproii BxoAHtlx

,IIAHHbIX.

12 owrabpn
2021 r,

https://www.cybersecurifY-
help.czlvdb/SB202f 101218

http:/iportal.msrc.m icrosoft'com/cn-
US/security-guidance/advisory | CVE-2021-
41331

Ecrr

t2 Muoxecrneuuue
yfl3BriMocTlr B

Foxit PDF
Reader for
Windows

MITRE:
cvB-2021-
41780
cYE-2021-
4118r
cvE-2021-
41782
cvE-2021-
41783
cvE-2021-
4t784
cvE-2021-

3xcn.ryaraqun Yq3BuMocrll
no3Borqer yAaJIeHHOMy

3JrOyMr,rIXJIeHHHKy Bl,lrloJl llllTb
lpou3BoflbHbtfi KoA B qe,'IeBoii

c[creMe rlocpeacrBoM oTKpt'ITUq
noJrr,3oBaTeIeM cnequalbHo
co3AaHHoFo BpeAoHocHoro Qaftna
PDF. YRleultocrs o6Ycron,reHa
orulr6xoli rpaHl{q flaMqru rlpl't

o6pa6orre Saft.non PDF.

12 orrn6pn
2021 r.

http://www,foxitsoftware.com/support/securit
y-bulletins.html https://www'cybersecurity-
hel p.czlvd b/SB202ll0l20 4

Ecrr

a
J



4178s

l3 Burno.nHesre
npoH3Bon6Horo
roaa e illicrosofl
\Yord

MITRE:
cvE-2021-
40486

3rcn.nyaraqul yn3BuMocrlt
no3BoJrReT yaaJreHHoMy
3.JIOyMbrrrrJreHHuKy Bbt[toJ'rHr,tTr>

fipo[3BonbHr,rii KoA B qeJreBoii
c[cTeMe nocpeacTBoM OTKpr,n[fl
IIOJITJOBaTeIeM Cneuua,'tbHo
co3AaHHoro BpeAoHocHoro 0afi,'ra.
Ys3e[L.tocrr obycnoa,reHa
HercoppercrHoii nponeprofi BxoAHbrx
aaHHbrx.

12 orrn6pn
2021 r.

https://www.cybersecurity-
hel p.c/vd b/SB2 02ll0l2l 6
http://portal.msrc,microsoft,com/en-
US/security-guidance/advisory I CVE-2021-
40486

Ecrs

T4 Ilonuurerrue
fipnBHrerrrfi B

OC Windows

MITRE:
cYE-2021-
40449

3ncn.nyarauta ys3BuMocrrl
no3BoISeT JroKaJrbHoMy
ayreuruQlrqlrpoBaHHoMy
3JlOyMbtItrJreHHIrKy BbrnoJrHltTb
[pou3BorbHbril KoA c
noBbtrlleHHHM|| np||BHr'reruflMn B

ueJreBon cucTeMe [ocpeAcrBoM
oTKpbITI|fl CneuilaflbHo co3AaHHOr-O

Qafina. Yn:nu*rocrs o6yc.lon,reua
oulrbroii HcrroJrb3oBaHHtt nocre
ocnoooaqeHuq B oyHr(quu Win32k
NtGdiResetDC B flApe Microsoft
Windows.

12 oxrn6pn
2021 r.

https://www.cybersecu rity-
help.czlvdb/SB202l l0l2l I
http://portal,msrc.microsoft.com/en-
US/secu rify-guidance/advisory/Cy E-2021-
40449 http://securelist.com/mysterysnail-
attacks-with-windows-zero-day / 104509 /
h ttp ://www.virustota Lco m/gui/fi le lb7 fb3623 e3
1 fb36fc3d3a4d99 829 e429 | 0 cad4 d a4tai 429 a2 d
99a838e004366e

Ecrr

t5 BrrnongeHlre
IrpoI,l3BoJIbHofo
roaa e Microsoft
Office

MITRE:
cvB-202r-
40480
cvE-2021-
4048r

3rcn.nyarauuR yfl3nuMocrn
no3BoJrseT yAa,reHHoMy
uIoyMl,uxJteHHIlKy BbtnoJrHtiTr,
npou3Bonr,Hr,rfi KoA B qereBofi
cHcTeMe nocpeacTBoM oTKpbtTuq
noJrb30BaTeJreM cneuuaJtbHo
co3AaHHono BpeaoHocHoro 0aiiJra,
VqlsuMocrr o6yc.noa,rerra
HeKoppeKrHofi npoBepxoii Bxo,qHbrx
AAHHbIX.

12 onrndpn
2021 r.

https://www.cybersecurity-
h el p.czlvd b/SB2 02 ll0 l2l9
http://portal.msrc,microsoft.com/en-
US/security-guida nce/advisory/CVE-2021
40480

Ecrt

t6 Brrno.irseuue
npoI|3Bo,rbHoro
KoAa B Microsoft
Excel

MITRE:
cvE-202r
40485
cvE-202r
40471
cvE-2021
40473
cvE-202r
40474
cvE-2021
40479

Srccnnyaraqut yfl3BuMocrrl
no3BoJrfleT yAaJreHHoMy
3JlOyMbtrxJreHH[Ky BbtnoJrHnTI>
npo[3BorbHbrfi KoA B qereBoft
cucTeMe nocpeacTBoM oTKpblTlts
IIOJTb3OBaTeJIeM Cileulla,.r[,Ho
co3aaHHoro npe4oHocuoro Qailna.
Yq3snMocrr o6ycnoaneHa
HeKoppeKTHof flpoBepKoii BxoAHt rx
AaHHbrx.

12 orrn6pn
2021 r.

https://www.cybersecu rity-
h el p.czlvd b/SB2 021 1 0 l2l 7
http://portal.msrc,m icrosoft.com/en-
US/security-guidance/advisory / CVE-2021 -
4048s

Ecru

t7 MHoxecraeHHbte
yr3BuMocT[ B

Mozilla Firefox

MITRE:
cvE-2021
38496
cvE-2021
38498

SKcnryaraunq yfl3BHMocrx
rIo3BOr.IfleT yaaJIeHHoMy
3JlOyMbIrxJreHHuKy BbrnoJIHuTb
npou3BorbHbrtr KoA B uereBofi
c[cTeMe nocpeacTBoM OTKptlTilq
noJ'rb3oBaTeJleM cfleqfia,,|bHo
co3aaHHoii BpeaoHocHoii ne6-
crpaHurlbr. VR:nnnroctr
o6yc"roB,reHa oruu6xoil
Hctro!'rr,3oBaHufl noclre
ocso6orrlAeunq.

5 orrn6pn
2021 r.

h ttp://gith ub.com/crossbeam-
rs/crossbeam/security/advisories/GHSA-pqq p-
xmhj-rvgcw http://rvwrv.mozilla,org/en-
US/security/advisor.ies/mfsa202 I -45l
httpsl//www.cybersecu rify-
help.czlvdb/SB202l 101208
h ttp ://www. m o zilla "orgl en -
US/security/advisories/mfsa202 l-44l
h ttp ://www. m o zilla.o r g/ en-
US/security/advisories/mfsa202l-43/

Ecru

l8 MuoxecrgeHHsre
y'3BIMOCTH B
Mozilla Firefox

MITREI
cv[-2021-
32810

Srcn,ryaraqur ynrnnlrocru
no3BoJrqeT yAaJreHHoMy
3JtOyMbtrxJIeHH[Ky BbrnoJrH[Tt
npou3BorbHr,rft r(oA B qeJreBor"l

cHcreMe. YageuMocrr o6ycnoe,reua
cocrognlteM roHKn B QyHr(quqx
"Stealer::steal ".
"Stealer::steal_batch" u
"Stealer: :steal_batch_and_pop"

5 onubpn
2021 r,

httpl//gith u b.com/crossbeam-
rs/crossbeam/securify/advisories/GHSA-pqqp-
xmhj-wgcw http://www.mozilla.orglen-
US/sec u rity/advisories/mfsa202 I -45/
https://www,cybersecu rity-
help.czlvdblS8202l 101 208
h ttp :/lwww.mozilla.orglen-
US/security/advisories/mfsa202 I -44l
http://lvww.mozil la.o rglen-
US/security/advisories/mfsa202l-43/

Ecrs

l9 MHoxecteeHHrre
yq3B[MOCT[ B

Mozilla Firefox

MITRE:
cvB-2021-
38500
cvE-202r-
38501

Srcn,ryaraqun yq3B[Mocru
no3BoJ'rqeT yAaneHHOMy
3JIOyMbltxJIeHHHKy Bbtno,tH||Tt
npou3Borr,Hbrf KoA B ue,,reBoii
c|'cTeMe nocpeAcTBOM OTKpbrTHs
noIb3oBaTeJteM c[euuaJlbrro
colaansoii npe4oHocHofi Be6-
crpaHuqbl. Vsrsutrocrr

5 olcradpl
2021 r.

http://github.com/crossbea m-
rs/crossbea m/secu rity/advisories/GHSA-pqqp-
xmhj-wgiw http://www.mozitta.orslen-
US/secu ri tyladvisories/m fsa202 I -45/
httpsl//www.cybersecu rify-
hel p.czlvdb/SB202 I l0 1208
h ttp://www,mozil la.org/cn-
US/sequ rity/advisories/m fsa202l-44l

Ecrr

4



ooycJoBneHa olxn6Kofi rpaHuu
raMsru npu o6pa6orKe HTML-
AaHHbrx.

http://www.mozilla,org/en-
US/securifv/advisories/mfsa2021-43/

20 Brrno.nsenue
npOH3BOJII HorO

KOAA B

OpenOIIIce

MITRE:
cvE-2021-
33035

Sxcn.ryaraqlta Yfl3BuMocrtl
[o3BOJrfleT yaaneHHoMy

3J'IOyM[,IIXJIeHHIlKy BbtflOJIHllTb

npou:no.nsur,rfi KoA B ueneBofi
c[creMe [ocpeAcrBoM orKpblTllfl
IroJrb3oBaTeJleM cneuuaJlbHo
co3AaHHOfO BpeaoHocHoro
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