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«MH(popmMupoBaHHEe KIIHEHTOB CHCTEMBI
AHCTAHIHOHHOT0 GAHKOBCKOI0
obcay:xuBanus «iBank2» o mepax
3aI0MTHI 3a HIOHL 2021 1.»

B cBa3u ¢ HEOOXOIMMOCTRIO CHHIKEHHS PHCKOB BO3IEHCTBHS BPEJOHOCHOTO KO/Id, PHCKOB
MCMOJIB30BAHUA YA3BMMOCTEH MPOrPaMMHOTO OOECIICUCHHS M IOBBILICHHS YPOBHSA 3all[ATHI
uH(pOpMaImK mpu padoTe ¢ CHCTEMOH THCTAHIIMOHHOTO GAHKOBCKOro obcayxueanus «iBank2»
(MaTepHeT-0aHKOM) ciryx0a HH()OPMAIHOHHOM 0e30nacHOCTH PHKO
«[IPOMCBA3ZBMHBECT» (0O00) pexkoMmenjyeT it-CHEIMaNHCTaM HAOIAX  KJIHEHTOB
(opraHusanuii W WHAMBUAYAIbHBIX [PEANPHHHMATeNeH) IPHUMEHATH B CBoedl paboTe
PeKOMEH/IAIiU 110 3amuTte uHpopManuu, ykasanusle B [Ipunoxenun 1 k nanHoMy mucemy. B
ClTy4ae BO3HMKHOBEHHS BOIIPOCOB 110 MPMMEHEHHIO PEKOMEHIAIMH NpocuM Bac 103BOHHTE B
ciyx0y HHpopMaIHOHHOH Oe3omacHoCTH 10 HoMepawm 8 (8722) 67-72-75, 8(8722) 62-16-94.
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«iBank2»,

HE pPeKOMEHIyeTcs

yCTaHaBIHUBATh

IMpunoxenne No 1

K HHGOPMALHOHHOMY MHCEMY
«WndopmMupoBaHue KIHEHTOB CHCTEMBI
AUCTAHUHOHHOTO GAHKOBCKOI0
obcayxuBanns «iBank2» o mepax
3aI0HTHI 32 HIOHB 2021 r.»

Ha kommbroTepe, ¢ HCIOIIB30BAHHEM KOTOPOIO OCYIIECTBIISIETCS paboTa B CHCTEME IO

IIporpaMMHO¢E O6€CH€‘I€HH€, HMEROIIIEe

YSI3BUIMOCTH C KPHTHYHBIM YPOBHEM onacHoctd. K TakoMy mporpamMMHOMY ofecredeHuto
OTHOCHTCS ITPOIPaMMHOE ODecIIeUeHHE, YKa3aHHOE B Ta0IUIe HIKe.

Ne | HammeHoBanue Hnentudurar Onncanue ys3BHMOCTH Hdara CeRITKA HA HCTOMHHKH Hannu
YS3BHMOro op BBISIBJICHHSI He
NPOrpaMMHOTO yA3BHMOCTEIT 00HOB
Obecnevenus JIeHHil

1. O6xoa MITRE: CVE- | Dxcnayarauus ynaspumocTh | 30 anpens | https://www.cybersecurity- Eetn
apropusaunn B | 2018-13382 N03BOJIsIeT yaanenHomy | 2021 r. help.cz/vdb/SB2021060122
Beb-noprase 3JI0YMBIULICHHHKY nocpescTBOM https://fortiguard.com/psirt/FG-IR-18-389
FortiOS SSL OTNPABKH CHEUHANBHO CO3AAHHBIX
VPN HTTP-3anpocoB H3MEHHTL NAaponL

NPOH3BOILHOIO Nno/Ib30BaTENA
noprana SSL VPN, ¥Yassumocrs
00yc10B/1eHA HEKOPPEKTHOI
aBTOpH3auHeii Ha nopraie SSL VPN.

Z Muomxeersennble | MITRE: CVE- | Dkenayaranus YSI3BHMOCTH | 2 uionsi | https://tools.cisco.com/security/center/content/ | Ectb
yassumocTn - B | 2021-1539 no3soJser yranennomy | 2021 r. CiscoSecurityAdvisory/cisco-sa-asr5k-autho-
Cisco ASR 5000 ayTeHTH(HUHPOBAHHOMY bypass-mJDF5S7n
cepun 3J0YMBIULIEHHHKY 000iiTH mpouece

apropusauus TACACS B uenesoii
CHCTEME MOCPeACTBOM  OTAPABKH
CneuHaIBLHO chopMHPOBAHHOTO
SSH-3anpoca. Ya3BumocTsb
ofyciaoBnena HEeKOPPeKTHOI
ofpaboTkoii kKomana u3 uHTepdeiica
KoMananoii  crpokn.  CVSSv3.0:
AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N
/A:H/E:U/RL:O/RC:C CWE-863:
Mepenonnenue oydepa B
JHHAMHYCCKOI NAMATH
Pexomenjaunn 1o ycrpaHeHuio:
00OHOBHTB nporpaMmHoe
obecneuenne.

3y Muoaecrsennsie | MITRE: CVE- | Drenayatauns YA3IBHMOCTH | 2 Hionsa | https://tools.cisco.com/security/center/content/ | Ecre

YA3IBHMOCTH B | 2021-1540 no3Bonser yaanenHomy | 2021 r. CiscoSecurityAdvisory/cisco-sa-asrSk-autho-
Cisco ASR 5000 AYTEHTH (MU UHPOBAHHOMY bypass-mJDF5S7n
cepHH IOYMBIMLICHHARY, ¢ y4eTHoii

3aMHChI0 AJMHHHCTPATOPA "
BKJTIOYE€HHOI onuueii «nocli»,
060iiTH npouecc ABTOPU3AUMH B
ueneBoii  cucTeMe  MOCPEACTBOM
OTIPABKH CHeUHABHO
copmupoBannoro SSH-3anpoca.
Ya3Bumocrs obyc/ioB/IeHa
HeKOppexkTHOii 0bpaboTKoli Komaua
H3 uHTepdeiica KoMaHAHON cTpoKw.
CVSSv3.0:
AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:
N/A:H/E:U/RL:O/RC:C CWE-863:
Lenouncnentoe nepenonense win
UHKJIHYECKH BO3BpAT
Pexomenpanun  no  yerpauenmo:
O00HOBHTE nporpaMmHoe
obecneuenne.

4. Beinosnenue MITRE: CVE- | Dkenayarauus yazgumoetd | 8  anpeas https://www.cybersecurity- Ects
MPOH3BOJILHOTO 2021-1309 no3BoONsieT yvaanensomy | 2021r. help.cz/vdb/SB2021040812
koma B Cisco 3I0YMBIILTEHHHKY BBLIMOJTHHTE https://tools.cisco.com/security/center/content/

Small  Business NpoH3BOJILHBI KOO B ueaeBoii CiscoSecuriryAdvisory.’cisco-sa-rv-muIti-Ildp-
cepud RV cucreMe. Ya3BHMOCTE 00yC/I0BIeHa u7e4chCe

omndKoii  rpaHHn  namMATH B
peanusauny nporokoaa LLDP,
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5. BeinoaHenne MITRE: CVE- | Dkenayarauus yazsumocrd | 11 mas | https://www.cybersecurity- Ectb
NpoH3BOILHOIO 2021-27068 no3BOISAET ynanennomy | 2021r. help.cz/vdb/SB2021051138
koga B Visual ayreHTH(HHUHPOBAHHOMY https://portal.msre.microsoft.com/en-
Studio 3/10yMBILICHHHKY BBINOJIHHTD US/security-guidance/advisory/CVE-2021-
NpoM3BObHLIH K01 B le1eBoil 27068 )
cucTenme. YA3BHMOCTL 00Y€/I0BIEHA
HEKOPPEKTHOI NpoBepKoil BXOAHBIX
nanubix B Visual Studio.
Muomecreennpie | MITRE: CVE- | Drerunyaraunus ya3sumoern | 10 mions https://www.cybersecurity- Ectb
ya3gaMocTh B | 2021-30544 Mo3BOJAET yaanentomy | 2021 r. help.cz/vdb/SB2021061001
Google Chrome 3JI0YMBILTCHHHKY BBINOJHHTH https://chromereleases.googleblog.com/2021/0
npoM3BOLHBIE KON B Uesieroii 6/stable-channel-update-for-desktop.html
cucTeMe  MOCPEACTBOM  OTKPBITHSH https://crbug.com/1212618
10JIb30BATE/IEM cneuHaaLHo
CO3AAHHOI BPEA0OHOCHOH Bel-
CTPAHHIbL. Vs13BUMOCTE
obycJioBaeHa HEKOPPEKTHBIM
HCNO/bL30BAHHEM NAMATH B
rkomnonente BFCache.
Muoxecrsennbie | MITRE: CVE- | DKkemiyarauns ym3sumoct | 10 mions https://www.cybersecurity- Ectb
YA3IBHMOCTH B | 2021-30545 no3BoaseTr yiagenHomy | 2021 . help.cz/vdb/SB2021061001
Google Chrome CVE-2021- 3JI0YMBILITCHHHKY BEINOJIHHTH https://chromereleases.googleblog.com/2021/0
30546 CVE- | npousBonnmblii KOX B LeIeBoi 6/stable-channel-update-for-desktop.html
2021-30548 CHCTEME  [OCPEACTBOM  OTKPBITHSH https://crbug.com/1212618
CVE-2021- N0IB30BATEIEM CMeUHAIBHO
30549 CVE- | co3sxannoi BpeaoHocHOil Beb-
2021-30550 CTPAHHIBL Va3BHMOCTD
o0ycoB/iena HEKOPPEKTHBIM
HCI0B30BAHEM nNamMATH B
womnonentax Google Chrome.
Muoxecteennpie | MITRE: CVE- | Dreriyarauus ya3sumocern | 10 nions https://www.cybersecurity- Ectb
ymsumoctn B | 2021-30547 M03BONHET yaaaenuomy | 2021r. help.cz/vdb/SB2021061001
Google Chrome 3JIOYMBIILTEHHHKY BBIMOJIHHTE https:/."chromereleases.goog]ebIog.com!ZﬂZl/l]
NpoM3BOALHEIE  KOA B Le/IeBoi 6/stable-channel-update-for-desktop.html
cHeTeMe  MOCPeAcTBOM  OTKPBLITHS https://crbug.com/1212618
10JIL30BATEEM crnelHaaIbLHo
CO3AAHHOI BPEIOHOCHOH Bel-
CTPAHHUbI. VH3BHMOCTD
obycnoBaena HeKOppeKTHO
obpaboTroii HTML-aannbIxX B
ANGLE.
Muokecrsennsie | MITRE: CVE- | Dxenayarauns yazsumoct | 10 wnions https://www.cybersecurity- Ecte
ysspumoern B | 2021-30551 no3BOJAET ynaneanomy | 2021 r. help.cz/vdb/SB2021061001
Google Chrome 3JI0YMBILLTEHHHKY BBINOJIHHTD https://chromereleases.googleblog.com/2021/0
NpoM3BONLHBIE  KOA B UeIeBOit 6/stable-channel-update-for-desktop.html
CcHCTeMe MOCPeACTBOM  OTKPBITHI https:/crbug.com/1212618
N0JbL30BATEIEM CnenHaILHo
CO3MAHHONH Bpe10HOCHOIH Be0-
CTPaHHUbLL. Va3BUMOCTh
ofycnosiena omudKoH cymemenus
THOOB B KoMoHenTe V8.
Beinoauenue MITRE: CVE- | Dkcnayatauus ya3pumoern | 11 HioHA https://www.cybersecurity- Ectb
PON3BOJILHOTO 2021-31954 Mo3BOJISAET nokansHomy | 2021 T help.cz/vdb/SB2021060810
kopa 8 OC ayrenTHQHINPOBAHHOMY https://portal.msre.microsoft.com/en-
Windows 310YMBIILTEHHHKY MOBBICHTE CBOH US/security-guidance/advisory/CVE-2021-

NPHBHJIErHH H BLINOJIHHTH
NPOH3BO/ILHBIH Koa ¢
npuswieruamu SYSTEM B uenesoii
cHCTeMe  [OCPeACTBOM  OTKPBLITHSA
cnenHaIbHO €031aHHO
BpeA0HOCHOI NporpaMmbl.

¥Ya3eumocTh 00yCJI0BIeHA oMHOKOMH
rpaHNL IAMSITH B ApaiiBepe clfs.sys.
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